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Dear eForensics Readers!

Analyzing malware, or malicious software, is more of an art
than a technique. Because of the wide nature of these prod-
ucts, there are limitless ways to hide functionality. We decided to
get back to this topic and help you to get ninja skills!

What you have in front of you is a brand new edition of Eforensics
Computer, dedicated to Malware Analysis Topic. Hopefully you
will find this one special and broadening your digital horizons.

We would like to thank you for subscribing to our Magazine, we
are doing our best to keep you pleased with our work. You are in-
vited to visiting our website, commenting and sharing your opin-
ion with us. And the last, but not at least, we are waiting for your
suggestions. If you have any ideas or requests for the special issue,
or you're interested in a very specific topic and would like to learn
or read more about it, please, contact us.

We appreciate your feedback and will compile relevant up-to-date
material for you.

Only to remind you — you can follow us on Facebook, LinkedIn and

Twitter (@eForensics_Mag). Join eForensics friends and fans — we
would be more than happy to have you there!

Joanna Kretowicz
and eForensics Team
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MALWARE ANALYSIS

by Monnappa K A

When your company is attacked by malware you need
to respond quickly to remediate the malware infection
and prevent future ones from occurring. You also need
to determine the indicators of malware to establish bet-
ter security controls. Malware analysis is the process

of understanding the behaviour and characteristics of
malware, how to detect and eliminate it.

)2

ASKING THE MALWARE DEVELOPER. THE
WORLD WHERE THE INFECTED USER ASK
THE MALWARE DEVELOPER HOW TO CLEAN
HIS COMPUTER

by Javier Nieto Arevalo

We live in an awesome era where the technology is be-
ing improving every day and it is really fast. We have
gotten a lot of benefit with these advances but there is
a problem, the hackers are improving their malicious
activities faster than we can avoid them. It is like the
doping and anti-doping techniques, we know that the
bad guys have years of distance over the good guys.

)40

EXTRACTING NETWORK SIGNATURES FROM
MALWARE SAMPLES - JRAT A CASE STUDY
by Kevin Breen

Reverse engineering Malware is seen by many as a

dark art, Geeks in dark rooms surrounded by monitors
filled with Assembly Language, Windows dominated

by IDA Graphs, Olly Debugger, Breakpoints and register
contents. Whilst its true that this will yield a wealth of
information about the malware capabilities and can be
a dark art, When it comes to providing a defensive capa-
bility to your corporation or CERT this level of analysis is
not always required. Detection is the key component.

a8

WINDBG TRICKS

by Deepak Gupta

Many malwares these days are bundled with kernel
mode drivers for their process & file protection and
sometimes for data filtering. Using windbg you can eas-
ily determine if a threat uses kernel mode driver for its
operations. How to know if threat uses kernel driver.
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INTRUSION DETECTION USING A VIRTUAL MACHINE ENVIRONMENT

by Niranjan P. Reddy

Malware attacks against single hosts and networks are extremely dangerous and could com-
promise the security of the entire network. Protection from malware is one of the top worries
for system administrators who have to ensure that there are no unnecessary threats to their
systems. These threats can cause an adverse effect on a running business or some other mis-
sion critical operations. Over the past few years intrusion detection and other security measures
have gained critical importance in the fight against malware. Selecting the right IDS is the key
to mitigate malware attacks. This article discusses an attempt to create a more robust IDS while
mentioning the limitations of traditional detection systems.

MALWARE FORENSICS: THE ART OF REVERSE ENGINEERING

by Arnaud Gatignol, postgraduate student and Dr. Stilianos Vidalis, Lecturer at Stafford-
shire University

In any case, there are two main scenarios when it comes to malware infection: you either have
experienced the specific malware before, or you haven't. Generalising, the process of handling
malware consists of two stages: the identification, and the analysis (a proper IR framework is
discussed later in the article). The main stage of the process is the analysis which provides the
artefacts (and the evidence) necessary for a future identification.

SUSPICIOUS FILE ANALYSIS WITH PEFRAME

by Chintan Gurjar

What is Peframe? This is a python-based tool used to assist in the analysis of PE files. There are
many different tools available for malware analysis, but this tool is strictly built for portable ex-
ecutable malware analysis such as .exe and .dll files.

INDICATORS OF COMPROMISE TO FIND EVIL

by Adam Kliarsky

The threats we face today are more sophisticated than ever before. Attackers are leveraging vul-
nerabilities in both computers and humans alike, and their tools are more advanced.

So what happens when we're hit with malware that is new, unknown? How can we identify the
threat to remediate? Enter malware forensics. The need for incident response teams to conduct
forensic analysis on systems to collect and analyze artifacts is becoming a basic requirement.

HOW TO ANALYZE A TRAFFIC CAPTURE

by Javier Nieto Arevalo

We live in an era where the signature-based Antivirus has less sense if we want to fight against
hackers who are creating customized malware only for their targets. This malware is commonly
known as Advanced Permanent Threat (APT) and it's really interesting to research where the
host was infected, the connections back to the Command and Control server to get the instruc-
tions and evaluate the damage of the malware. Sometimes it is easier to detect infected hosts
in the networks if we analyze the network traffic than using an Antivirus running on the host.

HUNTING FOR MALICIOUS ACTIVITY IN THE WINDOWS REGISTRY

by Timothy Yip

The windows registry is a known source for finding trace evidence of malicious activity — from
persistence mechanisms like auto-start keys and dll auto-inject keys; to traces of malware ex-
ecution in the locations such as the muicache and the appcompatcache. Such evidences makes
analyzing the registry hives a critical step in any intrusion analysis of windows machines. This
article aims to provide a guide to fundamental tools and techniques that can be applied to in-
trusion investigations.
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MALWARE ANALYSIS

By Monnappa KA

When your company is attacked by malware you need to
respond quickly to remediate the malware infection and prevent
future ones from occurring. you also need to determine the
indicators of malware to establish better security controls.

What you will learn:

 Basic understanding of malware

* Knowledge of operating system
process are processes that work
together

What you should know:

» Tools and techniques to analyze
malware

* Performing Static, Dynamic and
Memory Analysis

alware is a piece of software which causes harm to a computer sys-
M tem without the owner’s consent. Viruses, Trojans, worms, backdoors,
rootkits, scareware and spyware can all be considered as malwares.
With new malware attacks making news everyday and compromising com-
pany’s network and critical infrastructures around the world, malware analy-
sis is critical for anyone who responds to such incidents.

Malware analysis is the process of understanding the behaviour and char-
acteristics of malware, how to detect and eliminate it.

WHY MALWARE ANALYSIS?
There are many reasons why we would want to analyze a malware, below to
name just a few:

* Determine the nature and purpose of the malware i.e whether the mal-
ware is an information stealing malware, http bot, spam bot, rootkit, key-
logger, RAT etc.

+ Interaction with the Operating System i.e to understand the filesystem,
registry and network activities.

» Detect identifiable patterns to cure and prevent future infections.

TYPES OF MALWARE ANALYSIS
In order to understand the characteristics of the malware three types of analy-
sis can be performed they are:

« Static Analysis
* Dynamic Analysis
* Memory Analysis

In most cases static and dynamic analysis will yield sufficient results however
Memory analysis helps in determining hidden artifacts, helps in rootkit detec-
tion and unpacking, thus giving more detailed and interesting results.

STATIC ANALYSIS
Static Analysis involves analyzing the malware without actually executing it.
Following are the steps:

® @



i

This is necessary because the file’s extension cannot be used as a sole indicator to determine its type.
Malware writer could change the extension of an executable (.exe) file with any extension for example
with .pdf to make the user think its a pdf file. Determining the file type can also help you understand the
type of environment the malware is targeted towards, for example if the file type is PE (portable execut-
able) format which is a native windows executable format, then it can be concluded that the malware is
targeted towards a Windows system.

Some of the tools that can be used to determine file type are file utility on linux and File utility for Windows.

DETERMINING THE CRYPTOGRAPHIC HASH

Cryptographic Hash values like MD5 and SHA1 can serve as an unique identifier for the file throughout the
course of analysis. Malware, after executing can copy itself to a different location or drop another piece of
malware, cryptographic hash can help you determine whether the newly copied/dropped sample is same
as the original sample or a different one. With this information we can determine if malware analysis need
to be performed on a single sample or multiple samples. Cryptographic hash can also be submitted to on-
line antivirus scanners like VirusTotal to determine if it has been previously detected by any of the AV ven-
dors. Cryptographic hash can also be used to search for the specific malware sample on the internet.

Utilities like md5sum on linux and md5deep on windows can be used to determine the cryptographic hash.

STRINGS SEARCH

Strings are plain text ASCIl and UNICODE characters embedded within a file. Strings search give clues
about the functionality and commands associated with a malicious file. Although strings do not provide
complete picture of the function and capability of a file, they can yield information like file names, URL,
domain names, ip address, registry keys etc.

Strings utility on linux and BinText on Windows can be used to find the embedded strings in an executable.

FILE OBFUSCATION (PACKERS, CRYPTORS) DETECTION

Malware authors often use softwares like packers and cryptors to obfuscate the contents of the file in or-
der to evade detection from anti-virus softwares and intrustion detection systems. This technique slows
down the malware analysts from reverse engineering the code. Packers can be quite tricky in identifying
and more importantly, un-packing. Once the packer is identified hopefully find the packer or resources
for manual unpacking will be easier to find.

PEID or RDG packer detector can be used for packer detection in an executable.

SUBMISSION TO ONLINE ANTIVIRUS SCANNING SERVICES

This will help you determine if the malicious code signatures exist for the suspect file. The signature
name for the specific file provides an excellent way to gain additional information about the file and ca-
pabilities. By visiting the respective antivirus vendor web sites or searching for the signature in search
engines can yield additional details about the suspect file. Such information may help in further investi-
gation and reduce the analysis time of the malware specimen.

VirusTotal (http://www.virustotal.com) and Jott (http://virusscan.jotti.org) are some of the popular web
based malware scanning services.

EXAMINING FILE DEPENDENCIES

Windows executable load multiple DLL’s (Dynamic Linked Library) and call api functions to perfrom cer-
tains actions like resolving domain names, adding registry value, establishing an http connection etc.
Determining the type of DLL and list of api calls imported by an executable can give an idea on the func-
tionality of the malware.

Dependency Walker and PEview are some of the tools that can be used to inspect the file dependencies.

www.eForensicsMag.com € »
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DISASSEMBLING THE FILE

Examining the suspect program in a disassembler allows the investigator to explore the instructions that
will be executed by the malware. Disassembly can help in tracing the paths that are not usually deter-
mined during dynamic analysis.

IDA Pro is a popular disassembler that can be used to disassemble a file, it supports multiple file formats.

DYNAMIC ANALYSIS

Dynamic Analysis involves executing the malware sample in a controlled environment. It can involve
monitoring malware as it runs or examining the system after the malware has executed. Sometimes stat-
ic analysis will not reveal much information due to obfuscation, packing in such cases dynamic analysis
is the best way to identify malware functionality. Following are the steps involved in dynamic analysis:

MONITORING PROCESS ACTIVITY

This involves executing the malicious program and examining the properties of the resulting process
and other processes running on the infected system. This technique can reveal information about the
process like process name, process id, system path of the executable program, modules loaded by the
suspect program.

Tool for gathering process information is Process Explorer. Capturebat and ProcMon can also be used
to monitor the process activity as the malware is running.

MONITORING FILE SYSTEM ACTIVITY

This involves examining the real time file system activity while the malware is running; this technique
reveals information about the opened files, newly created files and deleted files as a result of executing
the malware sample.

Procmon and capturebat are powerful monitoring utilities that can be used to examine the File Sys-
tem activities.

MONITORING REGISTRY ACTIVITY

Windows registry is used to store OS and program configuration information. Malware often users reg-
istry for persistence or to store configuration data. Monitoring the registry changes can yield information
about which process are accessing the host system’s registry keys and the registry data that is being
read or written. This technique can also reveal the malware component that will run automatically when
the computer boots.

Regshot, ProcMon and capturebat are some of the tools which gives the ability to trace the interaction
of the malware with the registry.

MONITORING NETWORK ACTIVITY

In addition to monitoring the activity on the infected host system, monitoring the network traffic to and
from the system during the course of running the malware sample is also important. This helps to identify
the network capabilities of the specimen and will also allow us to determine the network based indicator
which can then be used to create signatures on security devices like Intrusion Detection System.

Some of the network monitoring tools to consider are tcpdump and Wireshark, tcpdump captures real
time network traffic to a a command console whereas Wireshark is a GUI based packet capture utility,
that provides user with powerful filtering options.

MEMORY ANALYSIS

Memory Analysis also referred to as Memory Forensics is the analysis of the memory image taken from
the running computer. Memory analysis can help in extracting forensics artifacts from a computer’s mem-
ory like running process, network connections, loaded modules etc. It can also help in unpacking, rootkit
detection and reverse engineering. Below are the list of steps involved in memory forensics:

MEMORY ACQUISTION
This step involves dumping the memory of the target machine. On the physical machine tools like
Win32dd/Win64dd, Memoryze, Dumplt, FastDump can used to acquire the memory image.On the
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virtual machine (VMware Workstation), acquiring the memory image is easy, it can be done by sus-
pending the VM and grabbing the “.vmem?” file.

MEMORY ANALYSIS
After the memory image is acquired, the next step is analyze the grabbed memory dump for forensic ar-
tifacts. Volatility is a popular open source tool that can be used analyze the memory image.

VOLATILITY QUICK OVERVIEW

Volatility is an advanced memory forensic framework written in python. It can be installed on multiple op-
erating systems (Windows, Linux, Mac OS X), Installation details of volatility can be found at http://code.
google.com/p/volatility/wiki/Fulllnstallation.

VOLATILITY SYNTAX
Using -h or --help option will display help options and list of a available plugins (Figure 1 and Figure 2)

Example: # python vol.py -h

o root@bt: —Volatility
File Edi /iew Terminal [}
:~/Volatility# python vol.py -h
Volatile Systems Volatility Framework 2.0
Usage: Volatility - A memory forensics analysis platform.

list all available options and their default values.
Default values may be set in the configuration file
(/etc/volatilityrc)
--conf-file=/root/.volatilityrc
User based configuration file
-d, --debug Debug volatility
--info Print information about all registered objects
- -plugins=PLUGINS Additional plugin directories to use (colon separated)
--cache-directory=/root/.cache/volatility
Directory where cache files are stored
--no-cache Disable caching
--tz=TZ Sets the timezone for displaying timestamps
-f FILENAME, --filename=FILENAME
Filename to use when opening an image
--output=text Output in this format (format support is module
specific)
--output-file:OUTPUT_FILE
write output in this file
=v, ==verbose Verbose information
-k KPCR, --kpcr=KPCR Specify a specific KPCR address
-g KDBG, --kdbg=KDBG Specify a specific KDBG virtual address

Figure 1. Volatility help options
Supported Plugin Commands:

apihooks [MALWARE] Find API hooks

bioskhd Reads the keyboard buffer from Real Mode memory
callbacks [MALWARE] Print system-wide notification routines
connections Print list of open connections [Windows XP Only]
connscan Scan Physical memory for _TCPT_OBJECT objects (tcp connections)
crashinfo Dump crash-dump information

devicetree [MALWARE] Show device tree

dlldump Dump DLLs from a process address space

dlllist Print list of loaded dlls for each process

driverirp [MALWARE] Driver IRP hook detection

driverscan Scan for driver objects _DRIVER_OBJECT

filescan Scan Physical memory for _FILE_OBJECT pool allocations
gdt [MALWARE] Display Global Descriptor Table

getsids Print the SIDs owning each process

handles Print list of open handles for each process

hashdump Dumps passwords hashes (LM/NTLM) from memory

hibinfo Dump hibernation file information

hivedump Prints out a hive

hivelist Print list of registry hives.

hivescan Scan Physical memory for _CMHIVE objects (registry hives)
idt [MALWARE] Display Interrupt Descriptor Table

imagecopy Copies a physical address space out as a raw DD image
imageinfo Identify information for the image

impscan [MALWARE] Scan a module for imports (API calls)
inspectcache Inspect the contents of a cache

Figure 2. Volatility Plugins

www.eForensicsMag.com € »
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Use -f <filename> and --profile to indicate the memory dump you are analyzing, if —profile option is not
provided default profile of WinXPSP3x86 is assumed.

Example: # python vol.py -f mem.dmp --profile=WinXPSP3x86
To know the --profile use below command:

Exanuﬂe:# python vol.py -f mem.dmp imageinfo

CREATING SAFE MALWARE ANALYSIS ENVIROMENT

Before performing malware analysis, we need to setup a safe analysis environment, we want to make
sure that these systems do not have access to any live production systems or the internet. It is a good
idea to always start with a fresh install of the OS of your choice for analysis. You have several options
when creating a malware analysis environment. If you have the hardware lying around you can always
build your lab using the physical machines. | prefer to use Virtualized Operating systems for the follow-
ing reasons:

+ Ability to take multiple snaphots

* Restoring to the pristine state is easy.

* No need for extra hardware

+ Switching between Operating sytems is faster

There are also some disadvantages of using Virtualized environments, some malwares refuse to run or
change its characteristics when it is detected to be running within a virtual environment. In such cases
you may have to analyze the malware on physical machines or reverse engineer and patch the code
that is checking for the Virualized environments using debuggers like OllyDBG or Immunity Debugger.

BUILDING THE ENVIRONMENT

Our environment consists of a physical machine running Backtrack 5 Linux (ubuntu based) with Volatility, Wireshark
installed. The IP address of the this machine is set to 192.168.1.2. This machine also runs INetSim which is a free,
Linux-based software suite for simulating common internet services. This tool can fake services, allowing you to
analyze the network behaviour of malware samples by emulating services such as DNS, HTTP, HTTPS, FTP, IRC,
SMTP and others (Figure 3). INetsim is also configured to emulate the services on the network interface with ip
address 192.168.1.2.

File Edit View Terminal Helg
Listening on: 152.168.1.2

Real Date/Time: Sun Jul B8 01:45:82 2012

Fake Date/Time: Sun Jul & 01:45:02 2012 (Delta: @ seconds)

Forking services...

B dns 53/udp/tcp - started (PID 5373)

* discard 9/udp - started (PID 5395)
https 443/tcp - started (PID 5375)
syslog 514/udp - started (PID 5387)

* smtps 465/tcp - started (PID 5377)
pop3s 995/tcp - started (PID 5379)
dummy 1/udp - started (PID 5401)
chargen 19/tcp - started (PID 5398)
dummy 1/tcp - started (PID 5400)

* chargen 19/udp - started (PID 5399)
discard 9/tcp - started (PID 5394)

* guotd 17/udp - started (PID 5397)
echo 7/udp - started (PID 5393)
quotd 17/tcp - started (PID 5396)
finger 79/tcp - started (PID 5385)
smtp 25/tcp - started (PID 5376)

* daytime 13/udp - started (PID 5391)
irec 6667/tcp - started (PID 5383)
ntp 123/udp - started (PID 5384)
daytime 13/tcp - started (PID 5390)
tftp 69/udp - started (PID 5382)

* time 37/tcp - started (PID 5388)
ident 113/tcp - started (PID 5386)

* time 37/udp - started (PID 5389)
ftps 990/tcp - started (PID 53B1)
echo 7/tcp - started (PID 5392)
http 80/tcp - started (PID 5374)
pop3 118/tcp - started (PID 5378)

Figure 3. INetsim Emulating Services

The Linux machine also runs VMware Workstation in host only mode with Window XP SP3 installed on it. Win-
dows operating system is installed with Static Analysis tools and Capturebat to monitor the File System, Registry
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and Network activities. The IP address of the Windows machine is set to 192.168.1.100 with the default gateway
as 192.168.1.2 (Figure 4) which is the IP address of the Linux machine, this is to make sure that all the traffic will
be routed through the Linux machine where we will be monitoring for the network traffic (using Wireshark) and also
emulating the internet services using INetSim. The Windows machine is our analysis machine where we will be
executing the malware sample.

Internet Protocol (TCP/IP) Properties E}

Genesal
“ou can get P peltings assigned automatically if you network. supports

thiz capabilty. Otheswize, vou nead bo stk vour nebwark adminisitaton for
the approgriate IF seltings.

Oibtain an IP addiess automabicaly
=) Use the lollovang [P addiess
P addiess Tiez 68 1 100
Subnet matk 255.255.295. 0

Dref ault gateway: 1%2.168 ., 1

=) Ulse the following DINS server addiesses

Prefeired DNS server 4

Altesrste DNS server i
Advanced

ok J [ Cod

Figure 4. Network configuration on Windows machine

ANALYSIS OF A MALWARE SAMPLE (EDD94.EXE)

Now that we have a safe environment built for analyzing the malware sample, lets begin the steps of
analyzing to see what we can learn about this sample edd94.exe. we will first start with the Static Analy-
sis techniques.

DETERMINE THE FILE TYPE

Running the File utility on the malware sample shows that it is a PE32 Executable file (Figure 5), File util-
ity was able to determine this because of the file signature. A file signature is unique sequence of bytes
written to a file’s header. On Windows systems executable files have file signature of “MZ” or hexadeci-
mal characters 4D 5A, which is the first two bytes of the file.

¢+ Command Prompt

BC:-~Documents and Settings™AdministratorsDesktop>file edd%?4.exe
edd?4.exe:; PE32 executahle for ME Windows (GUI>» Intel 88386 32-hit

C-“Documents and Settings“Administrator~Desktop>

Figure 5. file utility showing executable file

TAKING THE CRYPTOGRAPHIC HASH
MD5sum utility shows the md5sum of the malware sample (edd94.exe) (Figure 6). The Message-Digest 5 (MD5) al-
gorithm generates a 128-bit has value upon the file contents and typically is expressed in 32 hexadecimal characters.

www.eForensicsMag.com € »
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MDS5 is considered the de facto standard for generating hash values for malicious executable identification. Other
algorithms such as Secure Hash Algorithm version 1.0 (SHA1) can also used for the same purpose.

<+ Command Prompt BEE

C:\Documents and Settings\Administrator\Desktop>mdSsum eQd94.exe
d3edcld9dc3aale23blfc7150d4996F3 *eddd4.exe

C:\Documents and Settings\Administrator\Desktop>

Figure 6. md5sum of the the malware sample

DETERMINE THE PACKER

PEID is a tool that can be used to detect most common packers, cryptors and compilers for PE files. It can currently
detect more than 600 different signatures in the PE files. In this case the sample is not packed (Figure 7). Another
alternative to PEID is RDG Packer Detector.

£ PEID v0.95 =

File: | C:\Documents and Settings)AdministratoriDeskiopleddS4. exe EI

Entrypoint: | 00002040 EP Section: | .kext ﬂ

File Offset: 00001440 First Bytes: [81,CB,77,28 | > |

Linker Info: | 13.0 Subsystem: | Win3z GUI B

Mulki Scan | Task Yiewer | Options About | Exit |

[ Stay on top ”_| J’>
Figure 7. PEiD output

EXAMINING THE FILE DEPENDENCIES

Dependency Walker is a great tool for viewing file dependencies. Dependency Walker shows four DLLs
loaded and the list of api calls imported by the executable (edd94.exe) and it also shows the malware
specimen importing an api call “CreateRemoteThread” (Figure 8) which is an api call used by the mal-
ware to inject code into another process.

B Fils Fde View Optiorn Profie Wedow el

.wl;l,ilf'c‘low..-J"‘_',_uu =0 e

/EBEEEREREE>

jpeoooooEe”™

Symbok | Profiered e | Acwal Bass

Figure 8. Examining dependencies using Dependency Walker
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SUBMISSION TO ONLINE WEB BASED MALWARE SCANNING SERVICE

Submitting the sample to VirusTotal shows that malware is a ZeuS bot (zbot) (Figure 9). Zeus is a Tro-
jan horse that steals banking information by Man-in-the-browser keystroke logging and Form Grabbing.
Zeus is spread mainly through drive-by downloads and phishing schemes.

McAlee-GW-Edition Heuristic LooksLike Win32 Suspicious. B 20120705
Microsoft PWSWin32/Zbot @ 20120705
NOD32 a variant of Win32/Kryptik. ADDZ 20120705
MNorman W32Tro|_Generic. ARTQJ 20120705
nProtect 5 20120706
Panda Generic Trojan 20120705
PCTools Trojan.Zbot 20120705
Rising . 20120705
Sophos MalZbot-FX 20120705
SUPERAntiSpyware . 20120705
Symantec Trojan.Zbot 20120706
TheHacker - 20120704
TotalDefense Win32ZAccess.Z\generic 20120705
TrendMicro TSPY_ZBOT.IQU 20120706
TrendMicro-HouseCall TSPY _ZBOT.IQU 20120705
VBA32 - 20120705

Figure 9. VirusTotal results for edd94.exe shows that it is ZeuS bot (zbot)

Now that we got some information using Static Analysis, lets us try to determine the characteristics of the
malware using Dynamic Analysis, before executing the malware the monitoring tool Wireshark is run on
the linux machine to capture the network traffic (Figure 10) generated as a result of malware execution.
INetSim is run to emulate network services and to provide fake responses to the malware (Figure 3). On
Windows, Capturebat is run to capture the process, registry and file system activity.

The World's Most Popular Network Protocol Analyzer

Version 1.6.5 (SVN Rev Unknown Irom unknown)

Open o Website
S Doen & previously caphured Mie B Vialt the Drolecr's webis
P @ Yser's Guide
rootreponsioutput poap (112 KB THe Liers Gasde [Salne verusa)
JrosaEpmale e TireeyeT439output_fA39 peap (171 KR) @ Security

i sialbip st SR

| Beer cimin e

[ captureHeln |
=] How to Capture

Network Media

Figure 10. Running Wireshark to capture the network traffic

The malware sample (edd94.exe) was run in the Windows virtual machine for few seconds, after which
the virtual machine was suspended to grab the “.vmem” file, which will later be used for memory analysis.
Following are some of activities caught by our monitoring tools after the malware execution.
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The below screenshot (Figure 11) shows the process, registry and fileystem activity after executing the
malware (edd94.exe), also explorer.exe (which is OS process) performs lot of activity (setting registry value
and creating various files) just after executing the malware indicating code injection into explorer.exe

process: created C:\WINDOWS\explorer.exe -> C:\Documents and Settings‘\Administrator\Desktopl\edd34.exe

registry: SetUal!ueKey C:\Documents and Settings‘Administrator\Desktopiedd94.exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer
process: created C:\Documents and Settings\Administrator\Desktop\edd94.exe -> C:\Documents and Settings‘Administrator\Application Data\lyo-
file: Write C:\Documents and Settings‘\Administrator\Desktop\edd94.exe -> C:\Documents and Settings\Administrator\Application Data‘\Lyolxi\r
registry:
registry:
registry:
registry:
registry:
registry:
registry:
registry:
registry:
registry:
registry:
registry:
ragistry:
registry:
registry:
ragistry:
reg:!.st ry:
registry:
registry:
file:
file:
file:
file:
file:
file:
file:
file:
file:
Fila.

setValuskey
SetValuekey
SetValueKey
setValuekey
SetValueKey
SetValuekKey
setValueKey
SetValueKey
SetValueKey
setValueKey
SetValueKey
SetValueKey
SetValueKey
SetValueKey

C:

C:

C
C
C
C
c
C:
C
c
C
C
c
C

‘\Documents and Settings’AdministratoriApplication Data\Lyelxi\rarus.exe -> HKCU\Software\Microsoft\Windows\Current

S \WINDOWS\explorer.
:\WINDOWS\explorer.
\WINDOWS\explorer,
S \WINDOWS\explorer.
:\WINDOWS\explorer.
WWINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
SWINDOWS\explorer.
DeleteValueKey C:“WINDOWS“explorer.exe
DalataValusKey C:\WINDOWS\a&xplorar.sxse
DeleteValueKey C:‘\WINDOWS‘explerer.exe
SetValueKey C:\WINDOWS‘\explorer.exe -3
SetValueKey C:\WINDOWS\explorer.exe ->
Write C:\WINDOWS\explorer.
Write C:\WINDOWS\explorer.
Write C:\WINDOWS\explorer.
Write C:\WINDOWS\explorer.
Write C:\WINDOWS\explorer.

exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
axe
exe

Delete
Delete

\WINDOWS\explorer.
AWINDOWS\explorer.
WWINDOWS\explorer.

exe
exe
exe

Delete

fNalata

[4
C
Delete C:
[4
r

:WWINDOWS \explorer.exe ->
AAMTMAAWEL avnl arar ava

-
-
.=
.=
-=
-
.=
-=
-
.=
-=
Y
.=

exe -= C:\Documents
exe -» C:%Documents
exe -> C:%\Documents
exe -= C:\Documents
exe -» C:‘\Documents
=> C:\Documents
-» C:\Documents
=» C:\Documents
C:\Documents

= FaiRarumante

HKCU\SoftwareiMicrosofti\Internet Explorer\PhishingFilter‘Enabled
HKCU\Software\Microsoft\Internet Explorer\Privacy\CleanCookies
HECUASoftware\Microsoft\Windows \CurrentVersion\Internet Settings\Zones 08,1609
HKCU Software\Micresoft\Windows \CurrentVersioni\Internet Settings\Zones\l\14086
HKCUSoftware\MicrosoftiWindows\CurrentVersioniInternet Settings\Zones'1\1689
HECUZSoftware\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\2),1406
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\2.1609
HKCU Software\MicrosoftiWindows\CurrentVersion\Internet Settings\Zones'3\1406
HECUZSoftware\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\3\1609
HKCU Software\Microsoft\Windows \CurrentVersion\Internet Settings‘\Zones\4\1406
HKCU Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\4\1609
HECUASoftware\Microsoft\Windows\CurrentVersion\Internet Settings\MigrateProxy
HKCU\Software\Microsoft\Windows \CurrentVersion\Internet Settings\ProxyEnable

-> HKCU\Software\Microsoft\Windows'\CurrentVersion\Internet Settings\ProxyServer
-> HECUASaftware\Microsott\Windows\CurrentVersion\Internet Settings\ProxyOverride
-> HKCU\Software\Microsoft\Windows\CurrentVersion‘\Internet Settings\AutoConfigURL

HKLMA\SYSTEM\ControlSetB81\Hardware Profiles\08881\Software\Microsoft\windows\CurrentVersio:

HKCUASoftware\Microsoft\Windows\CurrentVersion\Internet Settings\Connections\SavedLegacys
and Settings‘\Administrater‘\Application Data‘\Cirudu\eswoo.umb

and Settings\Administrator\Application Data‘\Cirudu\eswoo.umb

and Settings‘\Administrator\Application Data‘\Cirudu\eswoo.umb

and Settings‘\Administrater\Application Data‘\Cirudu\eswoo.umb

and Settings\Administrator\Application Data‘\Cirudu\eswoo.umb

and Settings‘\Administrator\Cookies\administrator@ad.yieldmanager[2].txt

and Settings‘\AdministratoriCookies\administrator@gmer[2].txt

and Settings‘\Administrator‘\Cookies‘administratorigoogle.co[l].txt

and Settings‘\Administrator\Cookies\administrator@google[l].txt

and Sattinnet bdminictratart Fankiactadminictratarfhanaunatl 11 +ut

Figure 11. capurebat output showing process, file and registry activity

The malware also drops a new file (raruo.exe) into “C:\Documents and Settings\Administrator\Appca-
tion Data\Lyolxi” directory, after which it executes it and creates a new process (Figure 12). Now this is
where the cryptographic hash will help us determine if the dropped file (raruo.exe) is same as the original
file (edd94.exe), we will come to that later.

£ river: CaptureProcessMonitor
§ river: CaptureRegistryMeniter
2 river: CaptureFileMonitor

d C:\WINDOWS\explorer.exe -> C:\Documents and Settings‘\Administrator\Desktop\edd94.exe

&

lueke
i d

y C:\Documents and Settings‘Administrater‘\Desktop\eddd4.ex
:\Documents and Settings\AdministratoriDesktopledddd.exe
® Documents and Settings‘\Administrator‘\Desktop\edd94.exe .> C:%Documents and Settings‘\Administrator\Application Data‘\Lyolxi\raruo.exe

E luekey C:\Documents and Settings \ﬁuministrntor\npplicntion Data\Lyolxi\raruo. exe - HKCU\Softwa re\Microsoft \Windows\CurrentVersion\Explorer

-> %:\Documents and Settings‘\Administrator\Application Data‘\lLyolxi\raruoc.exe

Figure 12. edd94.exe dropping a new file raruo.exe

i .= III(CU\Software\Hicrosoft\h'indo\fs\CurrentUersion\Exnlorer\uell Folders\A

Another interesting activity is explorer.exe setting a registry value {F561587E-37AB-9701-
D0081175F61B} under the sub key “HKCU\Software\Microsoft\Windows\CurrentVersion\Run” (Figure
13). Malwares usually adds values to this registry key to survive the reboot, whatever is is the value data
added will be executed everytime the system reboots. Also explorer.exe creating this registry key is sus-
picious and could be the result of malware injecting code into explorer.exe.
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HKCU Sof tware\Microsoft\Windows \CurrentVersion\Run\ {F561587E-5C96-37AB-9701-DO0B1175F61R)
HKCU\Software\Microsoft\Windows\CurrentVersion'Run\ {FS61587E-5C96-37AB-9701-D00B1175F61B}
HKCUA\Software\Microsoft\Windows\CurrentVersion\Run\ {F561587E-5C96-37AB-9701-D0OB1175F618)
HKCU\Seftware\Microsoft\Windows\CurrentVersion'Run\ {FS615S8TE-5C96-37TAB-9701-DOABL175F61B}
HECUNSof tware\MicrosoftiWindows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}
HKCUASeftware\Microsoft\Windows\CurrentVersion\Run%{F561587E-5C96-37AB-9701-D00B1175F61E}
HECU Software\Microsoft\Windows \CurrentVersionyRun\{F561587E-5C96-37AB-9701-DOABL175F61B}
HKCUSoftware\Microsoft\Windows\CurrentVersion\Run% {F56158TE-5C96-37AB-9701-DOOBL1T5F61E}
HECUASoftware\Microsoft\Windows\CurrentVersion%Run\{F561587E-5C96-37AB-9701-DAABL175F61B}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C06-37AB-9701-D0081175F61E}
HECUA\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D00B1175F61B}
HECU\Software\Microsoft\Windows\CurrentVersion\Run'\{F561587E-5C96-37AB-9T01-DO0B1175F61E}
HECU\Sof tware\Microsoft\Windows\CurrentVersion\Run'\ {F561587E-5C96-37AB-9701-D00B1175F61B}
HECU Software\Microsoft\Windows\CurrentVersion\Run\ {F561587E-5C96-37AB-9701-DAABL1T5F61B}
HKCU Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-3TAB-9701-DOBB1175F616}
HECUASoftware\Microsoft Windows \CurrentVersion\Run\{F561587E-5C96-37AB-9701-DOAB1175F61B}
HKEU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-3TAB-9T01-D00B1175F61B}
HKCU\5oﬂuare\Hitrosoft\willaws\(urrentversion\nun\{FSSISETE- 5C96-37AB-9701-D0BBL175F61B}
HKCUA\Software\Microsoft\Windows\CurrentVersion\Run%{F561587E-5(96-37AB-9701.-08681175F61B}

Figure 13. explorer.exe creating setting the registry value to survive the reboot

Wireshark also captured the malware performing a dns look to resolve the domain “users9.nofeehost.
com” also the domain resolved to the IP address 192.168.1.2 which is our linux machine (Figure 14),
this is because INetSim which was running on the linux machine responded to the dns query by giving a
fake response. Now we have tricked the malware to think that “users9.nofeehost.com” is at IP address

® e
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192.168.1.2 which is our linux, that way we have not allowed the malware to connect to the internet and
also have control over our analysis.

= gthl [Wireshark 1.6.5 {SVN Rev Unknown frem unknewn)]

80 Standard query A users9.nofechost.com
6.032087 4.2.2.2 92.163.1.168 DNS 96 Standard query response A 192.188.1.2

-_—
+ Frame 4: 80 bytes on wire (648 bits), 80 bytes captured (648 bits)

+ Ethermet IT, Sre: Vmwsre 87:a7:71 (00:02:29:87:a7:71), Dat: Pegatran_de:6B:de (70:71:be:dc:6b:de)

+ Intermet Protocol Versisn 4, Sre: 192.168.1.180 (192.168.1.188), Dst: 4.2.2.2 (4.2.2.2)

+ User Datagram Protocol, Src Port: 534398 (54298), Dst Port: domain (53)

+ Domain Mame System (query)

Figure 14. Wireshark showing DNS query made by the malware

Then the malware tries to establish an http connection trying to download a configuration file (all.bin)
from the domain “users9.nofeehost.com” (Figure 15), also the INetSim gave a fake response, we can
also configure INetSim to respond with whatever custom page we want to.

~ w~ ¥ Follow TCP Stream

Stream Content

GET ypatrickkeed/all.bin HTTP/1.1 c:

Accept: */=

Connection: Close

User-Agent: Mozilla/4.e (compatible; MSIE 7.9; Windows NT 5.1)

Host: users9.nofeehost.com
Cache-Control: no-cache
HTTP/1.1 2688 0K

Server: INetSim HTTP Server

Connection: Close

Cantent-Length: 258 ¢
Content-Type: text/html

Date: Sat, 87 Jul 2812 20:15:54 GMT

<html>
<head=>
<title=INetSim default HTML page</title=
</head=>
<body>
<p></p=
<p align="center">This is the default HTML page for INetSim HTTP server fake mode.</p>
<p align="center">This file is an HTML document.</p>
=/body>
</html>

Figure 15. Malware trying to download configuration file

ZeusS Tracker (project that keeps track of ZeuS command and control servers around the world) shows
that this domain was previously listed as ZeuS command and control server also the pattern that we
captured is same as mentioned in the ZeuS tracker (Figure 16). This confirms that we are dealing with
ZeusS bot (zbot).

www.eForensicsMag.com @ @
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abuse.ch 4.5 Mridsdy

ZeuS Tracker :: ZeuS Host usersS.nofeehost.com

The Zeus CAC users9.nofeehost.com was not found in the ZewsS Tracker database.
However, this Zeus C&C was listed previously but has been réemoved on 2012-03-27 12:14:42 (UTC) with the following réason: investigated/cleaned

Histerical Information

ZeusS CAC: usersS.nofeehost.com
Dateadded: 2012-03-22 14:47:12 (UTC)
Lastupdated: 0000-00-00 00:00:00 (UTC)
Uptime (hhh:mm:ss) -838:59:59

Removal date: 2012-03-27 12:14:42 (UTC)

Removal reason:  investigated/cleaned

ZeuS URL HTTP Status Type

users9.nofeehost. com,/patrickkeed/u.bin HTTP 404  ConfigURL
jusers9.nofeehost. com/patrickkeed/all. bin§ HTTP 404  ConfiguRL
users9.nofeehost. com/patrickkeed/1.bin/bot.exe HTTP 404  BinaryURL
users9.nofeehost. com/patrickkeed/ 1.bin/all.exe HTTP 404  BinaryURL

# of URLs: 4

Figure 16. ZeuS Tracker results for the domain

Now that we got some interesting information from the dynamic analysis, lets see what information can
we get from the memory analysis, before performing memory analysis i renamed the “.vmem” file (which
we got after suspending the VirutualMachine) to “infected.vmem?”.

The memory analysis was carried out using Volatility framework, looking at the process list using the
“pslist” plugin shows two process edd94.exe (pid 1476) and raruo.exe (pid 1492) (Figure 17). edd94.exe
is the malicious executable that we executed on the Windows Virutual machine and raruo.exe was the
file dropped by edd94.exe.

y# python vol.py -f infected.vmem pslist
olatile Systems Volatility Framework 2.8
offset(V) Name PID PPID Thds Hnds Time
px8972bB30 System 4 2] 56 1970-01- 00:00:
: SMSS.exe 376 4 3 2012-02-26 12:07:
lx89532daﬂ C5rss.exe 632 1@ 2012-02-26 12:87:
B winlogon.exe 656 16 2012-82-26 12:07:
services.exe 788 16 2012-82-26
lsass.exe 712 B 2012-82-26
vmacthlp.exe 868 2012-082-26
svchost.exe Bgo 2012-02-
svchost.exe 964 2012-082-

svchost.exe 2012-82-2
svchost.exe 2012-082-
svchost.exe 2 2012-02-
explorer.exe 2 2012-082-

VMwareTray.exe
VMwareUser.exe
ctfmon.exe
vmtoolsd.exe
d VMUpgradeHelper
PxB89435a20 cmd.exe
px89526028 CaptureBAT.exe
Px89461bb0 edd94.exe
=x899f4?aa raruo.exe

2012-02-
2012-02-
2012-082-
2012-02-
2012-02-
2012-07-
- 2012-87-
- 2012-87-
2012-07-

Do NWEBENN

Figure 17. psllst plugln results

During the dynamic analysis we determined that the malware makes an http connection, so lets look
at the network connections in the memory to see if we can determine anything interesting. Running the
connscan module shows that the http connection was made by pid 1748 (Figure 18) which is the process
id of explorer.exe (operating system process) this is again suspicious.
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:~/Volatility# python vol.py -f infected.vmem pslist
olatile Systems Volatility Framework 2.0
offset(V) PPID Thds Hnds

System 4 <] 56 454 1970-01-01 00:00:00
SmMSS.exe 376 4 3 19 2012-62-26 12:07:10
CSrss.exe 632 376 10 313 2012-02-26 12:07:10
winlogon.exe 656 376 16 493 2012-02-26 12:07:11
services.exe 700 656 16 245 2012-02-26 12:07:11
lsass.exe 712 656 19 327 2012-02-26 12:07:11
vmacthlp.exe 868 700 1 25 2012-02-26 12:07:11
svchost.exe 880 700 14 188 2012-02-26 12:07:11
svchost.exe 264 700 10 217 2012-02-26 12:07:11
svchost.exe 1048 700 58 1156 2012-02-26 12:07:11
svchost.exe 1692 7600 5 71 2012-082-26 12:07:11
svchost exe 1124 760 14 263 2012-062-26 12:087:11
exptbrer.exe 1748 1712 22 550 2012-02-26 12:07:17
VMwareTray.exe 1880 1748 2 79 2012-02-20 12:07:18
VMwareUser.exe 1888 1748 226 2012-02-26 12:07:18
ctfmon.exe 19600 1748 2012-82-26 12:087:18
vmtoolsd.exe 216 7600 2012-02-26 12:07:19
VMUpgradeHelper 428 700 2012-02-26 12:07:19
cmd .exe looo 1748 2012-07-07 17:29:06
CaptureBAT.exe 1428 le00 2012-07-07 20:15:43

B edd94.exe 1476 1748 2012-07-067 20:15:52

0x890f47a8 raruo.exe 1492 1476 0 2012-07-07 20:15:53

:~/Volatility# python vol.py -f infected.vmem connscan
olatile Systems Volatility Framework 2.0
Offset Local Address Remote Address

Dx0932a540 192.168.1.100:1033 192.168.1.2:80

Figure 18. Results showing http connection made by pid 1748 (explorer.exe)

Running the “apihooks” plugin show multiple inline api hooks in the explorer.exe process and also there
is a jump into an unknown location that is where the malicious code might be (Figure 19)

# python vol.py -f infected.vmem apihooks

¢ Tt Jul 31, 7:27PM [ ]
-rmn@b -Mu.unn

.exe[l?da] inline wuser32.dl1l!ReleaseDC[0x7ed41869d] 0x7e41869d JMP 0x15e778d (UNKNOWN)
exe[1748] inline user32.dll!SetCapture[0x7ed2c35e] 0x7ed42c35e JMP 0x15df125 (UNKNOWN)
.exe[l748] inline user32.dl1l!SetCursorPos[0x7ed4561b3] 0x7ed4561b3 JMP 0x15dToed (UNKNOWN)
.exe[l748] inline user32.dll!SwitchDesktop[ex7ed4lfe6e]) 0x7e4lfebe JMP @x15ddaga (UNKNOWN)
.exe[1748] inline user32.dl1!TranslateMessage[8x7ed418bf6] OxTedl8bfé IMP 8x15d4d51 (UNKNOWN )
.exe[1748) inline crypt32.dll!PFXImportCertStore[ex77aeffaf] ox77aeffef JMP exlSddlaa (UNKNOWN

.exe[1748] inline wininet.dll!HttpQueryInfoA[0x78060c6d] ©@x78060c6d JMP 0x15e6dl7 (UNKNOWN)
.exe[1748] inline wininet.d11!HttpSendRequestA[0x7806cdan] JMP 0x15e6a93 (UNKNOWN)
.exe[l748] inline wininet.d1l1l!HttpSendRequestExA[0x780cd3b6] O0x780cd3b6 IMP O0x15e6b83 (UNKNOWN
.exe[1748] inline wininet.dll!HttpSendRequestExW[0x78073532] O6x78073532 JMP Ox15e6ae? (UNKNOWN

.exe[1748] inline wininet.dll!HttpSendRequestW[0x78080825] 0x78080825 JMP 0x15e6a3f (UNKNOWN)
.exe[1748) inline wininet.dll!InternetCloseHandle[0x7805da59] 0x7805da59 JMP 0xl15e6clf (UNKNOW

.exe[1748] inline wininet.dll!InternetQueryDataAvailable[0x7806adf5] 0x7806adf5 JMP 0x15e6ceb

.exe[1748] inline wininet.d1ll!InternetReadFile[0x7806abb4] 0x7806abb4 IJMP 0x15e6c62 (UNKNOWN)
.exe[l748] inline wininet.dll!InternetReadFileExA[0x78082ae2] O0x7B8082aeZ2 JMP 8xl5e6cal (UNKNOW

-exe[1748] inline ntdll.dll!LdriLoadDll[@x7c9163a3] 8x7c9163a3 JMP 0x15e8b65 (UNKNOWN)
.exe[1748] inline ntdll.dll!NtCreateThread[0x7c90d190] 0x7c90d190 JMP B8x15e8985 (UNKNOWN)
.exe[1748] inline ntdll.dll!ZwCreateThread[0x7c90d190] 0x7c90d190 JMP 0x15e8985 (UNKNOWN)
.exe[1748] inline ws2_32.d11!WSASend[0x71ab68fa] 0x71ab68fa JMP 0x15e7145 ([UNKNOWN)

Figure 19. Shows api hooks in explorer.exe

Examining the address of one of the hooked API function “HttpSendRequestA”, shows that at the start-
ing address of the function, there is a jump into the that unknown location that we saw earlier (Figure 20)
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atil .:m python vol.py -f infected.vmem volshell
Volatile Systems Volatility Framework 2.0
Current context: process System, pid=4, ppid=8 DTB=08x319680
welcome to volshell! Current memory image is:
file: f.-;root!\.‘olatzl;tyunfccted vmem

Current context: process explorer.exe, pid=1748, ppid=1712 DTB=@xf9celce
> dis(0x7806cd40, length=32)
0x7806cddd e94e9d5789 JMP Bx15e6a93
0x7806cd45 6alo BusH ex1e
0x7806cd47 6a00 PUSH @x@
ff7518 PUSH DWORD [EBP+8x18]
ff7514 PUSH DWORD [EBP+8x14]
ff7510 PUSH DWORD [EBP+0x10]
ff7506¢ PUSH DWORD [EBP+8xc]
ff7508 PUSH DWORD [EBP+0x8]
e8B6622ffff CALL Bx78085efc3
5d FOP EBP
c2 DB Bxc2
14 DB oxl4

Figure 20. Disassembly of function HttpSendRequest showing jump into unknown location

Examining the bytes around that unknown location shows the presence of an embedded executable
(Note the “MZ” header which is the file signature for windows executable) in the explorer.exe process
(Figure 21).

>>> db(0x015d0000, length=256)

015d0000 4d 5a 00 00 00 00 00
015d0010 00 00 00 00 00 00 00
015d0020 00 00 00 00 00 00 00
01500030 ©0 00 00 00 00 00 00
015d0040 00 00 00 00 00 00 00
01540050 00 00 00 00 00 00 00
01500060 00 00 00 00 00 00 00
015d0070 ©0 60 60 60 60 60 00
015d0080 ©O 00 00 00 00 00 00
01500090 ©0 00 00 00 00 00 00
015d00a® 00 00 00 00 00 00 00
015d00b0 00 60 00 00 00 00 00
915d06c0 ©O 60 60 0O 60 00 00

Figure 21. shows the presence of embedded executable in explorer.exe

Now that we know explorer.exe has an embedded executable, using “malfind” plugin we can dump the
embedded executable in explorer.exe (pid 1748) into a desired directory (Figure 22)

File Edit View Terminal Help

~/Volatility# python vol.py -f infected.vmem malfind -p 1748 -D dump/
Volatile Systems Volatility Framework 2.0
Name Pid Start End Tag Hits Protect
explorer.exe 1748 8x815deeae 0x15f6fffe _Vads (2] PAGE_EXECUTE_READWRITE
Dumped to: dump/explorer.exe.935a360.015d0000-015f6fff.dmp
0x015d0000 4d Sa 00 00 00 00 00 00 OO 00 OO0 00 OO0 00 00

0x015d0eele 00 00 00 00 OO0 0O 00 00 0O 00 00 00 00 00 00
0x015d0020 00 00 OO 00 GO PO 6O OO 6O 6O 6O 6O 0D 0O OO
0x015d0030 00 00 00 00 00 0O 00 0O OO 00 00 0O dB8 00 0O
0x015d0040 00 00 00 00 60 0O 00 0O 0O 60 00 0O 0O 00 0O
0x015doese 00 00 00 00 G0 0O 00 00 0O 00 00 00 00 00 €0
0x015d0060 00 00 00 00 GO 6O 0O 0O OO 0O 0O 0O 0O 00 00
0x015d0070 00 00 00 00 GO 0O 0O 00 0O 60 00 00 0O 00 0O

Figure 22. Malfind plugin dumps the embedded executable

Submitting the dumped executable to VirusTotal (online web based malware scanning service) con-
firms that the dumped executable is a component of ZeuS Bot (zbot) (Figure 23). This confirms that ex-
plorer.exe was injected with ZeuS bot (zbot).
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Detection ratio: 32 /42 .f O O

Analysis date: 2012-07-07 20:28:11 UTC { 0 minutes ago )

Antivirus Result Update

AhnLab-V3 Trojan/Win32 m 20120707
AntiVir TR S,’J‘yl..{snu'..a::b.t 20120707
Antiy-AVL 20120707
Avast Win32:Zbot-NRC [Trj) 20120707
ANG Generic_s BE 20120707
BitDelender Gen:Varianl.Barys. 5104 20120707
ByteHero - 20120704
CAT-QuickHeal TrojanPWs.Zbol.Y3 20120707
ClamAV Trojan.Spy Zbot-142 20120707
Commiouch Wi2/Zbol BR.gen|Eldorado 20120707

Figure 23. Virustotal results for the dumped executable

During our dynamic analysis we determined after executing the malware sample, explorer.exe created
a registry value to survive the reboot. Let examine that registry value in the memory to see if we can
find anything interesting. Using the “printkey” volatility plugin shows the value data (C:\Documents and
Settings\Administrator\Appcation Data\Lyolxi\raruo.exe) (Figure 24), which is the executable dropped
by our malware executable (edd94.exe). This indicates that the everytime the system boots raruo.exe is
executed.

: \Device\HarddiskVolumel\WINDOWS\system32\config\default
: Run (S)
ast updated: 2011-10-31 20:28:57

Registry: \Device\HarddiskVolumel\Documents and Settings\Administrator\NTUSER.DAT
ey name: Run (S)
ast updated: 2012-87-87 20:15:54

ctfmon_ava s el _CaAWTHANWC) cuetamI) ctfman _ava

{FSGlSB?E—5c9t‘=-3?AB-9701—03981175F313} Y C : \Documents and Settings\Administrator\Application Data\lL

Figure 24. Shows the registry value set by the malware to survive the reboot

Finding that executable (raruo.exe) in the infected machine (which is our Windows Virtual Machine)
(Figure 25) and submitting it to Virustotal confirms that this is also the component of ZeuS bot (zbot)
(Figure 26)
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Figure 25. Shows the dropped executable (raruo.exe)

Antivirus Result

AhnLab-V3 Spyware/Win32ELT]
Antivir TR/Crypt XPACK.Gen
Antiy-AVL Packed/Win32 Katusha.gen
Avasl Win32:Kryplik-IDH [Trj]
AVG Cryplic.DYR

BitDefender Gen:Heur.Conjar.11
ByteHero

CAT-QuickHeal TrojanPWS.Zbot Gen
ClamAv X
Commtouch W32/Kazy.H2.gen!Eldorado
Comodo TrojWare. Win32. Kryptik. ADBJ
DrWeb Trojan PWS.Panda 786
Emsisofl Packed. Win32.Kalushallk

Figure 26. VirusTotal results for raruo.exe

CONCLUSION
In-depth malware analysis can yield effective results. By using static, dynamic and memory analysis
techniques we were able to uncover the the charactertics of the malware.
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ASKING THE
MALWARE DEVELOPER

THE WORLD WHERE THE INFECTED USER ASKS THE
MALWARE DEVELOPER HOW TO CLEAN HIS COMPUTER

by Javier Nieto Arevalo

Computer viruses, ransomware, spam-sending malware, worms,
trojan horses, key loggers, rootkits, spyware, dialers, launchers,
adware, malicious BHOs, rogue security software, downloaders,
botnets. Summarizing, MALWARE. Every day, hundreds of them
are being spread and are infecting thousands of computers,
servers, tablets, smartphones, etc. If we begin to research the
malware behavior, we can see how the malware developers are
continuously improving their techniques trying to hide their
malicious activities and creating advanced threats. Also, they
are making a great effort using new skills in their malicious
applications in order to thwart the malware analyst job.
Sometimes we can find samples which have been developed

by people with a high knowledge of programming, packing,
ciphering, network protocols, security devices, etc. It is awesome
how the hackers have the knowledge about the methods used
by the security administrators and how they are implementing
new techniques to avoid our security measures.

What you will learn- Sy s mentioned above, there are a lot of types of mal-
* To locate malware samples to infect your computer. .
, ware. Some of them want to steal your private da-
» To work with Cuckoo sandbox. t th tt d b rt of a botnet
* How to make a static and dynamic analysis. .aj 0 e_rs Wa.n O sen Spa_m orbe p"_a o abotne
- How to detect and unpack malware packed with UPX to participate in a distributed denial of service. The days
« An example of how to decipher and script cipher with Base64. when the hacker’s goal was to break down your com-
puter are over.
What you should know:
+ Familiar with the Windows operating systems. We live in an awesome era where the technology is be-
* Knowledge about the behavior of modern malware ing improving every day and it is really fast. We have gotten
* Familiar with some basic cipher techniques. a lot of benefit with these advances but there is a problem,
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the hackers are improving their malicious activities faster than we can avoid them. It is like the doping and
anti-doping techniques, we know that the bad guys have years of distance over the good guys.

IT is common to find many people who think that it is not important if somebody hacks a website or if a
computer is infected. But | would invite them to think about what would happen if some hackers took con-
trol over a critical infrastructure like a nuclear central or a water treatment plant... They are using the same
operating systems we use: Windows, Linux, Web servers with Apache, Jboss, Tomcat, and MySQL.

We are the person in charge of protecting our networks, our computers and our lives. | think it is really
important to talk with the people about the necessity of investing in new security researching initiatives
and hire people with the skills and enough knowledge to implement those initiatives.

In this article | am going to analyze a real malware sample. First of all, | want to talk about the malware
analysis techniques and | will cover two of them here. Also, | will tell you about some malware reposito-
ries that will help you to get recent samples to improve your malware analysis techniques.

MALWARE ANALYSIS TECHNIQUES

There are two types of malware analysis, the static analysis and the dynamic analysis. In a static analy-
sis the malware will be analyzed without running it. In a dynamic analysis the malware will be executed
in a sandbox, or in a lab environment, in order to study their behavior. Also, we can categorize them as
basic or advanced.

BASIC STATIC ANALYSIS

This technique will be covered in the next section of this article. It is usually the first step in studying mal-
ware. With this technique, we will be able to draw some preliminary conclusions when we begin to study
a malware sample. | will show you how to check whether a malware sample has been categorized by
the majority of the antivirus system and we will check the Windows API calls made by the executable to
figure out the malware’s goal. Also, we will detect if the malware developer has made an effort trying to
hide information in their program by packing the executable and | will teach you how to unpack it.

BASIC DYNAMIC ANALYSIS

In this article | will cover this technique too. This analysis consists of running the malware in a lab envi-
ronment or sandbox and research what the malware behavior is. We will see how the malware down-
loads other executables, creates files, modifies the windows registry, etc. To do a basic dynamic analy-
sis, you can create your own virtual machine, take a snapshot, run the malware to study it and when
you have finished, recover the previous snapshot. Another option could be to use a Sandbox. There
are a lot of sandboxes: GFI Sandbox Joe Sandbox, BitBlaze, Comodo, ThreatExpert, Anubis, Norman,
Zero Wine, Buster Sandbox, FireEye, PaloAlto WildFire, Minibis Sandboxie, Buster Sandbox Analyzer,
etc. For malware researching purposes, | recommend you use Cuckoo Sandbox. You can install your
own sandbox on your computer. You can get the instructions about how to install Cuckoo Sandbox here
http:.//www.behindthefirewalls.com/2013/07/how-to-install-cuckoo-sandbox-on-ubuntu.html, or you can
use their free online service here http://malwr.com. If you choose the last one, | recommend you register
on their websiteso you will have more capabilities.

ADVANCED STATIC ANALYSIS

The advanced static analysis is well-known as reverse-engineering and consists of loading a suspicious
executable into a dissembler in order to discover what the malware exactly does, reading the assembler
code. This technique is really complex and you will need to have a strong knowledge in disassembily,
windows operating system and code constructs. IDA Pro is one of the best programs in this area.

ADVANCED DINAMYC ANALYSIS

As mentioned above, a dynamic analysis consists of running the malware but in this case, the malware
will be running in a debugger. Thanks to debuggers, we can get information that could be impossible to
get from a disassembler. Thanks to them, we can get the information just after an execution has been
executed. The debugger shows us, for example, the values of memory address as they are modified
throughout the execution of a program. A well-know debuggeris WinDbg.

www.eForensicsMag.com € »
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WHERE CAN | GET SOME MALWARE SAMPLES?

If you want to be a malware researcher, the first thing you need to have are malware samples. In the last
magazine http://eforensicsmag.com/memory-forensics-step-by-step/, in my article called “Step by Step
to Work with Your Own Memory Dumps”, | showed you some websites where you can download the lat-
est malware samples. Maybe you did not read my article or you did not buy it. For this reason, | am going
to list these sites and add a new one.

CONTAGIODUMP
http://contagiodump.blogspot.com is a blog site where you can find a lot of malware samples, capture data
files of the incidents, exploits and links of other websites which are hosting malware or malicious code.

These files can be downloaded from this website but they are compressed with a password. It's neces-
sary to send an email to the author, Mila. You can see the authors’ details and her email address in her
profile. http://www.blogger.com/profile/09472209631979859691

MALWAREBLACKLIST

www.malwareblacklist.com is a project that got started back in 2007. This project houses one of the larg-
est online repositories of malicious URLs. The web authors hope the data will help researchers in their
understanding of the ever evolving threat landscape.

You can create a user and password on the website in order to get the malware samples or you can
download directly from the original URL if it’s still available.

MALWARE.LU
www.malware.lu contains a lot of malware samples. Currently the database contains 5,572,972 samples.

If you would like to download or submit samples, you need to have an account. To request an account,
it's necessary to send an email to ul.erawlam@retsiger with your username and a short explanation why
you want an account.

ZEUSTRACKER.ABUSE.CH

This website is really interesting if you are looking for valuable information about the the Zeus Trojan.
This Trojan is really sophisticated and it is one of the more common ones on the Internet. In this link, you
can download some samples. https.//zeustracker.abuse.ch/monitor.php ?browse=binaries

STATIC ANALYSIS WITH CUCKOO
After this brief introduction to the malware analysis and the malware repositories, we are going to begin
with the analysis of a malware sample. First of all, we will start with the basic static analysis.

BASIC STATIC ANALYSIS
In a basic static analysis, we can use tools like Dependency Walker, PEview, PEBrowse Professional,
PE Header Summary to achieve our goal but as mentioned above, we will use Cuckoo Sandbox.

Cuckoo Sandbox offers us more features than the ones offered by the tools mentioned above like Be-
havioral Analysis, Network Analysis, Dynamic analysis all in one tool.

You have two options available, install Cuckoo on your computer or use the online free version here:
https://malwr.com/. If you choose the second option, | recommend you be registered on their website so
you will get more details about your malware like getting traffic captures.

Ok, let’s get started. | have submitted the sample to the Cuckoo website. You can see the report here.
If someone wants the sample, just let me know writing to javier.nieto@behindthefirewalls.com. The mal-
ware name is “sexe-online.exe”.

We need to go to the Static Analysis section in the report above.

First of all, we can see that this file has been recognized by the majority of the anti-virus systems in the
Antivirus Section.


http://eforensicsmag.com/memory-forensics-step-by-step/
http://contagiodump.blogspot.com
http://www.blogger.com/profile/09472209631979859691
http://www.malwareblacklist.com
http://www.malware.lu
https://zeustracker.abuse.ch/monitor.php?browse=binaries
http://www.behindthefirewalls.com/2013/07/how-to-install-cuckoo-sandbox-on-ubuntu.html
https://malwr.com/
https://malwr.com/analysis/MGU0NWE1MzkyZTlmNDllMmI2ZjZhMWE3MmZjZmJhODE/share/b2ddca548aaa42c6be19fee7fb7c4d72
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Quick Overview Slalic Analysis Slrings

Slalic Analysis Rt SIGNATURE
Eopyr Rl MicroWorld-eScan Generic.Malware,SL!.7160853F
Meabwork Analysis nProdscl
Dropped Files CAT-OuickHeal
Comment Board (D) Mchfee Arternis'80B1F2090121
Mahvarebyles Backdoor. Extreme
KT AntiVirus Backdoor
KTGW Backdoaor

Figure 1. The file in the Antivirus Section

Now we need to go to the Static Analysis section. Here, we can see that this file has three sections:
UPXO0, UPX1 and .rsrc.

Sections
NAME VIRTUAL ADDRESS VIRTUAL SIZE SIZE OF RAW DATA ENTROPY
UPX0 0x00001000 Ox00076000 0x00000000 0.0
UPX1 Ox00077000 000043000 0x00042200 7.9289414193
TSIC Ox000bat0oo Ou00008000 O0x00007400 5.90791462226

Figure 2. Static Analysis section

We can check that this file has been compressed with UPX. You can see the file has no size in the disk
(RAW DATA = 0x00000000) but it has size in memory when it is uncompressed by itself (VIRTUAL AD-
DRESS = 0X00001000).

Part of the malware’s code is packed in order to obfuscate it. It makes it difficult to be detected and
analyzed.

If we go to the ,Strings” section, we cannot see a lot of readable strings...

Quick Overview Static Analysis Antivirus

Static Analysis
IThis program cannot be run in DOS mode.

Behavioral Analysis 44KS$/
,6°G\z
Network Analysis j~3Pf@
DSRW"\
Dropped Files - tNPOQV
x6k$: "
Comment Board (0) Uy=\P
#XOIWE.

Figure 3. Strings section
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If we go back to the Static Analysis section, we can see few
Imports because the file is packed. The few imports that we
can see are related with packed code like LoadLibrary and
GetProcAddress which allow a program to access any func-
tion in any library on the system.

If the sample is packed, we cannot get valuable information,
for this we will unpack the file to get access to all the imports
in order to be able to analyze its behavior. We can download
from here the UPX program to uncompress it.

| usually work with Linux so with the command below, you
can unpack the file and export it to a new one.

jnietogbehindthefirewalls: - malwaresanples fupx-3.89-1386_1inuxs
Ultimate Packer fo

John Retser
Hame
upi: sexe-online.exe: AlreadyPackedException: already packed by UPX

Packed 1 file: & ok, 1 error.

jnietogbehindthefirewalls:-/malwaresanples fupx-3.89-1386_linux% . fupx -d se

Ultimate Packer for eX
Copyright L[I 1998 - 2
Nt Harkus Oberhumer, Laszle Molnar & J shin Reiser
File size Format L EL]
TO8163 <-
Unpacked 1 file.

Figure 5. Command for Linux

Feb 18th 2813

Feb 18th 2813

eFOPens,lcs

a

Imports

g a zin e

Library KERNEL32.DLL:

* Ox4cl1l18c
= Ox4cl198
» Ox4c1194
= Ox4cl1198
» Ox4c119c
* @x4cllad

Figure 4. Imports

xe-online.exe -o sexe-

LoadLibraryA
GetProcAddress
VirtualProtect
VirtualAlloc
VirtualFree
ExitProcess

fupx sexe-online.exe -o sexe-online_uncompress.exe

online_uncompress.exe

The executable called sexe-online_uncompress.exe has just been unpacked. We submit it to Cuckoo

again and we see how we get more details about it.
You can see the report of the unpacked sample here.

Now, the uncompressed file has common PE sections:

Sections
MAME VIRTUAL ADDRESS VIRTUALSIZE SIZEOF RAWDATA ENTROPY
text  0x00001000 0x0008061c  0x00080800 6.68460014817
.rdata  0x00082000 0x0000dfcO  0x0000e000 448409018068
.data 0x00090000 0x0001a758 0x00006800 2.15007153917
rsre 0x000ab000 0x00009328  0x00009400 5.54123455115
Figure 6. PE Sections
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« _text: This section should contain the program’s code.

» .rdata: The .rdata section contains the import/export information.

« _.data: This section contains the programs global data.

« .rsrc: this section usually contains the resources needed by the executable like images, icons...

If we go to the Imports section in the same Static Analysis section, we can check that we can see more
of the imports.

File packed File unpacked

In1purts In1purt$
Library KERHEL32.DLL: Library KERHEL32.DL:
"0xdellfe Loadlibraryld " 0xd82158 Heaplhlloc
"Oxdcll90 Getlrochddress "0x48Z15c Sleep
"Oxdecll9d WirtualProtect "0xd48Z160 GetCurrentThreadId
"0xdell92 VWirtualilloe "0xd48Z154 BaiseException
"Oxdcll9e WirtualFree "0xdB8E168 MulDiw
"Oxderllald ExitProcess "Oxd8Elac GetVersionExW

"O0x48Z170 GetlivystemInfo
"0xd48Z174 InterlockedIncrement
"0xd48E178 InterlockedDecrement

Library ADVAPIZ2.l: "0xd48Z17c WMideCharToMaltiByte

"Oxdcllad Gethos " 0xd82180 lstropyll
"0xd48Z184 MaltciByteToWidelChar
"O0x48E188 lstrlenll
"0xd8Z18c lstrcmpill

Library COMCTLI2.: "0xd8Z190 GetModuleHandlell

" Oxdcllbl Imagelist Bemowve "0xd8Z194 QueryPerformancelounter

- " 0x482198 VirtualFreeEx

"0xd3Z1%c OpenProcess
"O0xd8Zlal VWirtualAllocEx

Library COMDLG32.dIl "0xd2&lad WritelrocessHemory

" OxdellhE CetfaveFileNamell "0xd2E1lal DeadlrocessMemory
"0xd8Zlac CreateFilell
"0xd8Z1b0 SetcFilePointerEx
"0x48Z1k4 PeadFile

Library GDI32.dIl; "O0xd821bE WriteFile

s Oxdelled LineTo "0xd2E1bc FlushFileBuffers
"0xd8Z1lcl TerminateProcess

Figure 7. File Packed / File Unpacked

With these imports we can figure out what the malware sample does. Just clicking on the import name,
we will be redirected to the Microsoft Developer Network where we can find useful information. Notice it
is really difficult to know what the program actually does by only performing a basic static analysis, but it
offers us a real insight into its goal.

LIBRARY KERNEL32.DLL
We can see an import called CreateProcessW which is able to create new processes.The VirtualAllocEx,
WriteProcessMemory imports would be a hint of it will lead with some form of process injection.

A lot of API related information with file management can be seen. This program can read, write and
create files.

www.eForensicsMag.com @ \»)


http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=CreateProcessW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=VirtualAllocEx
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=WriteProcessMemory

0
0 efForensics

CreateFileW, SetFilePointerEx, ReadFile, WriteFile, FlushFileBuffers, SetFileTime, GetFileAttributes\W,
FindClose, DeleteFileW, MoveFileW, CopyFileW, GetTempFileNameW, GetPrivateProfileStringW, Write-
PrivateProfileStringW, GetPrivateProfileSectionW, WritePrivateProfileSectionW, GetPrivateProfileSec-
tionNames, SetFileAttributesW, GetFileSize, GetModuleFileNameW

With FindFirstFileW, FindNextFileW API the program searches in the file system and copies files.

IsDebuggerPresent This API detects if the program is being debugged and if it is, it can change
its behavior. It is common to find this API in malware samples. With this technique the malware
developers are trying to make the malware analysts task more difficult.

LIBRARY ADVAPI32.DLL
Here we can see that the program call to the functions below create, edit or remove registry keys:

RegEnumValueW, RegDeleteValueW, RegDeleteKeyW, RegEnumKeyExW, RegSetValueExW, RegCreateKeyExW,
RegConnectRegistryW, RegOpenKeyExW, RegQueryValueExW, RegCloseKey.

COMCTL32.DLL AND GDI32
These imports are related to the use of images...

Imagelist Create, ImageList Remove, ImageList Destroy, ExtCreatePen, SetPixel ...

MPR.DLL

These imports are related with network connections. Two of them draw our attention.

* WNetGetConnectionW: This import retrieves the name of the network resource associated with a lo-
cal device and it could have three parameters; IpLocalName, IpRemoteName and IpnLengt.

* WNetGetConnectionW: This import makes a connection to a network resource and can redirect a
local device to the network resource.

USER32.DLL
This DLL is involved in the management of user-interface components like button, scroll bar, etc...

GetCursorInfo, ClientToScreen, GetMenuStringW, GetSubMenu, SetWindowLongW, FrameRect, CharNextW,
IsDlgButtonChecked, IsMenu...WININET.dll

With this DLL, the program could implement high level network functions like FTP or HTTP.

The program could be able to read files just downloaded from the Internet. Also it could make requests
to a URL like it were a browser.

InternetReadFile, InternetCloseHandle, InternetOpenW, InternetSetOptionW, InternetCrackUrlW,
HttpQueryInfoW, InternetConnectW, HttpOpenRequestW, HttpSendRequestW, InternetOpenUrlw,
InternetQueryOptionW, InternetQueryDataAvailable.

| want to remark these two imports:

+ FtpOpenFileW: “This function initiates access to a remote file for writing or reading.”
* FtpGetFileSize: “This function retrieves the file size of the requested FTP resource.”

But why am | remarking on these imports? If we run this sample malware in a lab machine which is run-
ning a sniffer, we could get the username and password of the remote FTP, if it has it, which the malware
is connecting with to upload or download information. Notice the FTP protocol sends the username and
password to the server through the network in clear text. It could be really interesting.

WSOCK32.DLL
It is a network DLL but we cannot see the imports. We would need to do in depth research.


http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=CreateFileW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=WriteFile
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=FlushFileBuffers
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=SetFileTime
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=GetFileAttributesW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=FindClose
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=DeleteFileW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=MoveFileW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=CopyFileW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=GetTempFileNameW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=GetPrivateProfileStringW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=GetPrivateProfileStringW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=WritePrivateProfileStringW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=WritePrivateProfileStringW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=WritePrivateProfileSectionW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=GetPrivateProfileSectionNamesW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=GetPrivateProfileSectionNamesW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=SetFileAttributesW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=GetFileSize
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=GetModuleFileNameW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=FindFirstFileW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=FindNextFileW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=IsDebuggerPresent
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=RegEnumValueW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=RegDeleteValueW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=RegDeleteKeyW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=RegEnumKeyExW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=RegSetValueExW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=RegCreateKeyExW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=RegConnectRegistryW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=RegOpenKeyExW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=RegQueryValueExW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=RegCloseKey
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=ImageList_Create
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=ImageList_Remove
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=ImageList_Destroy
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=ExtCreatePen
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=SetPixel
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=WNetGetConnectionW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=WNetGetConnectionW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=GetCursorInfo
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=ClientToScreen
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=GetMenuStringW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=GetSubMenu
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=SetWindowLongW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=FrameRect
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=CharNextW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=IsDlgButtonChecked
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=IsMenu
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=InternetReadFile
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=InternetCloseHandle
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=InternetOpenW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=InternetSetOptionW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=InternetCrackUrlW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=HttpQueryInfoW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=InternetConnectW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=HttpOpenRequestW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=HttpSendRequestW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=InternetOpenUrlW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=InternetQueryOptionW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=InternetQueryDataAvailable
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=FtpOpenFileW
http://social.msdn.microsoft.com/Search/en-US/windows/desktop?query=FtpGetFileSize

CONCLUSION

As mentioned above, it is really difficult to know what the malware does
only with a basic analysis. However, we can say this about the sample
which we have analyzed:

It is a malware sample because the majority of the anti-virus vendors
have detected it as Backdoor.

The malware developers try to hide the program’s code by packing
the file.

The developer tries to make malware analysis a difficult task by using
IsDebuggerPresent API. (You can learn a trick about how to not be de-
tected by the malware when you open the executable in a debugger).
When the program is executed, it calls to a lot of APIs in order to
read and search files. Maybe the program steals private information
reading documents or writing the password captured by a possible
keylogger.

It has graphical capabilities. It is possible that it has a GUI.

Network resource API calls have been found in the malware imports.
There are possibilities that the malware will try to steal information
from our local network or try to infect other users through the shared
resources.

It has network functions such as HTTP and FTP. The malware could
get into a botnet and receive the orders through the Internet. Also, it
is possible that the program uploads the data that has been stolen
via HTTP or FTP to the hacker servers.

DYNAMIC ANALYSIS WITH CUCKOO
In this section, | am going to show you some techniques in a dynamic analysis with Cuckoo. Remember
that you can see the report of the unpacked sample here.

il

Library WSOCK32.dIl:

« Bx482794
« Bx482798
* Bx48279cC
= Bx4827a0
« Bx4827a4
» Bx4827a8
* Bx4827ac
» Bx4827b0
s @x4827b4
* Bx4827b8
» Bx4827bc
« Bx4827cl
« Bx4827c4
* Bx4827c8

None
None
None
None
None
None
None
None
None
None
None
None
None
None

Figure 8. Library WSOCK32.dll

Cuckoo has a great feature like the one offered by Process Monitor. However, Cuckoo only shows us
the events created by the malware even if new processes have been created by the malware instead of
all events generated by the operating system like Process Monitor does which is really helpful.

If we go to the Behavioral Analysis we can see a graphic with the events generated by malware pro-
cesses. The goal of this section is to follow the malware step by step.

malwr-s
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Figure 9. Dynamic Analysis with Cuckoo
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We can see the PID of the processes created by the malware and their events. They are categorized
by network, file system, registry, process, services and synchronization.

= saxe-online uncompress.axe 1000
o Www.exe 424
o WSeript.exe 768

Sexe-0nline_uncompress exe e RE WiScript.exe

saxe-online_uncompress.axa, PID: 1028, Parent PID: 1824

network  filesystemn  registry  process servicas  synchronization

TIME APl ARGUMENTS STATUS RETURN REPEATED
2013-10-02 LdrGetDliHandle FllieMame SUCCess UxUuuuuuuy
23:23:.47 143 KERNEL3Z.DLL
ModuleHandle
Uxfesuuuuy
2013-10-02 LdrGetProcedureAddresdioduleHandle failed Oxe0000139
23:23:47 143 0x7=000000
Functionkame:
FlaAlloc

0x00422e0c

Figure 10. The PID of the processes created by the malware and their events

| cannot talk about all of them here, but we can select some of them to try to help you locate the more
important ones. For example, we can be interested in knowing what key registries have been created.
We can search for “RegCreateKeyExW” to locate them.

2013-10-02 RegCreateKeyExW Reqistny: 0x20000001 SUCCESS Dx00000000
232347193 Subkey:
Software\Microsoft
“Windows
Y CurrentVersion
YExplorer
“MountPointsZ
Y {475e7952 -
e3di-11e0-8d7a-
B0BAR1TZROE6E}Y
Class:
ACCESS 33554432
Handle: 0x000000£4

Figure 11. search for “RegCreateKeyExW" to locate them

Other interesting events are to check if the malware has created a file. For example, in the picture be-
low we can see that a visual basic script has been created by the malware.

2013-10-02 NtCreateFile FileHandle: 0x00000130  SUCCESS 0x00000000
23:23:47.273 DesiredACCESS
Ox 40100030

FileMarne: ¢: YDOCTUME~1
YUzer\LOCALS~1

Y remphnm . vbs
CreateDispaosition; 1
ShareAccess: 1

Figure 12. visual basic script created by the malware



Here we can see that it has been executed.

2013-10-02 ShellExecuteExW FilePath: ¢: 4\ DOCUME~1 SUCCESS 0x00000001
23:23:47 403 N User\LOCATLS~1

Y Temp /s, vhs

Pardimelers.

Show: 1

Figure 13. Executed

The Cuckoo Quick Overview section offers a lot valuable information. For example, we can see the files
which have been read, modified or created by the malware.

Summary

Registry Keys  Mutexes

C:\DOCUME~1\User\LOCALS~ 1\ Temp' sexe-online_uncompress.exe

IDE#CdRowVDOX D RCOM 1.0 #42562d32213030272230263720202020202020204{52£5620d
hbbt-11dU-%4t-UlalcYlethbib}

MountPointManacger

STORAGEf Vo lumeff1£30a96598 05 3ignatured3iBE32B70f f2et7ED0Length TFADEZ 004 { 53 £5630d-bbbf-11d0-94fi-00a0c01efhib}
Y DOCTME~1

:hDocuments and SettingshUser

A Damments and SethingsiTaer A TOCATS~1

o

hDucumenls wod FellingshUseciDucal Sellings)Temp

:hDocuments and Settings\User‘Local SettingshTewp'sexe-online uncompress.exe
s \WINDOWSY systemd 2 \mscetfime . ime

24 DOCUME - 14 Tocr Y LOCALS - 14 Temp /v . oxc

DY DOCUME~ 1Y User LOCALS~ 1Y Temphaut 3 . tmp

Y DOCTME~ 14 User \ LOCALS~ 1} Temp v , exe

L B N o B o W e e ]

(]

Y DOCUME~ 1Y Toer Y DOCALS~ 1Y Temphaul 4. Lmp
€14 DOCUME~ 1Y User LOCALS~ 1Y Temp' wna . vhs

Figure 14. The Cuckoo Quick Overview section

Also, we can see the registry keys which have been read, modified or created by the malware.

Summary

Mutexes

HEEY CUHHENT USEH\Control Panel\Mouse

HREY_CURRENT USER\SofLwmre\AuboTlh vA\AuloTl

HEEY_LOCAT MACHINE‘ZSoftware\Microsoft\Windows\CurrentVersion‘\FolicieshExplorer

HEEY CURHENT USER\SoftwareMicrosoftiwindows' Currentversion)Policies'Explorer

HKEY_TwAT MACHTNEASOF TWARRAMcrosafriindows\CurrentVersinniShe l 1 compatihi 11y objeots) (20004FRO-34R2-10A9-A2 D3 -0RNNZRININ9D}
HECY CLASSES ROOT\CLIIDY {Z0DO4PED JAEA 1069 AZD0- 0000ZDIO0JI0SD} A\ InProcServerdl

HEEY CURRENT USER\Sottware\Microsott)\Windows'CurrentVersion'ExploreriMountPointed'CPC Vo lume

HKEY CURRENT USER)\Software\Microsoft)Windows)cCurrentVersion)\Explorer\MountPoints2\CRchVolumel {475¢7850-e3di-11e0-2dTa
006dG172696E) Y

HEEY CLASSES ROOT\Drivehohellex\PolderExtenoiona

HKEY CLASSES ROOT\Drivelshellex\FolderExtensions) (fbebfalS-beee-4442-804e-409d6c451520)

HKEY_CLA33E3 ROOT\Drive'shellex\FolderExLensions\CurVer

HEEY_CURRENT USER\Sottworc)MicrosotthWindows' CurrentVersion\Explorer\Mountlointol\CPC\ Volume' [ 175eTUsU-cddi-11el-BdTa-
806dE1TZEIEE)\N

HKEY_CURRENT_USER\SufLware‘\Microsoft\Windows\CurrentVersion\Policies\Systen

HEEY_CLASSES ROOT\Drivc'ohellex\PolderExtenoionah [fhehBalS-beee-1412-801c-109d6c451520] Y Shel1ExY IconHandler

HEEY CLASSES BOOTYDravelshellex)\rolderkExtensionsh {fheb8al5-hese-4447-804e-4009d6c451520} \iClsad

Figure 15. Registry keys which have been read, modified or created by the malware

We can even see the mutexes created by the malware developer. The mutexes are a mechanism cre-
ated by the malware developer for trying not to run two instances of the malware at the same time.
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Summary

Files Reqgistry Keys

CTF.TimListCache . FMPDefaults-1-5-21-1547161642-307921405-8395322115-1004MUTEX. Default3-
1-5-21-1547161642-507921405-835522115-1004

ShimCacheMutex

-—{[(systeme—dir) | -——

--((systeme-dir) ) -—PERII3T

_ |MSFTHISTORY ! _

c: 'docuwents and settings'user!local settings!temporary internet files!content.iel!
c: 'documents and settings'user !'cookies!

c: ldocuwents and settings'user!local settings'history'history.iel!
TWininet3tartupMutex

TWininetConnectionMutex

MininetProxyREegqistrylMutex

Figure 16. mutexes created by the malware developer

One of my favorite sections of Cuckoo is the Network Analysis section. This analysis is included in the
basic dynamic section. Here, we can see the network connections made by the malware and we can
download a PCAP file to analyze with Wireshark. (Notice you are only able to download if | share com-
pletely the malware, this is not the case).

In the picture below, we can see that the program has established connections with a domain x.no-ip.
biz. These types of domains are usually created by the malware developers to point them to their C&C.

These types of domains are free and only are registered while the attack is being produced and they are
removed when the operation is finished or when they are discovered.

malwr ¥

Domains (2) Hosts (0} HTTP (0) IRC (0} SMTP (O

Behavioral Analysic

Network Analysis Domains

Dropped Files DOMAIN P

Cuorminenl Buard (0) I o-ip-biz 197 -198
I o ip biz 107 S 108

Figure 17. the program has established connections with a domain x.no-ip.biz

Another awesome Cuckoo section is the Dropped Files section. Here, you can download the files
which have been created by the malware. Do you remember the file which was created?



malwr-

Quirk Overview FILE HAME www.vbs

Static Analysls FILE SIZE 47751 bytes

Dehavioral Analysis FILE TYPE ASCI text. with very long lines. with CRLF line terminators
MDS a0187fc3e5fe7353ea735331751df620
Network Analysis § -
SHA1 e3604dd8cb94 1a6CiEa24852ac 125010a4126770
Dropped Files
SHA?56 4f520efc a8c50523af1d10471050052035504085¢ 314608071837 1256180
Comment Board (0)
CRC32 519B94ED
SSDEEP 1092 C+3sYvend7 47+ XnC3i0++D+19¥n8satdeanPrXix+7V++aM+B+CMdFh&tgS.IXe QD cOTORUUVA
YARA None matched

Figure 18. Dropped Files section

This file is really suspicious. We are going to download it in order to analyze it. Remember to download
this kind of file in the lab environment or on a Linux machine as this script could infect your computer. If we
open the document, we check that the script is ciphered but it does not have a normal Base64 encryption.

—Fij==-| (==-F==-TA==-Yvw==-hw==-hq ==-7g ==-Al==—7w==-T hA==-Pli==-1 Q==-Pfj==—1 (j==-PQ==-1 (== —pq==
—~TA-=-CWw bA==—bA-= -
D

—Q--—Cg
Cw==-F==-l==—

-Zy==-a =
TAm= IAm= ZQm= d0== DAm= Z0=
=-an==-i

Q---2Q
=¥ig--—ag-—-Lg---C
If==-[f==—lf==—

=-Iy==-xa==-Iy = = 1 =
- - gm= Litm= Lifme L= = IA== I
=-da==-ni==-Cg==-an==-71q =-Th==-Ta==-rla==-a

g
—Ia==-Iy==-Li==-I1a = =
Gimm Y - b3-- VQ-- bQ-- Zq~ ca- da
—YN‘:——YQ::—[‘H\— i nq::—rg::—?g::—h

To==KO:

Tr==-Tij== _-1n== l-m==-v

Q=== 1A= == == =30~ ==, da =hg===0e LAy e} ¥Q==-aQ

Sw" da---cg--- cw-——YQ———dg———"Q———dA—- bw———DO———Cg———CQ——-CQ———IA———Lg———W———bA—— bw———cw———ZQ—-—OQ——-Cg———CQ———ZO———bg———;_)\——
im DEF

ocr - o

AFC=SFL TT(ARC, DEF

dim GHI

Figure 19. Suspicious file

Looking at the file, we find some strings at the bottom which were not ciphered and we can find a ref-
erence to Base64 encryption.
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Ju==
e~
execute STV Fo==
Function Decode(Bywval wZode) Lig==
oim ding, fing Po==
Set ding = Createchject({"Msxml2. DOMDOCUment. 3.0 Lo==
SET Ting = aing.CreateElement( hasegd ) _
Fing, dataType "hin. bhasesd " Po==
ing. text = wCode Lo==
becode = ring(fing. nodeTypedvalue) Po==
set Ejng = Nutpjng LO==
set ding = Mothin
Crir EIIHET"I ala) d Fo==
Figure 20. Looking at the file Li==
==

On this website, www.base64decode.org we can decode Base64 strings. If we decode the  hw==
Base64 string “Jw==" we can see it corresponds to the ASCII string “ * “. If, for example, we = khg==
decode the Base64 string “DQ==" we can see it corresponds to the ASCII string “ d “. Ok,  Zg==
now we know how to decode the script. Each Base64 string is separated with a “-” and cor-  =aQ==

QL

responds to a single character. But how can we decode it quickly? Zw== §
Ii== 2

The first thing | thought was to make another script to decode the first one but | chose to  Fu== i
get there another way. If | used Notepad to replace the character “ —“for line spacing, | would ~ Lo==g
have a document with one line for each Base64 string like in the picture below. PQ== &
Lo== &

Now, we can decode all coded strings by just executing a Linux command. Po== %
base64 -d script to decode.vbs Lo== é?

host N ro-ip.hiz”
port = Slds
installdir = "Ycempi"”

"< coded by [l 1> | <7 modifier : |

l=—=—=—=-= public war =-=-=-=—=-= =—=—=_=—=_=

dim shellok]j

sel shellob) - wscriplL.ccedleobjecl ("wscripl.shell™)

dim f1lesystemob]

set filesystemobj = createobject ("scripting.filesystemobject™)
dim httpobj

set httpob] = createobject ("msxmlZ .xmlhttp™)

Inslello=me — wscL ipl.ser DplosEne

starcup = shellob].sSpeclalrfolders ["STarcup™) & "4y

installdir = shellob]j.expandenviromentstrings|installdir) & ™"
if not filesystemobj.folderexists(installdir) then installdir = shellobj.expandenvironmentstrings ("stemp:™) & "\ "
spliter = "g|>™

sleep = 5000

dim reapnnae

dim cred

dim poroem

info = ""

ushspreading = "

dim oneonce

Figure 22. executing a Linux command

This is awesome because now we are able to decrypt the malicious file. We can research their struc-
ture and their behavior and the best of all, we can modify it in order to study its action. For example, |
could edit the visual basic in order to change the C&C domain name by our localhost 127.0.0.1 where |
have netcat listening on port 80. Netcat will receive the malware connections instead of the C&C server.
In the picture below, we can see the result.


http://www.base64decode.org/

¢

C:\Documents and SettingsWidministrador\Escritorio\letcatinc.exe

Cmd_ line: -1 —uo 8@
POST ~sis—ready HITP-1.1

ser—Agent: 3C744A01< | >EquipoBl< | *Administrador< i >Microsoft Windows RF Professio

al<i>underworld final<i>nan—av<i*false
A-GPU: xHb6

onnection: Keep-Alive
ache—Control: no—cache

Figure 23. Result

* This line corresponds to Netcat running on the computer where the malware is being analyzed. It is
listening “-I” on the 80/tcp port “-p 80”.

* We can see the connection executes a POST request.

* The malware is sending information about the compromised host in the User-Agent field with no
more data in the HTTP body. This is the information which is being sent to the C&C server.
User—Agent: {DiskVolumeSerial}<|>{Hostname}<|>{Username}<|>{0S}<|>underworld final<|> {AVProduct
Installed or nan-av} <|> {USBSpread: true or false}

Researching the script in depth we can check that the worm supports the following remote commands:

execute Executes param value using ‘execute’ -
update Replaces the payload and restarts with the -
wscript engine
uninstall Deletes startup entries and payload -
send Downloads file from CnC server POST /is-sending<|>{FileURL}...
site-send Downloads file from URL GET /{FileURL}...
recv Uploads file to CnC server POST / is-recving<|>{FilePath}...
enum-driver  Sends all drive information to the CnC POST /is-enum-driver.. {DrivePath|DriveType<[>...}
enum-faf Sends all file and folder attributes in a POST /is-enum-faf...{FolderName|(FileSize)|(d|f)|Attribu
specified directory tes<[>...}
enum-process Sends all running processed POST /is-enum-process...{Name|PID|Path<|>...}
cmd-shell Executes param value with ‘emd.exe /c"and  POST /is-cmd-shell.. .{Result}

returns result
delete Deletes file or folder specified in param -
exit-process Kills process specified in param -
sleep Sleep call in param is passed to eval()

Finally, we can see the script will be running on each computer restart because it has installed itself in
the \currenversion\run registry key.

shellobj.regdelete "HEEY CURRENT USER)scftwareimicrosofthwindows)currentversioniruni™ £ split [installnswe,™.") (0}
shellubj.cegdelele "HEEY LOCAL MACHINESsufiwarehmiccusoflllwindoesi\currenlversionhouny ™ & splil (iostallosoe, ™. ") (0)
t]lESYSt’EmeJ.ﬂElEtEtllE_Startap & 1nstallname [ Crus
filesystemobj.deletefile wscript.scriptfullname ,true

Figure 24. script \currenversion\run registry key

With these steps we know what the malware’s goal is. The infected computer is part of a botnet and it
could steal private information. However, the hacker has control over the computer and could do what-
ever he wants. He could tell the computer zombie to download a new executable with new malware and
the zombie could start to send spam, be part of a distributed denial of service attack, etc.
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A DIFFERENT WAY TO CLEAN YOUR COMPUTER
We have learned how the malware infects our computer, what the goal of the malware developer is, have

unpacked and decrypted the malicious script but still have one question to answer. How can we remove
the malware from our computer?

Well, we know what registry keys were modified and added, and what files were created. We could fol-
low this step to remove all the malware modifications but in this case | am going to show a different way.

Do you remember the first lines of the script? The malware developers wrote their nicks. In my opinion,
there is a possibility that they sell their malware software to others.

hosSTt = " 10— 1b .21z
port = 8088
installdir = "%tempi®

‘<[ coded by [l 17 1| <0 wodifier - [N -

Figure 25. coded / modifier

The question here is, do they have a Twitter account? Just check it out!!!!

In the picture below, someone has found the malware developer before us and he asks them how to
remove the virus which has infected his computer. The best part of all is that the malware developer an-
swers him with the link of a script hosted on pastebin.com which will remove the virus!!! It is awesome!!!

]
I a0 you tell e how | can remave this vns

- - W Follow
[ |

here how you clean your pe from that vbs
worm

pastebin cou/ GG

btw if my virus in your pe dont mean i am
who hacked vou

#Reply B Retweet W Faunrite #88 Mare

; 0

Figure 26. finding malware developer
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EXTRACTING NETWORK
SIGNATURES FROM

MALWARE SAMPLES

JRAT A CASE STUDY

by Kevin Breen

Reverse engineering Malware is seen by many as a dark art,
Geeks in dark rooms surrounded by monitors filled with
Assembly Language, Windows dominated by IDA Graphs, Olly
Debugger, Breakpoints and register contents. Whilst its true
that this will yield a wealth of information about the malware
capabilities and can be a dark art, When it comes to providing

a defensive capability to your corporation or CERT this level of
analysis is not always required. Detection is the key component.

and APT actors alike protecting against delivery and infection becomes increasingly difficult.
Writing detection signatures for these exploits can be difficult and time consuming if you don’t
have the experience.

W ith the ever increasing number of vulnerabilities and exploits available to E-Crime syndicates

So if we can’t see the malware coming in to the network, can we see the malware getting out of the
network? Most malware is designed to reach back out to the internet. The crime rings are after any
information with resale value and the State Sponsored APT groups want to steal all your Corporate
Intellectual Property. Knowing the malware is going to Beacon out this is where we are going to focus
our efforts.

This article is going to use a publicly available Remote Access Trojan known as jRat for the case study.

jRat is a Java based remote access tool / Trojan It was created by a coder who goes by the alias Red-
POison. jRat was initially released to the public for free. Later versions starting at Version 4 introduced
a free limited version and a paid for premium version. This article will cover versions 3.2 up to 4.0 this
covers the 2 major changes that took place in its development lifecycle to date.

Before we get into the technical analysis lets take a look at the features of this malware so we under-
stand what artefacts we are going to be looking for.
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As with most Remote access tools there are two components, the server and the client. The server is
delivered to the target to run on the machine you wish to compromise. The client is run on the attacker’s
machine and remotely controls the server.

Most RATs use reverse connections, that is to say the server on the compromised machine is the part
that initiates the Command and Control connections. All the attacker has to do is set up his side to listen
for the inbound connection and wait for the Malware to phone home.

SERVER

The server is built from within the client control panel in two stages, the first stage is to configure the
server and the second is to create the server. Looking at the configuration options there are two methods
to create which the client calls ‘Normal’ or ‘Advanced’. These two options provide a variety of settings for
the attacker to choose from.

[ 4
4 Build Server (o] = [ =]

..... [Zk Network Security

----- = Install Message Security Password | ssssssse

_____ & Mutex Encryption key MTFEEIQyyPEMSfuL
----- Allowed 05 (i ] =8

----- E[ Timeout

..... ) Delay (T
..... ﬁ e Show password
,ﬁ Plugins Load |SocketBa7 -
----- &3 Error Handling
--&@ Tray Icon

----- ij|® Persistance General
..... i usB

""" 2| Debug Messages Server ID | GroupMame i ]
----- |J] Classes

4 Output
----- #£ Final

Mame of server on connect

Figure 1. Advanced Builder

Once created the server is delivered to the attacker using a variety of delivery methods. The server by
default does not exploit any vulnerability instead the attacker will use social engineering techniques trick-
ing the end user into executing the application. Although the default is to create a Jar or exe file, the ad-
vanced options provide more alternatives. With the right knowledge or builder application the server can
be exported as a shellcode array, this shellcode can be embedded in to Office documents or PDF files
using known CVE's or 0 Day exploits for a more convincing delivery.

CLIENT

The client is the attacker’s graphical user interface that receives connections from incoming servers. The
client is configured per socket, meaning that each port number can have a separate Password and En-
cryption key assigned to it.

Once Connected the attacker has full control over the compromised machine and the interface pro-
vides a wide range of tools and capabilities from interactive shells and file managers to keyloggers and
credential harvesters.
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Figure 2. Client Control Panel

CASE STUDY

Our case study starts with an email that is sent in to the company containing a Jar file. It doesn’t set of
any of the Anti Virus alerts or IDS signatures and is delivered to the recipient. In our case the recipient
is cautious and alerts the local IT security representative who forwards the details on to the Incident Re-
sponse Team.

NETWORK ANALYSIS

The easiest way to start creating signatures for this malware is through the use of Dynamic Analysis. In
our case study we are going to use a copy of the Client to generate a range of samples with different de-
tails and deploy them in a virtual environment.

The setup for our lab will use three virtual machines. The first machine is a Windows 7 machine that
will act as our RAT Client machine. The Second machine is also a windows 7 machine that will act as our
infected machine. The third machine sits between them acting as a man in the middle intercepting and
recording all the network activity so we can review the data.

Once our virtual lab is set up and running we start recording the network traffic. In my lab i use Wire-
shark to record the traffic but you can use whatever software you are most comfortable with.

With the network being recorded its time to generate our traffic. Starting the client we copy each of our
samples on the the infected machine and execute them one at a time, saving the traffic captures for each
separate instance.

Seeing a successful connection in our client we run a series of tasks, i choose to view the system infor-
mation, upload a file, download a file, open a remote shell and issue the command ‘DIR’.

We save the traffic capture and repeat the process for each unique sample and the sample that came
from our intercepted email.

Now we have our data sets its time to start the analysis.
The first things we look for are the connection details. Destination IP / Host and port numbers. these
are trivial to extract but can provide quick wins for your network intrusion teams. IDS signatures can alert

to any malware using this C2 infrastructure or Firewalls can be set to explicitly block these connection
attempts.

This does not help us if the bad guys change their domain names or IP addresses which means we
need to take a deeper look at the data to see what else we can find.
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Opening the first PCAP in wireshark we see a TCP stream between the two lab machines. Looking at
the stream shows large strings of seemingly random data. First glance looks like Base64 encoded data
however trying to decode the base64 just seems to drop more random content. This is likely encrypted.
This is the point where we would normally jump in to a debugger, set some breakpoints and find our
encryption loops. There is a quicker and simpler solution. Reading the authors Changelog tells me that
there are two major variants of Encryption across the versions of jRat

* Version 3.2.3.1 > 3.2.5 — Used a 24 byte Tripple DES Cipher Key.
» Version 3.2.5 — Used a 128 bit AES Cipher and 16 byte Key.

Now we know what encryption is used we need to find the encryption key. The encryption key is always
embedded with the server that is sent to the infected machine, either as a variable or hard coded in.
Without it the server would not be able to communicate with our client configuration. Knowing this gives
us a place to start looking.

Looking inside the java archive we see a large collection of class files, these .class files make up the
java application. Additional to these files we can see a config.dat and a key.dat file. these both look in-
teresting. As we are looking for the encryption key looking in the key.dat file seems fairly logical. As we
know the two types of encryption that were used across Jrat looking at the length of the key can indicate
which encryption type we are looking at. 24 for DES and 16 for AES.

Before we jump back across to the network traffic lets take a closer look at that config file.

Looks like its encrypted, but we have the key so it is now a trivial task for us to decrypt with a few lines
of python and out pops our configuration file that tells us everything about how the rat is going to operate
including DNS names, port numbers, unique ID is the same key used to encrypt network traffic? Yes it is.
We base64 decode than decrypt our stings.

Versions >= 3.2.5 also include the ability to disable the encryption. This is set in the client and sent as
a 00 (Figure.3) or 01 (Figure.4) to the server immediately following a successful 3 Way HandShake. The
server then sets its encryption accordingly.

00000000 00
00000000 01

00000001 00 09 00 2d 00 63 00 20 00 48 00 65 00 6c 00 70 ...-.c. .H.e.l.p
Q0000011 00 65 00 6d 1f OO0 Oa 00 2d 00 63 00 20 00 55 00 .e.m.... -.c. .U.
Q0000021 6e 00 &b 00 G6e OO0 &f OO 77 00 6e 1le 00 OB 00 2d n.k.n.o. w.n....-

00000031 00 63 OO0 20 00 32 00 2e 00 33 00 5F OO 323 0e 00 .c. .3.. .3._.3..
Figure 3. Encryption Disabled
00000000 01
Q00000000 01 .
Q00000001 00 18 00 4c 00 30 00 53 00 45 00 7o 00 44 00 46 ...L.0.
00000011 OO0 58 00 46 00 49 00 6d 00D 58 00 71 00 32 00 38 .X.F.I.

x
00000021 00 6a 00 6e 00 66 00 62 00 4a 00 32 00 &7 00 3d .j.n.f.
00000031 00 3d 1f 00 18 00 2f 00 &7 00 39 00 6d 00 46 00 .=..../.

Figure 4. Encryption Enabled

PROTOCOL
For each of the encryption types there is a different network protocol in place.

Those versions using DES encryption uses a mix of Base64 Encoded (encrypted Strings) and Hex en-
coded (non encrypted strings). The length of the string is indicated by the preceding Byte, and a Null Byte
is used to separate each of the segments. Each segment is identified by first sending an ASCII string
detailing the command followed by the data.

For example when sending the Password, an ASCII string of PASS is sent first so the client can under-
stand what it is receiving.

Figure 5 shows a small cut of encrypted traffic.
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* Red Indicates the string length of the next string.

* Green Indicates a Base64 String of the indicated length.

* Yellow indicates the Null Byte Separator

+ Blue shows the sequence that identifies a Hexadecimal string

Offzet 0 1 2 3 4 5§ & 7 8 9 A B C D E F 1011 212 13 14 15 16 17 18 19 14 1B 1C 1D 1E 1IF

QO0000E0 79 49 EE 67 4C 79 79 57 75 62 46 2F 6B 77 3D 3D UU FIF:A BD GF 64 41 41 G54 BA 52 4B &7 3EJ|DU yIngLlyyWubE kv==.  imodAATjRKg=
nononinn |*F 41 F5 4F S0 72 76 4D 57 S8 45 31 F7 44 44 45 EE] 46 51 3D D] oo PRS0 66 20§32 66 34 SAuOXreMUNE1wDDEE(SaF(== w-h 2fd

ooooo1z20 33 33 Bl 3Z bbb 34 F4 36 BB 36 33 3V 35 36 b4 36 35 36 BS 3V 34 3V 33 3T O35 3IF 32 33 30 36 31 36 F3aZi446L63756dBSbe74V3Z53Z30616
00000140 65 36 34 32 35 33 32 33 30 35 33 36 35 37 34 3T 34 36 39 36 65 36 37 3IT 33 32 66 34 31 36 34 36 eb425323053657474696m677IZI41646
00000160 64 36 39 36 65 32 66 34 34 36 35 37 33 36 62 37 34 36 66 3T 30 32 €6 37 33 36 31 36 64 37 30 36 dEI6elf4465736bTHEET02£73I616d706
nononlan B3 36 36 35 BB 36 A5 38 38 33 ARG 36 A1 36 31 37 32 00 OC 48 41 A5 B4 46 4F 44 IB 3C 75 B1 3D 00 ofSEfRmRSlefadl??  HAATFOMT4+Sul=

Figure 5. DES Traffic

AES Encrypted traffic uses a similar breakdown of Base64 and hex encoding however there are differ-
ences in the Way segments are separated. DES used ASCII strings to identify what data was to follow.
In the same way the DES Protocol used ASCII Strings to identify the command. The new AES protocol
uses a Hex Number to Identify what is being transmitted. This could be an attempt to optimise and re-
duces bandwidth and transmission times.

For Example when retrieving a file from the server the hex character ‘1d’ is sent first so the client can
understand what it is receiving.

The other major difference is the width of the data. AES has a NULL Byte alternating every byte of data
in the stream.

Figure 6 show a small cut of encrypted traffic, The alternating NULL Bytes have been removed for
readability. Figure 7 Shows the same traffic with the NULL Bytes.

* Red Indicates the string length of the next string

* Green Indicates a Base64 String of the indicated length

* Yellow indicates the identifier that may indicate the type of data that is being received.
+ Blue shows the sequence that identifies a Hexadecimal string

Offsat 01 2 3 4 5 & 7 8 9 &4 B C D E F 10 11 12 13 14 15 16 17 18 19 14 1B 1C 1D 1E IF

ooooonon 01 IIIIH!>II (Y LH 44 74 w S0 30 %9 6E 75 44 61 39 17 SH6 32 59 4E d6 98 51 3D ZIII| 'I!'EE'II [TEFE] | P1XDtPPOYnubDa97VZYNGHQ==  +hba
00000020 J4F Sk 30 4A 3B YA 72 2F 31 4k 6D 4F ¥4 4C 63 31 41 41 BDELE 18 B4 5% BA 7B BZ 34 34 4B 39 79 OVOISzrslJmOtLlclidss, dUjxb44Kdy
00000040 &F 4D 47 6D 30 72 53 72 6B 36 32 41 3D 3D OE 18 6A 51 38 47 47 64 55 68 36 43 57 41 56 74 37 2F oMCmOrSrké2i==. iQBGGdUhECWAVLT.
ooooooen 72 67 58 4E 41 &7 3D 3D 10 18 33 4D TA 33 56 €7 39 2B 4E 61 €D 48 52 SA 32 65 59 68 €% 4A 66 41 roXMig--. 3HzIVg9+NamHRZZeYhiJid
noaoooan aD 3D OF 18 55 37 4C 43 44 49 36 69 44 46 36 73 K] 73 51 54 GA 57 45 45 59 77 3D 2D 16 18 79 71 == [O7ICDIGIDFGscsQTjVEEYw==  wq
DUDDODAD 6D 2D S0 74 74 40 4B 41 6B 33 Y9 BF GF 6% 3% Bl V4 41 34 6V 3JD ID 1'."@ 'J2 BB 34 23 37 m+PetEEARIvocetatidge= -k 28477
000000CD 61 32 66 34 34 36 66 36 33 37 35 36 64 36 35 36 65 37 34 37 33 32 35 3F 32 33 30 36 31 36 65 36 aZ[446{63756d656eT473253230616e6

Figure 6. AES Encrypted Traffic
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Figure 7. AES Encrypted Wide

The server and client are designed to hold the communication port open so the client can issue com-
mands at any time without having to wait for the server to start a new connection. The port is help open
through the use of Keep Alives. As with the rest of the communication protocol there are differences be-
tween the two encryption versions.

* AES uses alternating hex 00 to communicate a keep alive.
» DES used base64 encoded(encrypted) PING and PONG

With an understanding of the Network Protocol it is possible to deploy Snort based IDS signatures. With

the new protocol in version 3.2.5 and greater we could create unique signatures for specific events like
File Transfer or Remote Shell Access.
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Using the file transfer as our example let’'s examine this communication pattern in more detail.Figure 8
shows a section of our file transfer it has been truncated to fit the start and end of the transfer.

* The client sends hex 15 followed by the path to the file it wants.

* The server responds with hex 1d followed by the file name and the full file path.

* The server sends hex ‘00 00 00 00’ followed by the file size in hex in our example the file size is lo-
cated at 00D3D and the value is hex ‘076000’.

* The server sends hex ‘04’

* The server send the file, this is either as a raw transfer or as a hex encoded string depending on the
size of the file.

» The server sends hex ‘ff ff ff ff’ this indicates the file transfer is complete

00000049 15 .
000000As 00 2c 00 53 00 78 00 42 00 69 00 2f 00 70 00 56 .
000000BA 00 49 00 49 00 38 00 57 00 39 00 68 00 5a 00 64 .
QQo000CA 00 35 00 74 00 54 00 48 00 74 00 76 00 65 00 41 .
000000DA OO0 37 00 34 00 70 00 79 00 55 00 6c 00 4a 00 of .
000000EA OO0 37 00 30 00 61 00 68 OO0 4d 00 71 00 79 00 &3 .
Q00000FA 00 329 00 51 00 4f 00 30 00 3d

pocac  1d .
00Cap Q0O 18 00 31 00 33 00 7F& 00 33 00 57 00 61 00 56 ...
goceD 00 67 00 &7 00 57 00 78 0O 4d 00 4d 00 62 00 70 .
oocco 00 44 00 47 00 62 00 73 00 43 00 75 00 41 00 3d .
gocop 00 3d 00 2c 00 53 00 78 0O 42 00 69 00 2f 00 70 .
OOCED OO0 50 00 49 00 49 00 38 00 57 00 39 00 68 00 5a .
00OCFD OO0 a4 00 35 00 74 00 54 00 48 00 74 00 76 00 65 .
0oOpOD 00 41 00 37 00 34 00 7O OO0 79 00 55 00 6c 00 4a .
ooplp 00 6f 00 37 00 30 00 61 OO0 68 00 4d 00 71 00 79 .
oop2Dp 00 63 00 39 00 51 00 4f 0O 30 00 3d 00 OO OO0 0O .
0Qop3p 00 OF &0 00 00 OO0 04 00 4d 5a 90 00 03 00D OO0 0O .. ..... MZ...... |
oop4p 04 00 OO0 OO £f ff OO0 OO b8 00 OO0 OO0 OO0 OO0 Q0 OO0 ........ .u.ve.on.
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Figure 8. File Transfer

The same procedure can be applied to other sections of the communication protocol. Creating IDS sig-
natures from this information is possible but outside the scope of this article. A simpler example of creat-
ing IDS signatures is looking for commonalities that match across all variants. This search can be done
by hand or with scripts designed to highlight patterns.

In the initial connection attempts for Versions using AES there is a specific pattern that has been ob-
served in all samples including Lab generated samples. With this pattern being observed in all samples
we can write a specific Snort rule to detect it.

alert tcp SHOME NET any -> $EXTERNAL NET any (msg: “jRat > 3.2 5 Connection” content: “|3f 07 ff 40 01
3d|”; classtype: trojan-activity; sid:5000000; rev:1;)

These signatures help us detect if a RAT has managed to implant on the inside of our network and com-
municate out. With our new understanding of the protocol and the encryption methods used, we can de-
crypt any network traffic that has been intercepted and expose all the commands that were issued to our
compromised machine. Proof of concept code is available at http://techanarchy.net.

Whilst this article has discussed analysis of the network traffic this final section will look at malware
classification. It is common practice to use Hashes to identify individual pieces of malware, Typically
MD5 and SHA hashes. This is only useful for identifying the same piece of malware, it doesn’t help you
identify if separate pieces of malware are from the same family. Introduce YARA and we have a new
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capability. YARA allows us to write complex signatures that can be used to identify a family of malware
based on commonalities across many samples.

Explaining the inner workings of YARA are outside the scope of this article but a sample YARA rule to
detect versions of jRat can be seen below.

This has hopefully shown you that even the simple approach to analysing malware can help you in-
crease your network defensive posture. With a little bit of logical thinking complex signatures can be writ-
ten to detect malware and all without looking at a debugger or disassembler once. Thats not to say that
a lot of information couldn’t have been gained from these methods, just that its not always necessary to
dive straight into the deep end of malware analysis.

Yara Detection Rules

rule jrat NoInstaller

{

meta:

description = “jRAT Remote access trojan”
author = “Kevin Breen”
date = “2013-07"
filetype = “Java”

strings:
Smeta = “META-INF/MANFEST.MF”
Skey = “key.dat”
Sconf = “config.dat”
$reClassl = /[a-z]\.class/
SreClass2 = /[a-z][a-f]\.class/

condition:
Smeta and $key and $conf and (#reClassl >= 26 and #reClass2 >= 114)

rule jrat Instaler
{
meta:
description = “jRAT Remote access trojan”
author = “Kevin Breen”
date = “2013-07"
filetype = “Java”

strings:
Smeta = “META-INF”
Skey = “key.dat”

Senc = “enc.dat”

$aClass = “a.class”

$bClass = “b.class”

$cClass = “c.class”
condition:

all of them

rule jrat v4 NoInstaller

}

meta:
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description = “jRAT Remote access trojan”
author = “Kevin Breen”

date = “2013-07"

filetype = “Java”

strings:
Smeta = “META-INF/MANFEST.MF”
Skey = “key.dat”
Sconf = “config.dat”
$icon = “icon.png”
$aClass = “a.class”
$bClass = “b.class”
$cClass = “c.class”

condition:
all of them
}
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WINDBG TRICKS

by Deepak Gupta

This article doesn't try to teach you about how to use WinDbg and
how to do kernel debugging with target OS. It assumed that you
already know how to connect windbg to target operating system.

M any malwares these days are bundled with kernel mode drivers for their process & file protection
and sometimes for data filtering.

HOW TO LOOK FOR KARNEL MODE INFECTION
Using windbg you can easily determine if a threat uses kernel mode driver for its operations. How to
know if threat uses kernel driver

‘bp nt!MmLoadSystemImage’

This will put a breakpoint on MmLoadSystemIimage API of NT kernel. To load any kernel image, kernel
has to call ‘MmLoadSystemimage’ API. Prototype of MmLoadSystemImage is

NTSTATUS NTAPI MmLoadSystemimage (IN PUNICODE_STRING FileName,
IN PUNICODE_STRING NamePrefix OPTIONAL,
IN PUNICODE_STRING LoadedName OPTIONAL,
IN ULONG Flags,
OUT PVOID * ModuleObject,
OUT PVOID * ImageBaseAddress
)

Example:

Breakpoint 1 hit
nt !MmLoadSystemImage:
829ced45 8bff mov edi,edi

kd> dd esp
80786738 884634d7 80786760 80786768 80786770

884634d7 is the return address on stack, so 80786760 is first parameter to function MmLoadSystemIimage.

kd> dt _UNICODE STRING 80786760
nt! UNICODE STRING
“\SystemRoot\System32\Drivers\diskdump.sys”

+0x000 Length : 0x52
+0x002 MaximumLength : 0x54
+0x004 Buffer : 0x80786788 “\SystemRoot\System32\Drivers\diskdump.sys
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So what after you have learned that a kernel mode driver is being loaded by malware. Malicious kernel
mode components generally tend to do following

* Hook into Kernel's System Service Dispatch Table.

* Inline hook into kernel code pages

* Hooks into IRP dispatch tables of interesting kernel device stacks (some are below)
+ File system (NTFS, FAT)
+ Disk (disk.sys, atapi.sys)
* NDIS sub system

Once the kernel driver is loaded, you can run following commands to check the presence of above men-
tioned symptoms.

INFECTION CHECKS: SSDT INTEGRITY
To check if kernel’s system service dispatch table is intact.

kd> dps nt!KiServiceTable L200

82887d9c 82a83c28 nt!NtAcceptConnectPort

82887da0 828ca40d nt!NtAccessCheck

82887dad4 82al3b68 nt!NtAccessCheckAndAuditAlarm

82887da8 8282e88a nt!NtAccessCheckByType

82887dac 82a854ff nt!NtAccessCheckByTypeAndAuditAlarm

82887db0 829073fa nt!NtAccessCheckByTypeResultList

82887db4 82af5b05 nt!NtAccessCheckByTypeResultListAndAuditAlarm
82887db8 82afbbde nt!NtAccessCheckByTypeResultListAndAuditAlarmByHandle
82887dbc  82a083bd nt!NtAddAtom

Output stripped off

If any of the entries is pointing to areas other than NT kernel, then there is a chance that malicious kernel
driver hooked these entry points.

INFECTION CHECKS: LOADED MODULES INTEGRITY
To check if kernel code pages are intact

'chkimg nt -d

'chkimg can be used to check integrity of any loaded image in memory. If some discrepancies are found,
it will print those on the debugger console.

kd> !chkimg nt -d
Analysis in progress... Time Elapsed: [11.59s] Current Phase: [Check Image Analysis], to halt analysis,
press CTRL-C twice within 2 seconds.

0 errors : nt

You can run these commands for interesting kernel modules loaded in memory like ‘ntfs’, ‘disk’, ‘lower
disk filters’, ‘ndis’, etc to check if they are being infected by malicious kernel driver or not.

INFECTION CHECKS: IRP HANDLER TABLE INTEGRITY

There are times when malwares hook the dispatch table entries (which hold function pointers to 1/0 rou-
tines to handle 1/O’s for the devices created by kernel module). Malware authors are more interested in
I/O handlers of file system drivers and disk driver because they want to hide themselves from system
view by hooking in these places. One can easily check if they hooked into the IRP handler table using
windbg command below.
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USER MODE MALWARE ANALYSIS

While | would agree that for static analysis of any binary and for that matter user mode binaries, IDA Pro
is best tool by far. However if the user mode binary is packed with unknown packer or is encrypted with
unknown encryption then best chance to get the clean view of binary is by allowing the binary to execute
until the point ‘when it has executed decryption logic and is transferring control to malware logic’. In sim-
plistic terms this is called as Original Entry Point (OEP).

You can use windbg to find ‘OEP’ of packed program following below steps:

BREAK AT ENTRY POINT OF PACKED BINARY
You can find entry point of packed binary as follows !dh <base of image>.

This will give RVA (relative virtual address) of Image Entry Point. Add this to imagebase and put an ex-
ecution breakpoint. See below

0:000> Im

start end module name

00220000 00220000 image00220000 (deferred)
<.. output stripped off ..>

0:000> !dh 00220000

File Type: EXECUTABLE IMAGE
FILE HEADER VALUES
14C machine (1386)
3 number of sections
501B3ADD time date stamp Thu Aug 02 19:43:41 2012

0 file pointer to symbol table
0 number of symbols
E0 size of optional header
102 characteristics
Executable
32 bit word machine

OPTIONAL HEADER VALUES
10B magic #

9.00 linker version
2000 size of code
1000 size of initialized data
7000 size of uninitialized data
9DCO address of entry point
8000 base of code

<.. output stripped off..>

0:000> bp 00220000+9dcO

Let the program run and once it hits on entry point, let it do a stack operation (like pushad, pushf, etc)
and then set a breakpoint on stack pointer read access. This is because stack has to be balanced before
control is transferred to original entry point. It will pop out these stack entries before transferring control
to original program.

Breakpoint 0 hit
eax=75ef84ff ebx=7£509000 ecx=00000000 edx=00229dc0 esi=00000000 edi=00000000

eip=00229dc0 esp=00b9fb00 ebp=00b9fb08 iopl=0 nv up ei pl zr na pe nc
cs=0023 ss=002b ds=002b es=002b £s=0053 gs=002b ef1=00000246
image00220000+0x9dcO:

00229dc0 60 pushad



Step over pushad instruction

0:000> ba r4 esp

0:000> g
Breakpoint 1 hit

7

’//////%

eax=75ef84ff ebx=7f£6a000 ecx=00000000 edx=00229dc0 esi=00000000 edi=00000000

eip=00229£f8f esp=0054fd2c ebp=0054£fd34 iopl=0
es=002b £s=0053 gs=002b

cs=0023 ss5=002b ds=002b
image00220000+0x9£8f:
00229£8f 8d442480 lea
0:000> u
image00220000+0x9£8f:
00229£8f 8d442480 lea
00229£93 6a00 push
00229£95 39c4 cmp
00229f97 75fa jne
00229£99 83ec80 sub
00229£f9c e9b78dffff jmp

eax, [esp-80h]

eax, [esp-80h]

0

esp,eax
image00220000+0x9£93
esp, OFFFFFF80h
image00220000+0x2d58 (00222d58)

(00229£93)

nv up ei pl nz na po nc

ef1=00000202

Looking at code it looks like that 00222d58 is the original entry point

0:000> u image00220000+0x2d58
image00220000+0x2d58:

00222d58 e87a040000 call
00222d5d e957fdffff jmp
00222d62 8bff mov
00222d64 55 push
00222d65 8bec mov
00222d67 81ec28030000 sub
00222d6d a3£8542200 mov
00222d72 890df4542200 mov
ABOUT THE AUTHOR

image00220000+0x31d7
image00220000+0x2ab9
edi,edi

(002231d7)
(00222ab9)

ebp

ebp, esp
esp, 328h
dword ptr [image00220000+0x54£8

dword ptr [image00220000+0x54f4

(002254£8) 1, eax
(002254£4)]1,ecx

Deepak is Senior Anti-Malware Researcher for McAfee Labs. He has been working in system software pro-
gramming since 7 years. He has been kernel developer and has enjoyed reverse engineering and malware
analysis as hobby for last 6 years.
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INTRUSION
DETECTION USING A
VIRTUAL MACHINE
ENVIRONMENT

by Niranjan P. Reddy

Malware attacks against single hosts and networks are extremely
dangerous and could compromise the security of the entire
network. Protection from malware is one of the top worries for
system administrators who have to ensure that there are no
unnecessary threats to their systems. These threats can cause
an adverse effect on a running business or some other mission
critical operations. Over the past few years intrusion detection
and other security measures have gained critical importance in
the fight against malware. Selecting the right IDS is the key to
mitigate malware attacks. This article discusses an attempt to
create a more robust IDS while mentioning the limitations of
traditional detection systems.

« Limitations of HIDS, NIDS e . X .
.+ Virtual Machine mechanism for In- make a difficult choice. If the IDS reS|d’es on the host, it has an excellent
trusion Detection view of what is happening in that host’s software, but is highly suscep-
tible to attack. On the other hand, if the IDS resides in the network, it is more

resistant to attack, but has a poor view of what is happening inside the host,

T oday’s architectures for intrusion detection force the IDS designer to

+ Whatis an IDS making it more susceptible to evasion. This article presents an architecture
+ Types of IDS : HIDS, NIDS that retains the visibility of a host-based IDS, but pulls the IDS outside of the
+ Basic understanding of Virtual Ma- | host for greater attack resistance. By applying intrusion detection techniques

chines to virtual machine based systems, the intrusion detection system is kept out

of reach from intruders.

COUNTERING THE INTRUSION DETECTION SYSTEM

Widespread study and deployment of intrusion detection systems has led to
the development of increasingly sophisticated approaches to defeating them.
Intrusion detection systems are defeated either through attack or evasion.
Evading an IDS is achieved by disguising malicious activity so that the IDS
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fails to recognize it. Attacking an IDS involves tampering with the IDS or components it trusts to prevent
it from detecting or reporting malicious activity.

VISIBILITY V/S RISK

Countering these two approaches to defeating intrusion detection has produced conflicting requirements.
On one hand, directly inspecting the state of monitored systems provides better visibility. Visibility makes
evasion more difficult by increasing the range of analyzable events, decreasing the risk of having an in-
correct view of system state, and reducing the number of unmonitored avenues of attack. On the other
hand, increasing the visibility of the target system to the IDS frequently comes at the cost of weaker iso-
lation between the IDS and attacker. This increases the risk of a direct attack on the IDS. Nowhere is this
trade-off more evident than when comparing the dominant IDS architectures: network-based intrusion
detection systems (NIDS) that offer high attack resistance at the cost of visibility, and host-based intru-
sion detection systems (HIDS) that offer high visibility but sacrifice attack resistance. Another problem
that arises is the difficulty in getting reliable information from a compromised system. Once an intrusion
has occurred, the monitoring data coming from such system is no more reliable, as the intruder can dis-
able or modify the system monitoring tools in order to hide his/her presence.

HIDS

A host-based intrusion detection system offers a high degree of visibility as it is integrated into the host it
is monitoring, either as an application, or as part of the OS. The excellent visibility afforded by host-based
architectures has led to the development of a variety of effective techniques for detecting the influence
of an attacker, from complex system call trace to integrity checking and log file analysis, to the esoteric
methods employed by commercial anti-virus tools. In HIDS, anti-threat applications such as firewalls, an-
tivirus software and spyware-detection programs are installed on every network computer that has two-
way access to the outside environment such as the Internet.

NIDS

Network-based intrusion detection systems offer significantly poorer visibility. They cannot monitor inter-
nal host state or events, all the information they have must be gleaned from network traffic to and from
the host. Limited visibility gives the attacker more room to maneuver outside the view of the IDS. An at-
tacker can also purposefully craft their network traffic to make it difficult or impossible to infer its impact
on a host. The NIDS has in its favor that, it retains visibility even if the host has been compromised. In
NIDS, anti-threat software is installed only at specific points such as servers that interface between the
outside environment and the network segment to be protected.

VIRTUAL MACHINE APPROACH

Virtual Machines provide a strong isolation between the virtual environment and the underlying real sys-
tem and hence can also be used to improve the security of a computer system in face of attacks to its
network services. This allows us to pull our IDS “outside” of the host it is monitoring, into a completely dif-
ferent hardware protection domain, providing a high-confidence barrier between the IDS and an attack-
er’s malicious code. The Virtual Machine Monitor (VMM) also provides the ability to directly inspect the
hardware state of the virtual machine that a monitored host is running on. Consequently, we can retain
the visibility benefits provided by a host-based intrusion detection system. Finally, the VMM provides the
ability to interpose at the architecture interface of the monitored host, yielding even better visibility than
normal OS-level mechanisms by enabling monitoring of both hardware and software level events. This
ability to interpose at the hardware interface also allows us to mediate interactions between the hardware
and the host software, allowing to us to perform both intrusion detection and hardware access control. As
we will discuss later, this additional control over the hardware lends our system further attack resistance.

An IDS running outside of a virtual machine only has access to hardware-level state (e.g. physical
memory pages and registers) and events (e.g. interrupts and memory accesses), generally not the level
of abstraction where we want to reason about IDS policies. We address this problem by using our knowl-
edge of the operating system structures inside the virtual machine to interpret these events in OS-level
semantics. This allows us to write our IDS policies as high-level statements about entities in the OS, and
thus retain the simplicity of a normal HIDS policy model.

VMI IDS
Intrusion detection systems attempt to detect and report whether a host has been compromised by moni-
toring the host’s observable properties, such as internal state, state transitions (events), and 1/O activity.
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An architecture that allows more properties to be observed offers better visibility to the IDS. This allows an
IDS’s policy to consider more aspects of normative host behavior, making it more difficult for a malicious
party to mimic normal host behavior and evade the IDS. A VMI IDS directly observes hardware state and
events and uses this information to extrapolate the software state of the host. This offers visibility compa-
rable to that offered by an HIDS. Directly observing hardware state offers a more robust view of the system
than that obtained by an HIDS, which traditionally relies on the integrity of the operating system. This view
from below provided by VMI-based IDS allows it to maintain some visibility even in the face of OS compro-
mise. Similar to NIDS, VMI-based IDS retains visibility even if the host has been compromised.

COMPARING HIDS, NIDS AND VMI IDS

VMI and network-based intrusion detection systems are strongly isolated from the host they are monitor-
ing. This gives them a high degree of attack resistance and allows them to continue observing and re-
porting with integrity even if the host has been corrupted. This property has tremendous value for foren-
sics and secure logging. In contrast, a host-based IDS will often be compromised along with the host OS
because of the lack of isolation between the two. Once the HIDS is compromised, it is easily blinded and
may even start to report misleading data, or provide the adversary with access to additional resources
to leverage for their attack.

Host-based intrusion detection tools frequently operate at user level. These systems are quite suscep-
tible to attack through a variety of techniques once an attacker has gained privileged access to a sys-
tem. Some systems have sought to make user-level IDSs more attack resistant through “stealth,” i.e. by
hiding the IDS using techniques similar to those used by attackers to hide their exploits, such as hiding
IDS processes by modifying kernel structures and masking the presence of IDS files through the use of
steganography and encryption. Current systems that rely on these techniques can be easily defeated.

In host-based IDS, an IDS crash will generally cause the system to fail open. In user-level IDS it is im-
possible for all system activity to be suspended if the IDS do crash, since it relies on the operating sys-
tem to resume its operation. If the IDS is only monitoring a particular application, it may be possible to
suspend that application while the IDS is restarted. A critical fault in kernel- based IDS will often similarly
fail open. Since the IDS runs in the same fault domain as the rest of the kernel, this will often cause the
entire system to crash or allow the attacker to compromise the kernel.

Unfortunately, when NIDSs do fall prey to an attack they often fail open as well. Consider a malfunc-
tion in an NIDS that causes the IDS to crash or become overloaded due to a large volume of traffic. This
will virtually always cause the system to fail open until such time as the NIDS restarts. Failing closed in
an NIDS is often not an option as the network connection being monitored is often shared among many
hosts, and thus suspending connectivity while the IDS restarted would amount to a considerable denial-
of-service risk.

In VMI-based IDS the host can be trivially suspended while the IDS restarts in case of a fault, provid-
ing an easy model for fail-safe fault recovery. In addition, because a VMI IDS offers complete mediation
of access to hardware, it can maintain the constraints imposed by the operating system on hardware
access even if the OS has been compromised, e.g. by disallowing the network card to be placed into
promiscuous mode. So the idea is to have a virtual machine introspection, an approach to intrusion de-
tection which co-locates an IDS on the same machine as the host it is monitoring and leverages a virtual
machine monitor to isolate the IDS from the monitored host. The activity of the host is analyzed by di-
rectly observing hardware state and inferring software state based on a prior knowledge of its structure.
This provides high evasion resistance in the face of host compromise, provides high attack resistance
due to strong isolation, and provides the unique capability to mediate access to host hardware, allowing
hardware access control policies to be enforced in the face of total host compromise.

VMM

A virtual machine monitor (VMM) is a thin layer of software that runs directly on the hardware of a ma-
chine. The VMM exports a virtual machine abstraction (VM) that resembles the underlying hardware.
This abstraction models the hardware closely enough that software which would run on the underlying
hardware can also be run in a virtual machine. VMMs virtualize all hardware resources, allowing multiple
virtual machines to transparently multiplex the resources of the physical machine [16]. The operating
system running inside of a VM is traditionally referred to as the guest OS, and applications running on
the guest OS are similarly referred to as guest applications.
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LEVERAGING THEVMM

VMI IDS leverages three properties of VMMs:

ISOLATION

Software running in a virtual machine cannot access or modify the software running in the VMM or in a

separate VM. Isolation ensures that even if an intruder has completely subverted the monitored host, he
still cannot tamper with the IDS.

INSPECTION

The VMM has access to all the state of a virtual machine: CPU state (e.g. registers), all memory, and all
I/0O device state such as the contents of storage devices and register state of I/O controllers. Being able
to directly inspect the virtual machine makes it particularly difficult to evade a VMI IDS since there is no
state in the monitored system that the IDS cannot see.

INTERPOSITION

Fundamentally, VMMs need to interpose on certain virtual machine operations (e.g. executing privileged
instructions). A VMI IDS can leverage this functionality for its own purposes. For example, with only mini-
mal modification to the VMM, a VMI IDS can be notified if the code running in the VM attempts to modify
a given register.

VMM offers other properties that are quite useful in a VMI IDS. For example, VMMs completely encap-
sulate the state of a virtual machine in software. This allows us to easily take a checkpoint of the virtual
machine. Using this capability we can compare the state of a VM under observation to a suspended VM
in a known good state, easily perform analysis off-line, or capture the entire state of a compromised ma-
chine for forensic purposes.

CONCLUSION

Virtual Machine Introspection (VMI) is an approach to intrusion detection which co-locates an IDS on the
same machine as the host it is monitoring and leverages a virtual machine monitor to isolate the IDS from
the monitored host. The activity of the host is analyzed by directly observing hardware state and infer-
ring software state based on a prior knowledge of its structure. This approach shows certain advantages:
maintain high visibility, provides high evasion resistance in the face of host compromise, provides high
attack resistance due to strong isolation, and provides the unique capability to mediate access to host
hardware, allowing hardware access control policies to be enforced in the face of total host compromise.
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MALWARE FORENSICS:

THE ART OF REVERSE
ENGINEERING

by Arnaud Gatignol, postgraduate student and
Dr. Stilianos Vidalis, Lecturer at Staffordshire University

There are two types of people in the world, those that
understand code, and those that do not. It is unfortunate though
that of those that do understand code, there are a few that

have failed to develop appropriate cyber-ethics, and are using
their otherwise lovely abilities for developing malicious code
exploiting unsuspected users of electronic devices connected

to the Internet. The e-inclusion strategies of the various
governments did not help the situation at all. The malware
problem is not an emerging one though. On the contrary, it is
well documented and technologies have been developed in
trying to mitigate it proactively. Unfortunately it is a losing battle.
Various offices that publish reports on financial losses due to
cyber-crime present a grim picture and where in the past a fast
identification and eradication was acceptable, today the honours
is on the post-incident activity. Today it is imperative that we
have appropriate incident response and forensic readiness
procedures that will allow an analyst to forensically examine
malware for identifying evidence that will allow companies to
effectively manage and mitigate the incident impact. This article
will discuss a crime-specific investigative methodology for
forensically analysing malware.
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eing an instructor for the armed forces | get to go to places and talk to people that would not nor-
B mally want to talk to me. | was asked very recently in a meeting why | was not willing to be a black

hat. | was a bit shocked at the question as it is not something you ask someone until after he has
given you the answer. Something like asking your PhD student when he/she will finish his thesis; you
simply do not. Never the less, doing some damage limitation | decided to give an answer to the person
on the other side of the table.

I am not willing to be a black hat because | do not want to cause harm to anyone. The thing with cyber-
space is that you are not really in control of anything, and you can never fully understand and appreciate
the impact of your actions. Despite having the best of intentions, if someone is paying you to do some-
thing, then he owns the results of your actions, not you.

So, here | am, denying myself knowledge as | know that | haven’t got the wisdom to contain my actions
within the legal boundaries that are acceptable by society.

It was never about that though. It was never about the law, and certainly it was never about society; a
bunch of clueless people that have neither the motivation nor the capability of understanding the truth,
even when the truth is starring them in the eyes. It was never about the why either. It was about the how.
It was always about the how... When Arnaud came to me with a project on malware forensics | was
thrilled, and naturally | wanted to see how we could break things. And so it started...

PROBLEM STATEMENT

In today’s socially-driven knowledge-centred computing era [1], most activities are based on Information
Technology. Whether it is business or personal, sensitive data are stored and processed by vulnerable
systems [2]. Threat agents [3] do use different techniques [4] to steal data and identify their potential
uses for furthering their own goals. One of these techniques is the use of malware.

Malware is easily transferable between different systems/environments and can potentially be hard to
detect (especially if it can operate outside the boundaries of the host operating system). As we will dis-
cuss later in this article there are different types of malware, each with different characteristics. Whether
benign or more serious, they perform operations that are undesirable by users and legitimate owners of
infected systems. Indeed, upon an infection the difficulty not only relies to the detection but also to the
containment and eradication.

In any case, there are two main scenarios when it comes to malware infection: you either have experi-
enced the specific malware before, or you haven’t. Generalising, the process of handling malware con-
sists of two stages: the identification, and the analysis (a proper IR framework is discussed later in the
article). The main stage of the process is the analysis which provides the artefacts (and the evidence)
necessary for a future identification.

Malware analysis is a field which is growing up in parallel to the underground malware industry. The
malware analysis stage includes the development of automated tools for analysing code. Sometimes
though, for sophisticated polymorphic malware for example, a deeper analysis is needed that the auto-
mated tools are unable to perform.

Reverse engineering is the process of discovering the principles of a given item. It is a low level techni-
cal analysis which takes place either at runtime or not. Proper definitions are discussed later in the article.

However, malware can use anti-reverse engineering techniques that will hinder the analysis and ex-
ponentially raise the difficulty factor of eradication (it was argued that malware is a distinct threat agent
category [3]). Indeed, these techniques prevent the disassembly analysis, the debugging analysis and
the behavioural analysis and render automated tools useless. It is imperative we understand how anti-
reverse engineering techniques work.

Finally, we also believe to be of outmost importance a malware classification that will allow investiga-
tors to be able to link malware to threat agents and their capabilities.
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MALWARE

According to [5], [6], and [7] the largest component of unintentional threat agents arises from the use of
software. Software can never be exhaustively tested for bugs and/or malicious code, and the larger the
piece of software the greater the chance of encountering a bug when using it. Malicious programs are ev-
erywhere and in great numbers. They are probably one of the most sophisticated threats to a computer
system. They are programs that exploit the vulnerabilities [8] in computer systems. The following figure
illustrates the different types of malicious programs (source [9]).

Malware-

Requires-host* Independentf]

Trapdoorsf ice Trojan- Virusesq] | Bacteria¥ I| Wormsf] I

horses¥l

Figure 1. Malware Types

A trapdoor is a backdoor to a program that allows someone to gain access without going through the
usual controls. The logic bomb is a time bomb. It is a piece of code, part of a legitimate program that is
set to ‘detonate’ when certain conditions are met. The Trojan horse is exactly what history says it is. It
is a program that does something different than what it says on the tin. A virus is a program that infects
other legitimate programs by modifying their context. There are a lot of different types of viruses such as:
parasitic, stealth, polymorphic, and macro viruses. Computer viruses were first introduced in the comput-
ing community in the 1960s. Viruses nowadays have become very sophisticated and their numbers have
increased exponentially since they were first introduced. Back in 2004, according to [10] small business-
es in the UK were losing £9.5 billion per year because of computer viruses. Today, according to Internet
sources (if you can trust the Internet...) that figure worldwide has risen to over $100 billion... Worms are
similar to viruses with one exception: they use network connections to spread from system to system.
Bacteria are programs that replicate themselves. With today’s technology, using certain techniques, one
could develop a malicious program able to “understand” the environment it is in, and make it react to cer-
tain stimuli as to evade detection and eradication.

Two notable attributes of malicious software are the polymorphism and the metamorphism. Accord-
ing to [11]:
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MALWARE COMPLEXITY CALCULATION

The calculation of the complexity of a malware is based on two variables: the type of malware and the
types of malware attributes. The type of malware is determined thanks to the APl usage and the method
of Veeramani R, Nitin Rai. Moreover, depending on the number and the nature of the attributes found in
the malware, but also the type of malware previously determined, the complexity of the malware is cal-
culated using the following method.

Given:
fx,y is the complexity of a malware;
x is the type of malware;
y is the type of attribute;
n is the number of attributes;
a is the natural complexity of a malware type;

We have:

fy) =a,+ Z(g(y))

n=1
With:
aify=1
gy)=1Bify=2
yify=3
And:
y=1,2,3;
x=1,..,9;

For instance, the development of a backdoor (x=1) requires knowledge and skills in the Windows net-
work API to open the backdoor and to use it. Then, the native complexity of this type of malware is low
and is rated toa =1.

If the malware does have one attribute of type anti-disassembling (y=1); the malware complexity will be:

fAD =1+ Z(g(l)) =1+a
n=1

This complexity value could potentially be linked to a threat agent capability classification in order for
the investigator to be better able to profile the individual or the group of people that developed the mal-
ware. An example of such classification is presented in the following table.
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Complexity

Value None - No computing education

Primary education - Familiar with term “computer”

Secondary education - Computer user

GCSE - User, Basic knowledge of operating systems (OS) & Internet

A level - User, Basic knowledge of OS & Internet, Basic programming skills Script kiddy

University Level 1 - Power user, Knowledge of OS & Internet, Basic Amateur
programming skills, Basic networking

University Level 2 — Power user, Medium knowledge of OS, Internet, Amateur
programming and networking, Familiar with Linux

University Level 3 / BSc — Administrator, Advanced internet, Amateur
programming, networking & OS, Basic scripting, Basic Linux

MSc - Root, Expert internet, programming, networking, scripting, Hacker
Medium Linux

Post MSc — Root, Expert internet, programming, networking, scripting,  Expert Hacker
Advanced Linux, active hacking

PhD - all the above, known entity to hacking community Professional Hacker
Post PhD - all the above, criminal record Computer Criminal

All or most of the above, extreme low level knowledge of computers, Case C
involved in the development of “computers”

MALWARE FORENSICS

Efficiency and accuracy are two central issues facing the field of malware forensics. The concept of ef-
ficiency relates to developing effective methodologies and technologies for the analysis of various mal-
ware. The concept of accuracy relates to the integrity of the methodology used to acquire, preserve, and
analyse malware, as well as any conclusions drawn from the analysis by an expert.

An investigator must ensure that the methodology used for the analysis must be sufficiently established
to have gained general acceptance. A methodology has phases and each phase has a humber of pro-
cesses/procedures, and these must be ‘forensically sound’. A ‘process’ is a series of actions, changes,
or functions bringing about a result. The term ‘forensically sound’ indicates that the procedures used for
acquiring electronic information ensured it was ‘as originally discovered’ and is reliable enough to be
admitted as evidence. Our investigative methodology is discussed in the following section of the article.

Equally important to the methodology is the access to an appropriate environment for the investiga-
tor to operate in and conduct his analysis. Our environment is based on recommendations made by
the British Forensic Science Society, the British Computer Society, the Institute of Information Security
Professionals, the British Forensic Regulator, and CESG/GCHQ. Furthermore, we have taken into con-
sideration 1SO27001, ISO17025, 1SO17020 and 1SO17799. We will refrain from describing the whole
laboratory setup and focus on the desktop environment an investigator get to use, which is illustrated in
Figure 2.
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Figure 2. Laboratory Environment

The dirty environment allows the investigator to conduct research on the Internet and access the in-
tranet. The clean environment is isolated and allows the investigator to work without the danger of con-
tamination. Virtualisation is used extensively but we also have the capability of connecting host ma-
chines to the isolated network depending on the type and the nature of the malware under analysis.

INVESTIGATIVE METHODOLOGY

We are basing our investigative methodology on incident response and reverse engineering principles.
Reverse engineering has been defined differently depending on the context. Chikofsky and Cross [12]
define reverse engineering as a process of analysing a system with two goals in mind, to identify the
system’s components and their interrelationships and to create representations of the system in another
form or at a higher level of abstraction. Reverse engineering has also been defined as the process of
recreating a design by analysing a final product. Based on the Concise Oxford Dictionary [13] the word
reverse is defined as: ‘opposite or contrary’, and the word engineering is defined as: “application of sci-
ence for the control and use of power”. Incident response (IR) has four phases: the preparation, the de-
tection and analysis, the containment and eradication and finally the post-incident activity. An illustration
of the IR methodology can be seen in Figure 3.

Containment,

Eradication, Post-Incident %

¥ and Analysis ' and Recovery Activity / ’

Figure 3. /R Methodology
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The first phase includes processes ensuring the investigator is able to respond to any type of malware
incident as the first responder. The second phase includes processes that ensure the accurate detection
and assessment of possible malware incidents. They are expensive processes that require considerable
resources in order to eliminate false positives and false negatives and for many organisations is the most
challenging part of the whole response process. Incidents may be detected through many different means,
with varying levels of detail and fidelity. Automated detection capabilities include network-based and host-
based IDSs, antivirus software, and log analysers. Incidents may also be detected through manual means,
such as problems reported by users. Some incidents have overt signs that can be easily detected, where-
as others are almost impossible to detect without automation. During the second phase an initial analysis
must determine the malware’s scope, such as which networks, systems, or applications are affected; who
or what originated the incident; and how the incident is occurring (e.g., what malware is being used, what
vulnerabilities are being exploited). The initial analysis should provide enough information for the investiga-
tor to prioritise subsequent activities, such as containment of the malware and deeper analysis of its effects.
When in doubt, investigators must assume the worst until additional analysis indicates otherwise. The third
phase includes processes for the isolation of the affected assets and the collection and preservation of
digital forensic evidence that will later be analysed. Once the affected assets are restored to their previous
state the investigator can proceed to the next phase. The fourth phase includes procedures for the in-depth
analysis of the malware using reverse engineering techniques.

Over time we have developed a number of crime-specific investigative methodologies [14], [15], [1]. In
all of them though we are using the same analysis axioms:

The whole is more than the sum of its parts

The whole determines the nature of the parts

The parts cannot be understood if considered in isolation from the whole
The parts are dynamically interrelated or interdependent.

Getting back to malware analysis, there are two types of analysis that can be performed in a safe lab-
oratory environment: the static analysis and the dynamic analysis. We support that a proper malware
analysis should use both techniques. Merging dynamic and static information into a single view has both
advantages and disadvantages. Agreeing with [16] performing an analysis based solely on static data is
insufficient. Features such as polymorphism, proprietary socket-based communications and middleware
layers (CORBA for example) make the merge essential for properly understanding a software program.

STATIC ANALYSIS

The static analysis is the analysis of a malware when it is not running. This analysis is time consuming
and requires good knowledge of low-level concepts. Information such as strings and library dependen-
cies can be extracted by the binaries. The first task, before using any tools for extracting information is to
hash the malware and check it against a hash library of known malware. The tools that can be used for
static analysis are discussed underneath.

Disassembler (IDA Pro) — A disassembler is a tool able to extract the instructions contained in a bi-
nary. It is the main tool of reverse engineer and more specifically malware analyst. All the information
contained in the assembly code of the binary can be found through such tools. However, the instructions
analysis requires a very good knowledge of low-level concepts and assembly code.

PE viewer (PEid and PEview) — A PE viewer is a tool able to extract the information contained in the
headers of the PE. The PE architecture is revealed and the malware analyst can find relevant informa-
tion as exposed in a previous section.

IAT viewer (Dependency Walkers) — An IAT viewer is a tool able to extract the IAT table and to reveal
the dependencies of a PE. The usage of the API is then available to the malware analyst and a first as-
sumption about the binary objective can be done.

DYNAMIC ANALYSIS

The dynamic analysis is the analysis of the malware when it is running (in a safe isolated environment).
The investigator can observe the modification on the system, but also the way the instructions are exe-
cuted on the system. It provides an answer to the encoding and encryption techniques that prevent static
analysis. The tools that can be used for the dynamic analysis are discussed underneath.
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Debugging Tools (OllyDBG) — The dynamic analysis uses the debugging to execute the binary step by
step and to modify the execution path or the environment variables. The debugger is a tool able to pro-
vide such functionalities.

Automated tools (Anubis, VirusTotal and Cuckoo) — There are many tools to automatize the dynamic
analysis. Indeed, online tools or scripts are able to run the incriminated binary and to report the informa-
tion about it.

Behavioral analysis (Regshot, Wireshark and The Sleuth Kit) — The behavioural tools are able to anal-
yse the behaviour on a system at a given time. On a Microsoft Windows system, the Registry should be
monitored as well as the network flow and the file system activities.

RIGI - The RIGI reverse engineering environment [17] uses a directed graph to view the software arte-
facts and their relations. RIGI supports the extraction of abstractions and design information out of infor-
mation systems. To build more abstract views to the software, the user can form hierarchical structures
for the graph by using subsystem composition facilities supported by a graph editor. RIGI is a system
for understanding large information spaces such as software programs, documentation, and the World
Wide Web. This is done through a reverse engineering approach that models the system by extracting
artefacts from the information space, organizing them into higher level abstractions, and presenting the
model graphically. The graph is simplified by hierarchically clustering related artefacts into subsystems
that are then clustered into larger subsystems. The editor can be used to select and group artefacts
based on certain modularity principles such as data abstraction, low coupling among subsystems, and
high cohesion within subsystems.

DALI — DALLI is a workbench for architectural extraction, manipulation, and conformance testing. It in-
tegrates several analysis tools and saves the extracted information in a repository. DALI uses a merged
view approach, modelling all extracted information as a customized RIGI graph. In addition to static in-
formation, the graph contains information about the behaviour of the target software system, extracted
using profilers and test coverage tools. Imagix4D [46] supports reverse engineering and documenting C
and C++ software systems. The source code of the target software can be analysed and browsed at any
level of abstraction using different views.

ANTI-REVERSE ENGINEERING

The malware analysis is based on the analysis of binaries, it is necessary to understand the low-level con-
cepts of computer science and software programming to know where to find information in a binary but also
to understand what this information means. However, to prevent the forensic investigator from analysing
the malware, computer criminals have conceived anti-reverse engineering techniques. Whether to prevent
static or dynamic analysis, anti-RE techniques are becoming well-known and widespread. This is the rea-
son that malware analysts should know how these techniques work and how to bypass them.

The static analysis is generally based on the reading of assembly code. However, malware writers
have imagined techniques to make this reading inefficient or impossible. There are two types of disas-
semblers: the linear and the flow-oriented. The linear disassembly will disassemble a binary with one in-
struction at a time. Also, the disassembler will not look at the type of instruction or at the global program
flow. The flow-oriented disassembly will disassemble the program depending on its flow and the type of
instruction. Most of the commercial disassemblers use the flow-oriented disassembly method to provide
the assembly code. To confuse disassemblers, there are several techniques:

* Injecting junk bytes with _emit instruction

+ Conditionals always true

* Dead branch

+ Back to back conditional jump

The first technique consists of injecting junk bytes with the instruction _emit. The disassembler will
not understand the junk bytes and will provide wrong assembly code. This technique only works for
linear disassembler. The second technique consists of adding conditional tests that are always true.
This technique will add content to the assembly code provided while the test is nonsense. The read-
ability of the assembly code can be harder with such technique. The third technique consists of adding
unused code in dead branch (non-accessible code). Indeed, when a conditional test is always true,
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the execution flow will always take the same path. However, the other path might contain unused code
that makes the readability of the assembly code harder to understand. The fourth technique consists
of playing with conditional jumps. Indeed, if a first jump of type A to the address X is followed by a jump
of type !A to the address X, the disassembler, if it is a linear disassembler, will be confused and it will
disassemble the wrong and unused branch.

Another mainstream ant-RF method is the obfuscation of the code. The obfuscation is a method to
transform the code in such a way that makes it significantly less readable by a malware analyst. The
level of complexity added by obfuscation method is called the potency and it is measured by software
able to calculate the complexity metrics of a code with the number of predicates and the depth of nesting
in code sequences. Obfuscators are tools that add complexity to a binary. It will add arithmetic and logic
sequences to a program. Also, the name of the variables and the called function names can be modified
and replaced by unintelligible strings.

Naturally encryption is also used and in this case it is called ‘packing’. A ‘packer’ is a software able to
encrypt or encode the payload of a binary. The assembly code will be impossible to read; even the com-
puter will not be able to run the binary without a specific function to decipher it. This function is generic
and provides information about the packer used to the malware analyst. The malware developers use
this technique to bypass antivirus solution. However, a packed software is harder to analysed because it
requires the forensic analyst to unpack manually the payload.

The dynamic analysis is mainly based on debugging the malware and to run it one instruction at a time. Malware
developers have conceived techniques that defeat the debugger whether by preventing the execution of the mal-
ware when a debugger is present or by attacking it.

The malware developers are able to detect a debugging procedure by looking for breakpoints. Indeed, break-
points are used by debugger to stop the execution of the binary. However, the interruption of the execution is, gen-
erally, done thanks to the INT3 with the opcode OxCC. It means that the debugger will insert the opcode 0xCC into
the malware code to interrupt it. In the other side, the malware could scan its code and look for this interruption.

The detection of debugger software is possible thanks to many functions available in the Win32 API. Indeed, the
function IsDebuggerPresent will return the state of the Process Environment Block of the malware itself and if the
field IsDebugged is true, the malware will be stopped.

Like every program, debuggers may have vulnerabilities and the malware, to prevent its analysis, may contain
code to attack the debugger. Indeed, if the malware developers put wrong information into a field, some debuggers
will not be able to read it, and the program will crash.

CONCLUSIONS

The main principles of an investigation must always be adhered to: chain of custody and evidential integ-
rity. Using virtualisation for the analysis environment, and applying well documented and tested tools for
logging and recording the malware behaviour while hashing all of the artefacts will ensure there will still
be a case at the end of the investigation.

Nowadays, it is imperative to check for anti-RE techniques as part of our analysis. Furthermore, it is
not adequate anymore to simple perform static analysis of binaries but rather we should also be analys-
ing the behaviour of the malware and its impact in its environment. Ultimately, as in any investigation,
we will have been tasked with linking specific events to specific user actions. We will have been asked
to explain how...



REFERENCES

1. Angelopoulou, O., S. Vidalis, and I. Robinson, Profiling Online Identity Theft, in European Conference on
Information Warfare. 2012: France.

2. Chowdhury, T. and S. Vidalis. Proactively defending computing infrastructures through the implementa-
tion of live forensics and website capture in corporate network security. in 3rd International Conference
on Cybercrime, Security and Digital Forensics. 2013. Cardiff — UK.

3. Vidalis, S., Threat Agents: what InfoSec officers need to know. Mediterranean Journal of Computers and
Security, 2006.

4. Vidalis, S., TAMMPS: a threat assessment model for micro-payment systems, in School of Computing.
2001, University of GImaorgan: Pontypridd. p. 1-152.

5. Blyth, A.J.C. and L. Kovacich, Information assurance. Computer communications & networks. 2001:
Springer-Verlay.

6. Forcht, K.A., Computer Security Management. 1994: Boyd & Fraser.

7. Smith, M., Commonsence Computer Security: your practical guide to information protection. 1993: Mc-
Graw Hill.

8. Vidalis, S. and A. Jones. Using Vulnerability Trees for decision making in threat assessment. in 2nd Euro-
pean Conference on Information Warfare & Security. 2003. Reading University: MCIL.

9. Stalling, W., Network Security Essentials. 2000: Prentice Hall.

10. Goodwin, B., Viruses cost SMEs £9.5m, in Computer Weekly. 2004. p. 14.

11. Skoudis, E., Malware: fighting malicious code. 2004, USA: Prentice Hall.

12. Chikofsky, E. and J. Cross, Reverse Engineering and Design Recovery: a taxonomy. IEEE Software, 1990.
7(1): p. 13-17.

13. Sykes, J.B., The Concise Oxford Dictionary. 1981: Clarendon Press.

14. Chowdhury, T. and S. Vidalis, Collecting evidence from large-scale heterogeneous virtual computing in-
frastructures using Website Capture, in EIDWT 2012. 2012: Romania.

15. Angelopoulou, O. and S. Vidalis. Towards Crime-specific Digital Investigation Frameworks. in 3rd Interna-
tional Conference on Cybercrime, Security and Digital Forensics. 2013. Cardiff — UK.

16. Carriere, S.J. and R. Kazman. The perils of reconstructing architectures. in 3rd international workshop on
software architecture. 1998. Orlando, Florida, USA: ACM Press.

17. Wong, K. RIGI user’s manual. [WWW] 1998 [cited 2004 December 2004]; 5.4.4:[Available from: http:/www.
rigi.cs.uvic.ca/downloads/rigi/doc/rigi-5.4.4-manual.pdf.

ABOUT THE AUTHOR

Dr. Stilianos Vidalis received his PhD in Threat Assessment under the context of Information Security in July

sessment, and cyber-criminal profiling.
stilianos.vidalis@staffs.ac.uk

2004. He joined Staffordshire University in November 2012 where he is currently employed as a Lecturer.
His research interests are in the areas of cyber-security, information operations, digital forensics, threat as-

ABOUT THE AUTHOR

Mr. Arnaud Gatignol is a postgraduate student at Staffordshire University studying towards a Master’s degree

\ in Digital Forensics and Cybercrime Analysis.

——
. WS

www.eForensicsMag.com € »


http://www.rigi.cs.uvic.ca/downloads/rigi/doc/rigi-5.4.4-manual.pdf
http://www.rigi.cs.uvic.ca/downloads/rigi/doc/rigi-5.4.4-manual.pdf
mailto:mailto:stilianos.vidalis%40staffs.ac.uk?subject=

) eforensics

SUSPICIOUS FILE
ANALYSIS WITH
PEFRAME

by Chintan Gurjar

In this article | am going to conduct a walk through with a nice
python tool named PeFrame. This tool should be an analyst’s first
choice in order to analyse a piece of static malware. | am going
to discuss each and every feature provided by this tool and | will
also show you why it is important to find information through
the analysis of malware.

his is a python-based tool used to assist in the analysis of PE files. There are many dif-
ferent tools available for malware analysis, but this tool is strictly built for portable ex-
ecutable malware analysis such as .exe and .dll files.

FEATURES OF PEFRAME
Currently Peframe contains the following features: Auto Analysis

+ Hash MD5 & SHAT1

» PE file attributesVersion info & metadata

* PE Identifier Signature Anti Virtual Machine

* Anti Debug

* Section analyzer

* Imported DLLs & API functions

» Search for suspicious API (Anti Debug) & sections

* Dumping all the information

» Extract all the strings

» Extract file name and url

* Hex dump

+ List Entry instances

If you use auto analysis function it will compile a robust output containing the main features of this tool.
This tool is created and maintained by Gianni Amato. There only dependency required for this tool is
python version 2.7.x or above. Generally most new and advanced Linux distros/security distros already
have python 2.7.x or greater installed by default.
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LET’S GET STARTED...

After downloading peframe | went to the folder and | saw one folder named “modules” and one file which
was actually the peframe python script named “peframe.py”. In order to make this script executable un-
der Linux I ran the following command:

chmod u+tx *
This command provides the necessary permissions in order to make it executable. The asterix (*) means
that everything stored in the directory and/or subdirectories will also have these permissions applied (as
the supper user).

Running the peframe python script without any options gives you the following output:
root@chintan:~/Desktop/peframe# ./peframe.py

peframe 0.4.1 by Gianni ‘guelfoweb’ Amato
http://code.google.com/p/peframe/

USAGE:
peframe <opt> <file>
OPTIONS:
-h --help This help
-a --auto Show Auto analysis
-i --info PE file attributes
--hash Hash MD5 & SHAIL
--meta Version info & metadata
--peid PE Identifier Signature
--antivm Anti Virtual Machine
--antidbg Anti Debug | Disassembler
--sections Section analyzer
--functions Imported DLLs & API functions
--suspicious Search for suspicious API & sections
--dump Dumping all the information
--strings Extract all the string
--file-url Extract File Name and Url

--file-verbose Discover potential file name

--hexdump Reverse Hex dump

--import List Entry Import instances
--export List Entry Export instances
--resource List Entry Resource instances
--debug List Entry DebugData instances

root@chintan:~/Desktop/peframe#
As you can see the usage it is as follows:
peframe <opt> <file>

This means that we first have to call the script, then select any or all of the options from the list and lastly
point it to the malware or suspicious file you wish to examine. Ensure that you are using these options,
and pointing to the suspicious file, without the <> brackets.

| already have one suspicious sample which is named “malware.exe” which | copied into this folder via
the cp command as shown in the below output:

root@chintan:~/Desktop# 1s

master malware.exe peframe peframe-0.4.1.zip rawr Recon-Ng
root@chintan:~/Desktop# cp master\ malware.exe /root/Desktop/peframe
root@chintan:~/Desktop# cd peframe/

root@chintan:~/Desktop/peframe# 1s

master malware.exe modules peframe.py
root@chintan:~/Desktop/peframe#
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First we will use the “auto” feature which is robust
& fully automated and for most users this is prob-
ably the only option that you will be interested in.

To use this feature the command is as follows:

root@chintan:~/Desktop/peframe#

./peframe.py -a

master\ malware.exe

File Name:
File Size:

Compile Time:

DLL:
Sections:
MD5 hash:
SHA-1 hash:

master malware.exe

1264795 byte

2009-07-03 17:01:54

False

5
2bd103322e061482d5d505314a97b40c

98dfbc07fe3¢c295732111bcf787eaf58ecc75dcc

Packer:
Anti Debug:
Anti VM:

None
Yes
None

File and URL discovery:

(Try option --file-verbose)

FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
FILE:
URL:

URL:

%$s.%d.tmp
ADVAPI32.dl1l
COMCTL32.DLL
COMCTL32.d11
COMDLG32.d11
GDI32.dl1
KERNEL32.d11
OLEAUT32.d11
RC\accounts23.dat
RC\apaths23.dat
RC\bans23.dat
RC\console23.dat
RC\downlist23.dat
RC\dstats23.dat
RC\forwards23.dat
RC\liteserve.exe
RC\maildomains23.dat
RC\mimes.txt
RC\php\license.txt
RC\php\php.exe
RC\php\php4ts.dll
RC\scripts23.dat
RC\spaths23.dat
RC\supaths23.dat
RC\triggers23.dat
RC\uplist23.dat
RC\virtualpaths23.dat
RC\webdomains23.dat
SHELL32.dl1l
USER32.d11
liteserve.lnk
0le32.d1l1
riched20.d11
riched32.d11l
server.lnk
shlwapi.dll
RC\www\abortshutdown.php
RC\www\askreboot.php

L

URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
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RC\www\beep500.php
RC\www\beep5000.php
RC\www\beep50000.php
RC\www\beep500000.php
RC\www\capslock.php
RC\www\closeall.php
RC\www\closecd.php
RC\www\emptybin.php
RC\www\exitwin.php
RC\www\force60.php
RC\www\hibernate.php
RC\www\hideall.php
RC\www\hidedesktop.php
RC\www\lock.php
RC\www\logoff.php
RC\www\message.php
RC\www\minimize.php
RC\www\monitor.php
RC\www\monitor2.php
RC\www\mouseright.php
RC\www\mute.php
RC\www\nircmd.exe
RC\www\numlock.php
RC\www\opencd.php
RC\www\poweroff.php
RC\www\question.php
RC\www\questionl.php
RC\www\question2.php
RC\www\reboot.php
RC\www\resize.php
RC\www\restartexplorer.php
RC\www\screensaver.php
RC\www\screensavertimeout.php
RC\www\screensavertimeout2.php
RC\www\screenshot.php
RC\www\server.exe
RC\www\showall.php
RC\www\showdesktop.php
RC\www\speak.php
RC\www\speakl.php
RC\www\speakfile.php
RC\www\standby.php
RC\www\stdbeep.php
RC\www\stopscreenshot.php
RC\www\transparent.php
RC\www\transparent2.php
RC\www\trayballoon.php
RC\www\trayballoon2.php
RC\www\trayballoon3.php
RC\www\trayballoond.php
RC\www\volume.php

Suspicious API Functions:

Func.
Func.
Func.
Func.
Func.
Func.

@

Name:
Name:
Name:
Name:
Name:
Name:

CreateDirectoryA
CreateDirectoryW
CreateFileA
CreateFileW
DeleteFileA
DeleteFileW



Func. Name: FindFirstFileA Func. Name: OpenProcessToken

Func. Name: FindFirstFileW Func. Name: RegCloseKey

Func. Name: FindNextFileA Func. Name: RegCreateKeyExA

Func. Name: FindNextFileW Func. Name: RegOpenKeyExA

Func. Name: FindResourceA Func. Name: ShellExecuteExA

Func. Name: FindWindowExA Func. Name: Sleep

Func. Name: GetCommandLineA Func. Name: WriteFile

Func. Name: GetFileAttributesA

Func. Name: GetFileAttributesW Suspicious API Anti-Debug:

Func. Name: GetModuleFileNameA Anti Debug: FindWindowExA

Func. Name: GetModuleFileNameW

Func. Name: GetModuleHandleA Suspicious Sections:

Func. Name: GetProcAddress Sect. Name: .CRT

Func. Name: GetTempPathA MD5 hash: 686666d109¢c1b7ad91d3938£f41d2712a
Func. Name: GetTickCount SHA-1 hash:

Func. Name: GetVersionExA 2b4e8377002fe7fbfee868ec21b6£9e5937dfb22
Func. Name: LoadLibraryA root@chintan:~/Desktop/peframe#

Now you can see above the robust output including a list of dll files, strings, hashes & much more. We
will go through it in detail later on. Rather than using —a option you can also choose -—auto option. Both
produce an identical result.

As you can see from the result it gives file name, date of compiling size etc.. With this output we can
see that the last date this suspicious file was compiled completion of this malware is actually was at
2009-07-03 17:01:54 which makes it more than 3 years ago. Here we have received the anti-debug
output flag as “yes”, this means that peframe has checked to see if this piece of malware contains any
suspicious calls to debugging apis or dlls. After this peframe will check for all files or dlls involved in ex-
ecution of malware and list them. It does conduct the string analysis and fetches the results. So in this
output below we can see which strings are actually fetched by this tool. Peframe will also determines
which are the files and which are the URL strings. In this example you can see that the suspicious file
contains some files and some URLSs.

FILE: ole32.dl1

FILE: riched20.dll

FILE: riched32.dll

FILE: server.lnk

FILE: shlwapi.dll

URL: RC\www\abortshutdown.php
URL: RC\www\askreboot.php
URL: RC\www\beep500.php

URL: RC\www\beep5000.php

URL: RC\www\beep50000.php

Peframe then continues its analysis and checks for specific suspicious functions which are commonly
associated with malware or other malicious function calls. Below are the example functions which we re-
ceived after analyzing this piece of suspicious file. These all are suspicious or partially suspicious func-
tions which are responsible for the execution of that file.

Func. Name: CreateFileA
Func. Name: CreateFileW
Func. Name: DeleteFileA
Func. Name: DeleteFileW
Func. Name: FindFirstFileA

Among the above files, we can see some of the functions which are responsible for the anti-debugging
process. In this case we have found this function which probably searches for child windows. For more
information about this function you may visit msdn website of Microsoft. One createFileA function infor-
mation is available in the references below.
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Anti Debug: FindWindowExA

Then peframe checks the sections for any data, source, or certificate fileswhich appear to be suspicious..
In the following ouptut we can see .CRT as a suspicious section. Highlight about CRT file description

Sect. Name: .CRT

Lastly peframe pulls each and every submitted data to the file. In this case it is only 2 hash values such
as MD5 & SHA1 which are as follows:

MD5 hash: 686666d109c1b7ad91d3938f41d2712a
SHA-1 hash: 2b4e8377002fe7fbfee868ec21b6£9e5937dfb22

If you Google for these hashes you will most likely get results for this piece of malware (so be careful).
Analyzing other file samples you may get additional information such as the internal name, file version,
company name, product name, original file name, file description, translation and much more.

Instead of using the “auto” command you can also use each single option mentioned in the help, or you
can compile some options together as well. | will show you some of the important options. First we will
dump the data we analyzed from our sample file which can be done by using the following command:

root@chintan:~/Desktop/peframe# ./peframe.py --dump master\ malware.exe > dump result.txt
In this case | have dumped the data to a file named “dump result.txt”. The dumping result is too long,

so | am not going to show you full results but | am going to highlight the truncated results via the screen-
shots below:

Applications Places & [ Tue Oct 8, 12:07 AM
dump_result.txt (~/Desktop/peframe) - VIM

Lile Edit Tools Syntax Buffers Window Help

L= = (.4 T e e a@lH oA BB

== -D05_HEADER- -~ -»--=--
[IMACE_DOS_HEADER]
[ 30] Ox0  e_magLc: CxSa4D
o2 02 e_chlp: [afi=]
oxd 0xd e_cp: 0x3
oxé 0xE  e_erle: Qe
o 0x8  e_cparhdr: ol
oA Oeh e_mnalloc: Qx0
o 0x  e_maxallos: QuFFFEF
OxE OxE  e_ss5: ox0
[s51:) 0x10  e_sp: OxED
Oox12 0xl2 e_csum: ox0
Ox1d axld e_1p: ax0
e 313 0xl6 e_cs: a0
oxlE 0118 e_liarle: Caed
Cxln Oxlh e_owno: e
oxlc OxlC e_res:
Ox2q Qx2a Q_Oﬂ_lc oxe
026 Ox26  e_oeminfo: oxe
] OxZ8 e_resd:
3% a3t e_lfanew: uxEs

- e o MT_HEADERS- <« o cvnnn

[ IMAGE_NT_HEADERS]
OxEB ax0 Slgratt.re: Qx50

«««FILE_HEADER:«-<ccccan

[IMAGE_FILE_HEADER]

OHEC 020 Machine: Ox14C

O EE Ox2  Nunber x5

B« € oxdaapecza [Fri oul 2 11:31:54 2008 uic)
oxE4 Poir || r q'\«'llh s] T able: ax0

OxFE t e

rader: OxEQ
ax12 f'||| 1
Flags: THASE FILE 3281T

34,1 Top

Figure 1. truncated results part 1



dump_result.txt (~/Desktop/peframe) - VIM

File Edit Tools Syntax Buffers Window Help

- 5 = i =
- s hs e e e BEB w08 B

O 103 0x8  Mise_VirtualSize: Qx 1056C =
O 1EC QxC vir laddress: Q1000

Ox1F0 0x10 SizeOfRawhata: 0 10800

Ox1F4 Oxld PointerToRewData: Qe 00 L
o lFE 0¢18 PolnterToRelocations: 00

Ox1FC Qx1C  PointerTolinenumbers: 0x0

O 200 Qe20  NumberotRelocatiens: Q0

Ox 202 0x22  NumberdOfLimenumbers: ox0

O 204 0x2d4 Characteristics: OxE0000020

Flags: IMAGE_SCM_CNT_CCDE, IMAGE
Entropy: 6.555961 (Min=0.0, Max=8.0)
MS hash: abza0706f dbebtazb5a03bIea2Bh 7347

SHA-1 hash: OeshE4703cSafbaz20e 36fba1505boz0ef Sd2cb o

SHA- 256 hash: S thadodt cencbdebb 2d66205d02ddbdea2a90543206620a85b5a17c 17 30be

SHA-S12 hash: 81b9540b7eb3a7e32d02040320e a1 436330701 650355 1bbSE2T 5077644041 9a50235 0eb 61 30 206b Bb 25231 530 086174 dSbS0e 70dbSeS2d4f JeTeaeThEa4E

SCN_MEM_EXECUTE, IMACE_SCH_MEM_FEAD

[ TMAGE_SECT10N_HEADER]

] oxg .rdata
Ux 210 ox8 [ Uk 1705
it} 0xE isc_physicaladdress: Ux 1705
k219 e ualsize: Ux1705
Ux214 axe dress: Ux 12000
ux218 010 RawData: Ux 1800
Ux21C Uxl4  PointerloRawData: Uk 10000
Ok 220 Uxl8 PointerToRelocations: oxe

UK Z2a 9x1C  PointerTolinenumbers: xR
(] ax20  munberofrelocations: oxe
[t Oxz2  Munberof Linenurbers: axe
e xza  charact tics: UxADDCIT

Flags: IMAGE_SCM_ONT_INL 1ZED_DATA, IMAGE_SCN_MEM_FEAD

Entropy: 5.910777 (Man=0.0, Max-g8.0)

M hash: 7etbcefebarsodallcholvezadaases

SHA- 1 hash: SEE0GUE79abaccf 2o56c a9 zacI0ef d 7 18339605

frcdendlbootes cshant 151hegcafas achaassie e 1 abe Fhbest
AGA45ESSRShI2] 778111 12315055 deeshal a2een 771 7237520555500 2

b2
2 ObbbA42420225040d 1 20bafde f 472000008 504704507 de SR ¢ 58h 5 44750 218

SHA 512 hiash

[THAGE SECTTON HEADER]

0x 230 Qx Mame: .data

0x 238 a8 Misc: 0xBFFA -
120,1 o

Figure 2. Truncated results part 2

After dumping the malware we will use peframe with the string option which will fetch all those strings
within this malware we will pull out that result outside in one text file named strings_results.txt. Here is
the relevant command:

root@chintan:~/Desktop/peframe# ./peframe.py --strings master\ malware.exe > strings result.txt

Like the dumping example above, the string result is also very large. But not as large as the “dump’
command. The following 3 screenshots lists the strings results which probably tells us which functions
are involved within this piece of malware, how the coding is done using PHP or html and which web pag-
es are also part of the execution of the malware etc..

File Edit Tools Syntax PBuffers Window Help

-8 s ¢ T e e @@

¥MANRC =
bad allocation
<brs

&nbsp:

M

“M

<stylesbody{font-fam ly:"arial®;font-size:l2;be/style>

</html=

utt-8"s</haads

<head=<meta http-equiv="content-type® content="text/html; charset=
<html=

</style=

<5ty Le>
</p>
[EarHtmlcLasshame

] =
*messages v

EDLT
SHAutoComplete
shlwapi.

%5 WS

5 %5 %S

FEPLACEF] LEDLG
FENAMELLG
GETPASSWORDL
ASHNEXT VOL

sof tware\WinRaR sFX
STATIC

43,1 .3

Figure 3. Strings results part 1
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strings_results.txt {~/Desktop/peframe) - VIM

Eile Edit Tools Zyntax QBuffers Window Help

= (.4 T W 4 @

[E=tModulery Lenames =
FindResources bl
GetModuletandlea E
Heapalloc

GatProcessheap

HeapFres

HeapReAlLoc

Comparestringa

Ex1tProcess

Cetlocalelnton

CethumberFormata
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GetProcaddress
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F1 leTimeToSystenTime

FileTimeToLocalril
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sleg

GatTempPatha
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GatModuleri lenamaw
setenvirenmentvariablea
GetCommandLinas
LocalFileTimeToFileTine
SystemlimeToFileTime
Gatsystemlime
1sDECsLeadEyte
wattPlnfo

FreeLibrary
LoadLibrarya

Tue Oct 8, 12:10 AM
strings_results.txt {~/Desktop/peframe) - VIM
Eile Edit Tools Zyntax QBuffers Window Help

= (.4 T W 4 @

<ggsemblyldentity"M >
version="1.0.0.0""M
processorarchl tecturas"+""M
name="W1nFAR SFX""M
type="Wwin3i2® /="M
=description=wWinfAR SFX module</description="M
<trustInto xmlns="urn:schemas-microsoft-com:asm. v2e>"M
<s8CUrLty="M
<requestedPrivilegess"M
srequestedCrecutionLevel Level="asInvoker® M
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</requestedrrivi legess M
=/S8CUr1Tys"M
=/ trustInfos*M
=depandancys M
<dependentassent Ly>"M
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name-"Micrasof
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precessararchi " i
publickeyToken="Gaushtalaqcc f 1df=~m
Languaga==*" /="M
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supportedc’b 1d-~{3513ebya- odot- 4fbd- Be2d- azaq0zzsf 53al - r=mm
=/fapplication="M
mpatibility
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urn:schemas- microsoft- com:asm, vas "M
icrosof t. com/SHT /2005,/Wi nde

mSet tings" ="M

2857,1 15%

Figure 5. Strings results part 3

The string option lists file names, functions as well as URL links. It also includes random garbage text.
As such it is often a very tedious job to locate file names and URLs from the strings output. Due to this
fact it is better to use the following option —file-url.



To use this command enter the following: FILE: RC
FILE: RC\virtualpaths23.dat

root@chintan:~/Desktop/peframe# ./peframe.py FILE: RC\webdomains23.dat

--file-url master\ malware.exe FILE: SHELL32.d11
FILE: %s.%d.tmp FILE: USER32.d11
FILE: ADVAPI32.dl1l FILE: liteserve.lnk
FILE: COMCTL32.DLL FILE: o0le32.dl1
FILE: COMCTL32.d11 FILE: riched20.dl1l
FILE: COMDLG32.d11 FILE: riched32.dl1l
FILE: GDI32.d1l1 FILE: server.lnk
FILE: KERNEL32.d11 FILE: shlwapi.dll
FILE: OLEAUT32.d11 URL: RC\www\abortshutdown.php
FILE: RC\accounts23.dat URL: RC\www\askreboot.php
FILE: RC\apaths23.dat URL: RC\www\beep500.php
FILE: RC\bans23.dat URL: RC\www\beep5000.php
FILE: RC\console23.dat URL: RC\www\beep50000.php
FILE: RC\downlist23.dat URL: RC\www\beep500000.php
FILE: RC\dstats23.dat

As you can see from the output, peframe is listing some files along with their extensions as well as a
URL list.

The --hex-dump option can also be used to dump the entire data of this file in hex format. To do this
use the following command:

root@chintan:~/Desktop/peframe# ./peframe.py —-hex-dump master\ malware.exe > hexdummp results.txt

Here is the result.

Applications Places & [ Tue Oct 8, 12:24 AM

hexdump_txt (~/Desktop/peframe) - VIM
Eile Edit Tools Syntax Buffers Window Help

One can find string using
hexdump if she /he want
to use this feature than.

0O00E0: 74 20 62 65 2
o000T0: &6d 6f 64 65 2e od
000080: 7d <6 01 45 39 a7 &

23338888

CEEEEEEEEEEENECE8ERARRRAPNEREEE

000020z le 61 02 B6 31 a7 &
0000a0: 39 a7 G2 DG De av &
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000040: 30 df te 86 30 a7

27 15 tb 86 38 a7 &f 86
52 69 63 60 39 a7 &f 85 - N
S0 45 0000 4 0L OS 00 ...,

L322

@

0000202 00 00 00 00 00 00 0D
0000T0: 2a ec 4d da 00 00 0D 00 00 00 0D 20 00 03 Ol
©D0100: Ob 01 0% 00 OO0 OF 01 00 88 01 00 O0 00 00 OO
poullo: d9 a7 00 00 00 10 00 00 20 01 00 00 00 40 00
LO0120: 00 10 00 00 00 02 DD 05 00 00 0D DD DD DD DO
LO0130: 04 00 00 00 0O DO DD 00 B0 OF 0D 0D 04 DD 0
eoula: fd 7f 01 00 02 00 OO 00 00 10 00 00 10 00 W
COOL150C 00 00 10 00 00 10 00 Q0 00 00 00 10 00 00 00
COO1G0: S0 37 01 00 33 00 00 de 28 01 00 cH 00 0O O
LO0170: 00 10 02 00 S¢ &b 01 00 00 00 00 00 00 00 00
UOOLE0: 00 00 00 00 00 DO DD 00 00 00 0D DD DO DD DO
UOULS0: al 22 01 00 lc DO DO 00 00 00 0D DD D0 D0 0
0O0la0: 00 00 00 O0 00 00 00 00 00 00 00 00 00 00 00
poulbo: 00 00 00 OO DU 0D 0D 00 00 00 00 00 00 00 00
CO01cO: 00 20 01 O0 al 02 00 00 00 00 00 00 00 00 00
vooldo: 00 00 00 00 00 DO DD 00 00 00 0D DD DD DO DO
UD0leUi e 79 G5 7 74 00 DO Ge 06 01 DU DU 10 00 00
voulfo: o0 08 U1 OO OO0 94 0D Q0 00 00 00 00 00 00 00
LOOZ00C 00 00 00 00 20 00 00 de 72 64 61 74 61 00 OO
e0z10: 45 17 00 00 00 20 01 00 00 18 00 00 00 0c 01 00
0OOZ20: 00 00 00 00 00 00 0D 0D 0D OD 0D 0D 40 00 00 40
0O0730: v 64 61 74 61 00 0D 0D {4 bf 0D OD 0D 40 01 0O
0O0240: 00 Q2 00 O0 00 24 01 OO 00 O0 OO0 0D O0 00 00 00
0O02S0: 00 00 00 OO0 40 00 00 cd 2e 43 52 54 00 00 00 OO
0ONZE0: 10 00 00 00 O0 00 02 0D 0O 02 0D 0D 00 28 01 00 -

¥ hexdump_txt

Fugure 6. Result
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CONCLUSION

Through this paper | have demonstrated how one can perform static suspicious file or malware analysis
using the advanced and robust tool peframe. Through analysis | have learned certain things about the
suspicious file such as the hash analysis, PE file attributes, version and metadata information, PE iden-
tifier signatures etc.. It is a good practice for all those forensics investigators to analyze suspicious files
or malwares through open source tools such as peframe. One of the additional advantages of this tool is
that there is no need to configure this tool through a config file which many other tools generally require.
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USING INDICATORS OF

COMPROMISETO FIND
EVIL

by Adam Kliarsky

The threats we face today are more sophisticated than

ever before. Attackers are leveraging vulnerabilities in both
computers and humans alike, and their tools are more advanced.
So what happens when we're hit with malware that is new,
unknown? How can we identify the threat to remediate? Enter
malware forensics. The need for incident response teams to
conduct forensic analysis on systems to collect and analyze
artifacts is becoming a basic requirement.

» using IOCs to analyze a system . .. .
for undetected malware, have put together a forensic poster outlining a nice methodology for

.+ use tools o analyze a system to | B hunting unknown malware. http.//blogs.sans.org/computer-forensics/
build 10Cs which can be used for | 11€5/2012/06/SANS-Digital-Forensics-and-Incident-Response-Poster-2012.
broad searches (enterprise wide) | Pdf. One of the concepts the poster focuses on is malware funneling. Malware

funneling is the process of reducing data sets to help incident handlers identify

key components of compromise that will help contain a situation quicker.

« Incident response, basic malware
analysis concepts Prep Evidence/Data Reduction,

R ob Lee and the good folks at the SANS Institute computer forensic team

AUTOMATED

] = iyt J ’" .4 i 4
By-Hand Memory Analysis
By-Hand 3rd Party Hash Lookups

[ MFET Ancmalies.

i File-Time Anomalies

Figure 1. Malware funneling
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* Prep Evidence/Data Reduction: The funnel naturally starts at the top, where we are faced with a full
filesystem in which to find evil. At this point the goal is to reduce the data set as much as possible.
We can easily do this by creating a hash set of known good/legitimate files, and comparing them
with our data. This will identify known files in which we can remove from our analysis. Fuzzy hashing
will identify similar (altered) known files, which can also be excluded.

» Anti-Virus Checks: The next step is running a scan with anti-virus. With a reduced data set, it will be
faster to scan for known malware.

* Indicators of Compromise Search: The third step in the funnel is a search of IOCs (indicators of
Compromise). Indicators of Compromise (I0OCs) are sets of Boolean conditions that pair up specif-
ic values, or artifacts that can be used as a signature to identify malware on a system. I0Cs are es-
sentially signatures that identify components of an attack.

* Automated Memory Analysis: Once a search for IOCs is complete, the next step is automated mem-
ory analysis via tools like Volatility, Redline, or Memoryze.

+ Evidence of Persistence: Next, further reduce the candidates with a check for signs of persistence,
like executable launching at start-up, or spawned by other processes. Persistence is a key charac-
teristic of malware.

+ Packing/Entropy Check: Next on the list is a check for packing or entropy that can help identify
packed or encrypted malware. Malware tends to be packed or encrypted to elude investigators, so
identifying this is essential.

* Logs: Back to the basics here — always check logs to identify and correlate suspicious activity for.
System logs, event logs, authentication logs or any other logs that record valuable information re-
garding activity on a system will be useful.

» Super Timeline Examination: Using timeline creation & analysis, identify candidates of interest.

+ By-Hand Memory Analysis: This is where more of the laborious manual work starts to come in. The
funneling up to this point should have reduced the candidates so that the work is more meaningful.
The poster lists some relevant tasks, such as identify rogue processes, analyze process DLLs and
handles, review network artifacts, look for signs of code injection/process hollowing, rootkits, and
then extract info from suspect files as needed.

+ By-Hand 3rd Party Hash Lookups: Virustotal.com as well as others can verify hashes on known bad
files. A file can be uploaded to Virustotal, which will both scan through several anti-virus vendors,
and hash/compare to previously analyzed malicious files. Bit9 also has this capability and can be
similarly leveraged to analyze and compare files.

* MFT Anomalies: MFT outliers can be analyzed to identify abnormal MFT records.

» File-Time Anomalies: Metadata on files can show whether or not times were adjusted to hide activity.
Looking to identify where filename time occurs after STDINFO creation time would be something to
pay attention to.

Some of these techniques have been in use by forensic analysis and incident responders for some time.
But IOCs have been growing. They provide quick visibility where other tools lack, and can be scaled
quickly to deal with larger incidents involving multiple hosts.

INDICATORS OF COMPROMISE
If you’ve never heard of IOC, you will probably have a few questions::

* What are I0Cs?
* How do | use them?
* Where can | get them?

WHAT ARE 10CS?

So what are indicators of compromise (I0C)? Just as they sound, they are combinations of artifacts de-
tected, either host or network based, that indicate an attack (compromise) has occurred. If a system is
hacked or infected with malware, there will be several indications. Files installed, registry entries modi-
fied, running processes and open ports are all examples. Combine relevant artifacts into an 10C search
file that can then be used in a search against other computers to identify evil. IOCs are what you use
when hunting unknown malware. I0Cs are what you use when zero days are released, and you have
suspicious/unidentified activity on a host.

The concept of IOC has been around for a few years, but has gained much traction recently thanks to
Mandiant who created the OpenlOC. The OpenlOC, as stated on the web site (http.//www.openioc.org/),
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is “...is an extensible XML schema for the description of technical characteristics that identify a known
threat, an attacker’s methodology, or other evidence of compromise”. This schema allows sharing of
unique data and can let responders act quickly and contain a situation while vendors augment their ca-
pabilities to detect these threats.

IOC files use logic trees combining expressions from AND and OR statements with specific items to
be used for searches. According to Mandiant’s blog M-Unition, “[an] IOC is made up of three main parts:
IOC metadata, references and the definition”. The metadata is the information that describes the 10C
(author, purpose etc.), the references is a bit more subjective, allowing authors/creators to add their own
information that could provide relevance to anyone looking at it. The definition is where the relevant ar-
tifacts come in to play. This is where Boolean “and” and “or” logic are used to describe the malware in
question. As an example, let’s look at the Stuxnet example on OpenlOC.org (“IOC Example: Stuxnet” —
http://openioc.org/iocs/ea3cab0c-72ad-40cc-abbf-90846fa4afec.ioc):

<Indicator operator="0OR” id="73bc8d65-826b-48d2-b4a8-48918e29e323">
<IndicatorItem i1d="b9%e£f2559-cc59-4463-81d9-52800545el6e” condition="contains”>
<Context document="FilelItem” search="FileItem/PEInfo/Sections/Section/Name” type="mir”/>
<Content type="string”>.stub</Content>

</IndicatorItem>

<IndicatorItem id="156bc4b6-a2al-4735-bfe8-6c8dlf7eae38” condition="contains”>
<Context document="Fileltem” search="Fileltem/FileName” type="mir”/>

<Content type="string”>mdmcpg3.PNF</Content>

</IndicatorItem>

<IndicatorItem id="e57d%ab5b-5eb6a-4lec-87c8-ee67£f3ed2e20” condition="contains”>
<Context document="FileItem” search="FileItem/FileName” type="mir”/>

<Content type="string”>mdmeric3.PNF</Content>

</IndicatorItem>

<IndicatorItem id="63d7bee6-b575-4d56-8d43-1c5eac57658f” condition="contains”>
<Context document="Fileltem” search="FileItem/FileName” type="mir”/>

<Content type="string”>oem6C.PNF</Content>

</IndicatorItem>

<IndicatorItem id="e6bffl2a-e23d-45ea-94bd-8289f806bea7” condition="contains”>
<Context document="Fileltem” search="FileItem/FileName” type="mir”/>

<Content type="string”>oem7A.PNF</Content>

</IndicatorItem>

This 10C for Stuxnet shows the initial part of the signature, in its XML format. The beginning section
starts with an ‘OR’ clause, with several ‘Indicatorltem’s following to match the ‘OR’ statement:

code section contains .stub
OR

filename contains mdmcpg3.PNF
OR

filename contains mdmeric3.PNF
OR

filename contains oem6C.PNF

OR

filename contains oem7A.PNF


http://openioc.org/iocs/ea3cab0c-72ad-40cc-abbf-90846fa4afec.ioc
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So the code section would have been found through reversing, or analyzing the malware running on
a system. Likewise the filenames would have been also found either through reversing, or profiling the
malware. Here’s a nice illustration from Mandiant (IOC Editor User Guide):

Indicator of Compromise

A

File Name: uddi32. exe )+ Simple expression

File Name: aic32ux.sys

File Name: b232ee.msi

Process Handie Name: www . UD@905. 2. org

MDS: D42A589F58F9B45CACAA65CCA9083299
nghlry Path: version
thlry Text: 5,1,3802,0 B

Registry Path Contains: SOF TWARE\Microsoft\Active
Setup\Installed Components\
Registry Text: Microsoft VM I

Registry Path Contains:{6D81B852-B649-B42D-
B1D1-EB8ECOE37168)

File Size: 45,568
Compile Time: 2009-85-18 87:23:372

Figure 2. Mandiant (I0C Editor User Guide)

Complex expression

Using I0Cs from sources such as OpenlOC, Mandiant, or other trusted sources — or alternatively creat-
ing I0Cs from reversing malware or application profiling, will allow you to start scanning for evil.

USING 10CS

So now we understand what I0Cs are...how can we use them to hunt malware, or other resident evil?
There are a few ways they can be used. Mandiant for example, leading the charge with OpenlOC, offers
free tools that help in creating and using 10Cs. |IOC Finder, I0C Editor and Redline can help analyze a
host, create/edit IOCs, and conduct enterprise wide searches. All can be downloaded from Mandiant’s
site at https://www.mandiant.com/resources/downloads/. There are other tools like Yara (https:/code.
google.com/p/yara-project/) that are likewise useful for scanning.

I0C Finder is a great free utility that an incident responder can use to analyze a system. There are two
functions of I0OC Finder: collecting and reporting. IOC Finder can be run on a target system to collect
data for IOC analysis using the ‘collect’ parameter, and subsequently run with the ‘report’ parameter to
report on the data collected.

Running the following command on a target from a USB drive will invoke I0C Finder to collect impor-
tant information that can be used in IOC analysis:

“mandiant ioc finder.exe collect”
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F:sxb4d>mandiant_ioc_findev.exe collect

:@8:47 Setting up dependencies...
11-13-2913 15:08:49 Starting collection...
15:08:49 Running hu11t in collection script at .-lib/script.xml...
15:88:50 Auditing stem) started at 11-13-2013 15:88:58
15:08:50 Auditing <u em? finished. (Took B.189 seconds?
15:98:50 Auditing K ¥ started at 11-13-2013 15:98:58
15:A8:50 Auditing w32d1i finished. <Took A.1089? seconds?
15:88:50 Auditing (u32uu1umu¢) started at 11-13-2813 15:88:58
15:88:51 Auditing (w32volumes) finished. (Took 1.139 seconds)
15:88:51 Auditing {w32hivelist) started at 11-13-2813 15:88:51
15:88:51 Auditing (w3I2hivelist) finished. (Took B.89] seconds)
15:88:51 Auditing {w32network—-arp? started at 11-13-2813 15:88:51
15:88:51 Auditing (w3Z2network-arp) finished. (Took B.18%9 seconds?
15:08:51 Auditing <w32network-route’> started at 11-13-2813 15:688:51
15:88:52 Auditing (w32network—route) finished. (Took B.11 seconds)
15:08:52 Auditing \u32nctunlk—dna) started at 11-13-2813 15:88:52
15:898:52 Auditing e ¥ " finished. (Took 9.893 seconds)
1?—?“1? 15:88:52 Auditing (w32p ed at 11-13-2013 15:88:52
=-13-2013 15:98:52 Auditing W32p hed. (Took B.187 seconds)
-13-2813 15:88:52 Auditing (wi2prefetch) started at 11-13-2013 15:A8:52
-13-2013 15:08:53 Auditing <{w32prefetch)> finished. {Took 1.498 seconds)
13-2013 15:88:53 Auditing (w32tasks) started at 11-13-2013 15:88:53

Figure 3. Using IOC Finder

IOC Finder will run from the source directory, gathering data from the target %SystemDrive% directory,
or alternatively with the “-d” option to specify a directory. Relevant data from registry, memory, and disk
will be collected during this process. The output of IOC Finder is generated in the same directory, under
a subdirectory named after the target host.

As mentioned, I0C Finder will also let you report on the evidence collected with the “report” option,
however importing this into Redline would be a better option.

mandiant ioc finder.exe report -i <path to IOC> -s <path to audits> -o outputfile

The next freebie from Mandiant is /OC Editor. This utility runs on the analysis machine and can be used to
create and edit I0C files. IOC Editor (I0Ce) has a nice graphical interface and keeps the IOC human read-
able, not displaying the fun XML code that the OpenlOC schema specifies. There are three main compo-
nents; the left section is where the open I0Cs are listed, the top section is where metadata is displayed or
edited, and the bottom area is the detail area, where the nuts and bolts of IOCs are displayed and edited.

IOC Editor can open .xml or .ioc files, whether to view the components, save a modified copy, compare
two IOCs, or create a new IOC based on an existing one. If an existing I0C file is modified, the changes
are shown as ‘dirty’, indicated by yellow highlight. This is a user-friendly reminder that you are modifying
an I0C, and will be prompted to save it before closing out of the I0C.

Pt s S W T =

NETEFECTEN

Figure 4. Modifying an 10C
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Alternatively, IOC Editor can be used to create new IOCs from scratch. The top part of the interface al-
lows the author to add metadata for the I0C, while the definition area will allow for details to be added
using the AND and OR logic, plus a multitude of items to build effective expressions.

Completed 10C files can be saved/exported to be used in other tools (such as Redline).

IOC Finder and 10C Editor can be used together to analyze a host with a set of IOCs, to fine tune and
edit the IOCs when false positives are found.

The last tool in the lineup is Redline. Redline is one of the free tools Mandiant offers and can be down-
loaded at http://www.mandiant.com/resources/download/redline. Redline has extensive capabilities and
can be leveraged throughout the malware funneling process. Regarding IOCs, it offers the ability to ana-
lyze a memory dump or memory running on a live system. We can use these features either to search
for against I0Cs previously created or capture system data to be used towards new |OCs.

When the program is launched, there are two general options

— Collect Data
— Analyze Data

The collect data option offers a few methods of collecting system data from a victim host. The analyze
data option, as the name suggests, offers the ability to analyze data from I0C Finder, from it's own ‘col-
lect data’ functions’, or from a RAM capture.

Analysis of collected evidence in Redline produces a report called MRI — Malware Risk Index. This is
a calculated value that Redline assigns each process; the higher the MRI score, the higher the chance
these are malicious and warrant further investigation. Redline also provides a whitelist that can be used
to filter out known binaries and thus reduce the noise in analysis.

Once Redline has identified suspect processes, further malware analysis can be conducted, to extract
the process, identify process hallowing or other techniques used. This information can then be used to
develop mitigation for other hosts in the environment.

WHERE CAN I0CS BE OBTAINED?
There are a couple of methods of getting IOCs:

* Download IOCs
* Create your own

IOCs can be downloaded from different sources. The OpenlOC website is one such place where 10Cs
can be downloaded. Another is a site called IOC Bucket (http:.//www.iocbucket.com/). IOC Bucket lets
users share their IOCs with the community by providing an upload capability.

The other method would be to create your own. There are a few approaches to this method.

* Reverse engineering malware
+ Software profiling
* Copy exiting IOCs and make adjustments.

Reversing malware is a great skill to have as an incident responder. The ability to analyze a piece of [po-
tential] malware is priceless. When reversing malware, it is essential to analyze all aspects of it on both the
host and network. There are over 500 I0C terms specified in the OpenlOC format, ranging from “File Com-
pile Time” and “PEInfo Base Address” to “ARP IPv4 Address”. This means you will want to do both a code
analysis, as well as a behavior analysis, to capture and analyze everything the malware is doing.

Software profiling is similar to reversing malware, but focusing on the behavior side, and understanding
from a forensic perspective how the host changes when the software is installed. What else is installed,
where is it installed, what changes in the registry, what resides in memory? Timeline analysis, registry
monitoring, and other forensic tools will be required for this.
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The last is using existing IOCs, and making necessary changes to better suit the situation. Ideally, if
IOCs are changed/improved, they can be uploaded for others to use and benefit from.

SCENARIO

So lets walk through an example. Let’'s say you have a system that is suspected of compromise, be it
malware or other. You start at the top of the funnel by collecting evidence (RAM etc). You then run antivi-
rus/host protection and are unable to get any hits. Your next steps to identify the threat, so that it can be
identified across other systems and subsequently contained can be one of the following:

* Run the collected evidence (RAM) through Redline
* Export Redline batch files to analyze RAM on the live system.

First let’s look at using Redline to analyze a RAM capture. In the Analyze Data section in Redline, choose the
2nd option; ‘From a Saved Memory File’. Choose the source evidence file, and ensure to choose ‘Strings’
from the ‘Edit your script’ option. Select a destination to save the analysis session file and then hit ok.

Memory

¥| Process Listing

+| Handles J| Ports

V| Seclions V| Strings

| Imparts Verif ital Sig Ire
| Cxpaorts +| Detect Injected Sections

v Drivers Enumeration

+ | Impaorts
V| Exports V| Strings

v Hook Detection

Y| IDT | 550T Index
V1 55DT Inline V| Drivers
Figure 5.

You can either choose to analyze against known IOCs either downloaded or created, or analyze raw
data to help in IOC creation.

Next let’s look at analyzing a live system using one of Redline’s collectors. Collectors are batch scripts
that Redline will export with custom options to be run on the target host.

To do this, launch Redline on the analysis host. Select one of the collector methods (Standard, Com-
prehensive, IOC Search).

Collect Data
Create a Standard Collector >

Cre ¢ @ ive Collector >

Create an 10C Search Collector >

Figure 6. Redline’s collector

Clicking on any of these will bring up a dialog box providing data collection options. Check the Ac-
quire Memory Image option in order to capture the RAM for better results. Click on ‘Edit your script’.
This brings up a sub-dialog box with more options. One the first two tabs, there are checkboxes that say
‘Strings’ under Drivers Enumeration and Process Enumeration. Check those, and the one on the disk tab
to the right (the more we collect, the better the analysis). Once finished, click ‘ok’ on the sub-dialog box.

® @



Review Script Configura |2 LT | System | Network [ Other | || Show Advanced Parameters
You have chosen to cn +| Process Listing
The comprehensive collg 1 Han.dles | Ports
script below. | Sections ¥ strings

V! Imports | Verify Digital Signatures

o 3 ¥ Exports (| Detect Injected Sections
Elit youu scriot 4 MD3 SHAL

Acquire Memory Imag SHAZ56 MemD3

7] Checking this optio < Drivers Enumeration

| o] Imports V| Verify Digital Signatures
|¥! Exports [¥] Strings
Specify Collector Locatic I MDS SHAL

ﬂ SHA256

1. Your Collector packag ¥ Hook Detection
2 o 10T | SSDT Indlex
2 Q!‘ the n_'lachmp wu | S5DT Inline ¥ Drivers i
configured it and save o] Verify Digital Signatures
3. When tha collection i n Acquire Memaory Image
Acquire an image of memory that can be used to accurately acquire process memory and drivers during analysis in

A eopy of these instruct] Redline.

Figure 7.
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Choose an output folder and click ‘ok’; Redline then runs some prep tasks, and outputs several files in

the output directory chosen.

Review Script Configuration

allector

¥ou h: h ta create a O

The comprehensive collector will gather most of the data Redline is capable of collecting. Mote: this will not collect strings which can be manually enabled by choosing to edit the
seript bedow:

Euil wgmar sripl

Acquire Memary Image
o Checiang this aption wil acquire a0 Image of memary that can be usad to accwrately acquire process memany and drivers during analysis in Redline

Specify Collector Location

L Your Collectar package will be created aad savad 1o the [acation you specly belaw.

2. Dn the maching you want to audit, run the ‘RunRedlinguditbat script, preferadly frem a removable media (e.g 3 USE Hard Drive]. This script will mun the Collector a5 you
configured & and seve the results to a folder named “Audits’ next to the scipt

., When the callection i finished, transfer the results back to your analysis maching, and use the 'Anahas Coliected Data’ option on the start page or main manu,

A copy of these instructions can be found in the lacation you specilied, inthe file Resdme. bt

Save Your Collectar Tor  Upen tolcer
Chlisershadministraton DeskiophSuspect
Cancel Ok

L J

Figure 8.

1. Your Collector package will be created and saved to the location you specify below.
2. On the machine you want ta audit, run the 'RunRedlineAudit.bat’ script, preferably from a
removable media (e.g. a USE Hard Drive). This script waill run the Collector as yvou configured it

and save the results to a folder named "Audits’ next to the script.

3. When the collection is finished, transfer the results back to your analysis machine, and use the
‘Analyze Collectad Data” aption an the start page or main menu.

Chaose fram ane of the options below or close this window to return to the start page:

Qpen Directory Containing Portable Package

A copy ot these instructions can be found in the lacation you specified, in the file 'Readme t«t'

Figure 9.
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Copy this to a thumb drive, and run ‘RunRedlineAudit.bat’ from the external drive on the victim PC. This
kicks off the Redline process to collect the required information.

Figure 10.

The results collected from the victim will be saved on the thumb drive under the folder from which the
collector was run, under a sub folder called ‘Audits’.

Back on the analysis machine, open Redline. On the main screen under Data Analysis, choose “From
a Collector”, choose the audit folder containing the collected information, and click ‘Next’. Redline then
parses the collected evidence from the target machine and then presents another screen to guide the
investigation.

Create New Analysis Session

Loading Audit Data from C\Users\Administrator\Desktop\Comprehensive-MoMem\Audits\MININT
KAFK20QA\20131107214206\mir.w32processes-memory.5{530d04.xml

| omme—— ]
7/50 Cancel

Figure 11. New Analysis Session

RS start Your Investigation

Syt Infermatian

Tirmeline
Tags and Comments

I am Reviewing a Triage Collection from M50

e Hister
tory

Investigate =

Investigate >

Tves lgate >

Figure 12.



Choosing one of the guided investigation options will then pull up the analyzed evidence. This Malware
Risk Index (MRI) report on processes shows a calculated value to the left of the process name.

T AUTHORTINLOCAL STRYL

indaws
ot yate

CHindows aysoem 3l

Cndows sysuem T,

€ conhestese -]

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
W 1
1

Figure 13. MR/

We see that three processes called ‘svchost.exe’ have high MRI values (92,92,78). A cursory search
shows these appear to be valid, however skilled incident responders know legitimate process may be
compromised through techniques like process hollowing.

Assuming research shows that these are malicious, we can then use them to start building Indicators
of Compromise using I0C Editor.

Name: “New Unsaved Indicator® [ T iRz

GUID: s4b8bae0-6348-4838-919c-6a51lble3lblé
Created:

Modified:

Description:

Add: AND OR Ktem -~

Bl
=I- AND
Service Path contains C:\Windows\System32
Service Name contains swvchost.exe
OR
Service arguments contains -k secsves
Service arguments contains -k HPZ1l2
Figure 14.

Using details from Redline, effective IOCs can be built.
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CONCLUSION

IOCs have enhanced the incident response process greatly. Traditional malware forensics has become
a little more management thanks to the work put forth into creating the OpenlOC to standardize this type
of data. Using methodologies, such as the malware funneling process, incident responders and forensic
analysts can leverage tools like IOCs to quickly identify suspect software that anti-virus missed.

This can help teams identify and subsequently contain incidents involving outbreaks or other breaches.
The growth of IOCs can and should continue. The community should invest their resources into research-
ing and growing this project, as it will save time, money, and ultimately the business in the long run.
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HOW TO ANALYZE A
TRAFFIC CAPTURE

A REAL NETWORK FORENSICS ANALYSIS RELATED WITH
THE BOSTON BOMBS

by Javier Nieto Arevalo

We live in an era where the signature-based Antivirus has less
sense if we want to fight against hackers who are creating
customized malware only for their targets. This malware is
commonly known as Advanced Permanent Threat (APT) and

it's really interesting to research where the host was infected,
the connections back to the Command and Control server to
get the instructions and evaluate the damage of the malware.
Sometimes it is easier to detect infected hosts in the networks if
we analyze the network traffic than using an Antivirus running
on the host.

What you will learn:

+ Sites in your network where you
can get traffic captures.

» Useful tools to aid in getting/ana-
lyzing traffic captures.

* How to use Virustotal, Wireshark
and NetwokMiner in a real inci-
dent.

* How to detect attacks and more
details from a pcap file with an IDS
system.

* How to get information about how
malware works.

* How to detect exploits and mal-
ware in an incident handle.

* How to create a map report with
connections established in the
capture data.

What you should know:

* Get familiarized with the network
devices.

* Get familiarized with the Internet
Protocols and modern malware.

Antivirus manufacturers. For this reason, there are some new technol-

ogies like Sandboxes where you can run the suspicious files in order
to study their behaviour. For example, the sandboxes Cuckoo or Anubis get
a traffic capture to help us achieve this goal to fight malware. Also, some IDS
like Snort, gets traffic captures in a pcap format to obtain the evidence about
a certain attack.

Q s you know, the modern malware or APTs are winning the match to the

For all this, it's really important that the Security IT Department has a high
knowledge about how to get and how to analyze the traffic that is crossing
into their networks.

In this post I'm going to talk about how, where, with and which tools we can
use to get and analyze the traffic network. Then, I'm going to show you a real
network forensic analysis where hackers take advantage of popular news like
the Boston Marathon incidents.

HOW TO GET TRAFFIC CAPUTERS

TOOLS AVAILABLE

There are a lot of tools to get traffic captures: Wireshark, Tshark, Tcpdump,
NetworkMiner, Cain and Abel, Xplico, Capsa, ngrep... In this article we are go-
ing to focus on tools commonly used to achieve this goal: Wireshark, Tshark

and NetworkMiner.
© &



Wireshark (before known as Ethereal) and Tshark are a really popular network protocol analyzer. Both
of them are the same tool. The first one has a graphical user interface (GUI) and the second one has a
command line interface (CLI).

The main reasons to work with these tools are:

Both of them are Open Source with GPL license.

Available in all platforms (Windows, Linux, MAC...).

Both take traffic captures in live and offline mode.

They can understand the maijority of Internet Protocols (TCP, DNS, FTP, TFTP, HTP...).

They have advanced filters and searches, TCP Follow Stream, Flow Graph, Maps reports, etc...
There are a lot of tutorials in the Internet.

CAPUTRE DATA ON THE MACHINE YOU ARE INTERESTED IN
There are several methods to capture traffic from your network. In this article, I'm going to talk about
which are most commonly used.

If you only need to capture the network traffic to/from a specific host, you can just install Wireshark
on that host (computer) and start to sniff. It's really easy to use but the traffic exchanged between other
hosts of the network will be unavailable (except broadcast traffic).

This type of capture could be helpful when you suspect there is a problem in your network involving the
host you are testing or when you just want to analyze the traffic exchanged from that host on the network.
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Figure 1. Network scheme of a simple capture
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CAPUTRE DATA USING A PORT MIRROR

Some Ethernet switches have a monitor mode. A monitor mode is the capability of the switch to use as
a single port to merge the traffic of all other ports: that is, the port acts like a hub. If this monitor port is
connected to the host when running the sniffer, all the network traffic (crossing that switch) will be cap-
tured. It's sometimes named ‘port mirroring’, ‘port monitoring’, ‘Roving Analysis’ (3Com), or ‘Switched
Port Analyzer’ or ‘SPAN’ (Cisco). Using the switch management, you can select both the monitoring port
and assign a specific port you wish to monitor.

e
WIRESHARK

Figure 2. Port Mirror examples on a switch

Some switch models could allow the mirroring of just one port instead of all ports: in this case it’s really
interesting, the mirroring of the port reserved to the router/firewall (which connects the internal network
to the Internet).

e,

: -
Mirror Port Uo7NG LS Router

Monitoring PC

/.
WIRESHARK

Figure 3. Port mirror of the port reserved to the router
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Mirroring the port used by the router/firewall, the switch will duplicate the incoming/outgoing traffic of
our network to the Internet and send it to a host where it is running a sniffer or an IDS like Snort or Suri-
cata in order to get security events. If you are interested in installing an IDS, you should read the tutorial
from the original IDS website before installing it.

It's also possible to lose some traffic if we are sniffing a high traffic network...

This type of capture is easy to use if such a switch is available; we just need to read the switch manu-
facturer documentation to get the instructions.

HOW TO WORK WITH WIRESHARK AND TSHARK
The goal of this article is not to train you on how to use Wireshark or Tshark. This is only a brief introduc-
tion but | think it could be interesting to show you some examples that will help you to start with these tools.

I commented that when we want to capture traffic to research some problems in our network or we want
to do some tests, we can capture data on the machine we are interested in by using Wireshark. This is
really easy to do by installing the sniffer software in this machine. We can see “in live” the traffic capture.
In these kinds of captures, it's common to capture all traffic in a certain network card and then, working
with filters.

Capture
Capture Interface Link-layer header Prom, Mode Snaplen [B] Buffer [ME]
= Conexiones de red inalambricas
™ TRt Ethernet enabled  default z
[[] Conexidn de area local Ethernet enabled default z

m

[7] Capture on all interfaces

W Use promiscuous mode on all interfaces

Capture Filker:

Figure 4. Default captures traffic in the Wireless interface

Fle Edt Wew Gn Caphure Analyre  Statikies  Telephony  Tonks  Infernale  Help

e dNs B2 A+ TR BB Al @ERX B

Fiter: | http.content type - | Cxpression...  Clear Save
Ha. Time Source Dstination Protocal  Length  Info
117 34. 8250220174 . 137.42. 75 162 .168.1.35 HTTP ADR HTTR/1.1 200 ok (rext himl)
126 36.2412900192,168.1.35 77.234.43.82 HTTP 602 POST /P/OTFFOZUWNZATMOZFOSOXMDY SLUEYREQTQZAFQT JCMZAZMENE |
127 36, 2442030174.1%.41.14 192.16H.1.35 HTTP A5Y HTTR/L.1 200 oK (GIFSYa)
130 35.3245060 77.234_43 .82 162 168.1.35 HI TR 251 HIir/1. 1 200 ok Capplicationdoctet-stream)
Frame 130: 251 bytes on wire (2008 birsh, 251 bytes captured (2008 birs) on interface 0

v Ethernet II, Src: Comtrend 4c:19:a5 (00:1d:20:4c:19:a5), Dst: Intel_6Ga:bd:aa (00:0e:35:6a:bd:aa)
b Internet Protocol version 4, Src: //7.234.43.82 (/7.234.43.582), Dst: 192.168.1.35 (192.168.1.35%)
» Transmission control pProtocol, src port: hrtp (80), pst Port: conferenceralk (1713), seq: 1, ack: 549, Len: 197
4 [Hypertext Transfer protocol
HITP/L.1 200 OkNFN\N
content-i1ype: application/octet-streamyrin
Content-Length: &4n
ot Cookie: userid-1a70d26a<03ctcdcc6300580622580de;Max - Aqe=504576000; Path=-"/";Domain=-ui. tt.avast. com; version-1yriyn
n
[HTTP response 1,1]
[Time since request: 0.083406000 seconds]
[Request in frama: 1.6]
media Type

Figure 5. Filter in a live network capture

When we want to capture traffic using a Port Mirror, we won'’t see the data capture “in live” mode.
The sniffer is going to deal with a great amount of data because we will analyze all the traffic of the net-
work. For this reason, it's common to use Tshark in CLI mode on a Linux Machine instead of Wireshark.
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We are going to capture only the protocols, subnets or hosts we are interested in and save the capture
data in a pcap format. For example we will save the captures automatically in 64Mb files to work easily
with them. Why do we need to break up the capture data file in 64Mb? In the next part of the article, we
are going to see how Virustotal could help us with the traffic capture because they can analyze it. They
accept a maximum size of 64Mb. With the commands below, Tshark saves all traffic on the interface
ethO, it switches to a new file every 64Mb and it stops capturing after 20 files:

$ tshark -i eth0 -b filesize:65536 -a files:20 -w mf3.pcap

| don’t talk much more about the filters because there is a lot of information on the internet about how
to sniffer only an IP, network or protocol with Wireshark (http://www.wireshark.org/docs/dfref/) or Thsark
(http://www.wireshark.org/docs/man-pages/tshark.html).

A REAL NETWORK FORENSICS EXAMPLE

In order to explain the different techniques when we want to analyze a data capture (pcap file), I'm go-
ing to show you a real traffic capture and we are going to analyze it. This pcap was sent to me as a real
incident | handled and contains the traffic generated by only one suspicious computer. This pcap file was
captured sniffing with Tshark in a Port Mirror of the reserved port of the firewall.

INSPECT THE PCAP FILE WITH VIRUSTOTAL
22 April 2013 Virustotal began to analyze pcap files. The news was published on their blog. (http:/blog.
virustotal.com/2013/04/virustotal-pcap-analyzer.html).

The new service helps us because we can get a lot of information from the Virustotal system and it's
free. Also, Virustotal offers an API in order to develop our own program to work with them. The APl is free
but it mustn’t be used in commercial products or services.

Now, we are going to see how to Virustotal will give us a lot of valuable information about our traffic
captures. In my opinion, although Virustotal is a great service, it's totally necessary to analyze the pcap
file with Wireshark or another packet analyzer.

You can see clicking on the link below the analysis of our pcap file by Virustotal: https:/www.virustotal.
com/file/f67b8c98bba320a2895962107f0c5e794d3eb85f8a09bb321787634cb12f8c9a/analysis/.

Ok, let’s go. After uploading the pcap file to www.virustotal.com we can see that three files have been
downloaded and the website detects them as Malware. Also we can see that there are 15 alerts from
Snort IDS and 30 alerts from Suricata IDS.

SHAZ56 MBThEceehha320a289596 21 07M0c5eT94d30h85r8a00bkh 321 TATE340h 218093 ¢
Nombra: captura.peap -

Detecciones: 3r47 " O @ 0

Frcha e

P 2013 06 1018:20:42 UTC (hace 2 meses, 1 semana )
analisis

= ANl

Isie &, Flle detail @ Informacidn adicional & Comentanos L\votos

Intrusion Detaction System Hasultado

Snort 15 alerts

Suricald 30 alerls

Antharug Resuftado Actnalizaclon
Agnitum L] 201 20609
AhnLab V3 L] 20120610
Antivir -] 20130610

Figure 6. First details from Virustotal
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If we go to “File detail” section, Virustotal will help us to locate what websites have been visited in the
traffic capture. See Figure 7 below.

WGHTTP requests

[+] GET hitpitwwniegoogle. esi

[+] GET hitpefiveeni google esicsi?v=38s=webhp&action=58e=17 25939523 4000116, 4001569 4001947 4001959 400285,
[+] GET hitpitwonnigoogle esis?hl=eségs_rm=9&ngs_ri=psy-abiop=1E&gs_id=5E&xhr=t&n=h&es_nre=true&pi=pioutput=...
[+] GET hitpoitwanagoogle . esficompletersearch?client=hpéhl=es&os_rm=9&0s_ri=psy-abh&ocp=180s_id=9&xhr=t&ng=hE. .
[+] GET hitpeitwanan goodle. esthlank html

[+] GET hitpitvwanssegoogle esis?hl=es&gs_rn=9&gs_ri=psyv-abiop=28&0s_id=7&xhr=t&g=holes_nre=true&p=p&output...
[+] GET hitpitanni google esicompletelsearch?client=hp&hl=es&gs_rn=9&gs_ri=psy-ab&op=2&gs_id=7 Exhr=t&g=ho. .

Figure 7. Some URLs visited in the incident handle

We can see several searches on Google. The majority of them are searches related with the Boston

Marathon. You noticed this traffic capture was taken days before the Boston Marathon explosion. See
Figure 8 below.

[+] GET http: e google esfe?hl=esiys m=98gs rimpsy-ablop=7 &gs id=rmiuxhr=t o=|aii

g76208es nrs=truedpf=p.
[+] GET http: e google es/complete/search?client=hp&hl=esfgs m=2%gs rimpsy-ablop=7 &gs_id=mixh=tg=hbo. .
[+] GET http:ffwewnne google. es/s?hi=estgs_m=98gs_ri=psy-ablop=8&gs_id=paxhr=t&.q={

i 0mées_nrs=truedpf=..
[+] GET http:feveee google. es/complete/search?client=hp&hl=esfgs_rm=9%&gs_ri=psy-ablcp=8&gs_id=pixhr=tdg=ba...
[+] GET hitp:/fwewnne google. esfs?hi=estgs_m=98gs_ri=psy-ablop=Dgs_id=sfxhr=t =My o?0mates_nrs=truedpf...

[+] GET http:fevicee google esfcomplete/search?client=hp&hl=esfgs m=28gs rispsy-ablop=DLgs_id=sixhr=tlg=bao.
[+] GET http:ffwwne google. esfimagesigrey_pins2. png

[+] GET http:#news. google. es/news/tbnBRCCvAelullB jpg

[+] GET http:fwvicee google. esf/s?hl=esigs_m=S&gs_r=psy-abfop=108gs_id=vixhr=t o= |Qa ey

Go20mardes_nre=trued. ..

[+] GET http:fevree google es/completel/search?client=hp&hl=es s m=28&gs riepsy-ablop=108gs id=vixhr=tig=h. .

[+] GET http:#ssl gstatic comduisd/menufcheckmark2 png

[+] GET http:ffwwne google. esimapsitidata=AyaEWEeob WIPLDY ol ofy o uS w55 007 Ag, SauizAsII 0k Qo uF HA8W e .
[+] GET http:fevree google.esfs?hlmeségs_m=98gs_ri=psy-abdcp=118gs_id=y&xhr=t &o=elly o 20marades_nrs=true...

[+] GET http:fevicee google. es/complete/search?client=hp&hl=esfgs m=9%&gs ri=psy-ablop=118&gs_id=ya&xhr=t&g=h. .
[+] GET http:feviree google esfxjs/ fs/shwtalt=jiver=_nTMO-1j5A en_ US farm=And=0/s=1/rs=ARRSTPIG SN,

[+] GET http: e google esfesi®=34s=weblaction=Eei=SgSIZb2Nemkh Ofe0IHIBO &e=17 259 35523 4000116 400156,
[+] GET http:ffwwnne google es/s?hi=estgs_m=98gs_ri=psy-ablop=1480s_id=14&xhr=t &o={

iy o Z20maratonées_nrs=...
[+] GET http:Aevnee google. es/complete/search?client=hp&hl=es&gs_rm=9%gs_ri=psy-abicp=148gs_id=148xh=t&eg=. ..

[+] GET http:fwvnee google. esfmapsit/data=0kD0 |1 oleMyd ZUBE-W2ENIZUucg THNF gplmd SauizAs91OknvQocuF HABWW ST Wik,
[+] GET http:fwveee google esfgen 2047 atyp=ifct=Iu_featurermap&cad=14028ei=9g3U b2 NemhOfe0IHIBO &z x=1366274.
[+] GET http:fvvwree google esfgen 204 7atyp=idct=14cad=1&sgi=3 &=

800= Yo20maratonfgs |

Figure 8. Websites visited during the live capture

Also, some videos have been seen about the Boston Marathon explosion. See Figure 9, 10 and 11.
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[+] GET http:41188.2.164. 112/ akgdagy htrml

[+] GET hitp: /e JENMIE, cor/ermbedHAMuSghgeho
[+] GET hittp: e [T, cormiermbed/RIHnpHZpF cw
[+] GET hitp: o
[+] GET http:iheathawkheaters. com/fhair html

T com/embed/V oolDyT4-Zs

[+] GET http:#ferl geotrust. comferls/secureca. crl

[+] GET hittp: e [N, c orméermbed/ U7 rOBwUCE

Figure 9. Some videos watched on YouTube

Figure 11. Screenshot of YouTube video

After that, Virustotal gives us the best information, the files that have been downloaded and have been
recognized by the majority of Antivirus. We can see the following links in bold. See Figure 12 below.



[+] GET http:/heathawkheaters.comizi.jar
[+] GET hittp:‘heathawkheaters.comiz 1 jar
[+] GET hitp:theathawkheaters comf 3 html

[+] GET hitp:/kolasoegrunewhos3.exe

Figure 12. Malicious files
If we expand the URL we will get information about the requested files.

See Figure13 below

[+] GET httpiiheathawkheaters. comizl jar

Request datetime 2013-0418 10:34:38 534826

Request user-agernt Mozillard.0 Qindowes P 517 Javal 5.0_21
Cortacted host 216172186 .132:80

Server response code 200

Response content file name wzl.jar

Response cortent file type Zip archive data, at least w1.0 to extract

Figure 13. First information about the suspicious file

If we click on the sha 256 checksum, the website redirects us to other Virustotal page where it will give
us the security details of the file. In the information in the picture below, we can see the first two down-
loads (vz1.jar) are an exploit. This exploit takes advantage of the CVE-2012-1723 (http://cve.mitre.org/
cgi-bin/cvename.cgi?name=CVE-2012-1723). It's an unspecified vulnerability in the Java Runtime Envi-
ronment that allows the remote attackers to affect confidentiality, integrity, and availability via unknown
vectors related to Hotspot.

B total

SHAZSE: ObfSedfd? 107 c1 0051246311 9490c0bd1 443920501 27hbES00d1faa05555dh b
Murnbire wzl jur -
@6©0

Deteccinnes: 19147 2 e
'E‘Eﬂ.a.dc 2013-06-11 04:05:18 UTC (hace 2 megas )
andlisis.

= Analisis 2 Relalivnships O Infurrricion sdiciom o Cumenlanios 1vulos

AnthArug: Ragulado Actuallzaciin

Agnilum -] 20130611

AhnLab V3 JRCwe 20121722 20120810

Antivir FHPilava HLPA 1667 201 3NG4

Anliy-#L o 201320610

Avast JavaMahware-gen [T 2013061

A Exeploil Java_v G 201320611

Figure 14. Antivirus detects the vz1.jar file as exploit

The last file (newbos3.exe) is detected by the majority of the Antivirus as Trojan Malware. See Figure
15 below.
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a g azine
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&8 Informacion de comporamianto

Antrans Resultado Actualizacion

Agnitum v ] 20130A11

AnnLab-wa Trojaniwin2a.Foreign 20130810

At BOEHeNhos.JH.U 20130811

AL ] 20120810

Ayast Win3 Znptik- LY [Tr) 201320611

Figure 15. The newbos3.exe file is detected as malware

Currently, we have an idea of what is happening in this incident. We are still working on it and in the
last part of the article; we will show you the conclusion.

Another function Virustotal gives us is the information about the DNS requests in the pcap file. In the
Figure 16 below, we can see some of them.

@ DNS requests
ASPMX.L.GOOGLE.COM
173.194.66.27

dcigroup.ae
panasonic.aero
128.165.53.195.in-addr.arpa

avivagroup.com.at

Show all

Figure 16. Some DNS requested in the incident

Other really valuable information Virustotal offers us, is to send to their IDS system, Snort and Suricata
the pcap file in order to search security events like attacks, exploits, vulnerabilities... etc. If you do not
have this system, it could help you a lot. These IDS are really useful because they have thousands of
signatures, which recognize every security event, and they are free. Also, if you install these systems in
“live mode” sniffing in a “port span” or “port mirror”, they will collect the evidences of the security attacks
in a pcap file... In Figure17 and Figure 18 below, we can see the Snort and Suricata events.



A Snort alerts

Conzacutive TCP small segments excesding threshold (Potentially Bad Traffic)

thttp_inzpect’) SIMPLE REQUEST (Unbkrown Traffic)

FILE-EXECUTABLE Portable Executable binary file magic detected (Potential Corporate Privacy ‘dolation)
BAD-TRAFFIC TG Firewall Cliert long host entry exploit attempt (Atempted Uszer Privilege Gain)
SERWER-hAAIL SMTP relaying denied (fvise activity)

(zpp_sdf) SDF Combination Aert (Sensitive Data was TrAnsmitted Across the Network)
tlaLARE-OTHER Double HTTP Server declared (A Metwork Trojan was Detected)

SEMEITIVE DATA Bmail Addresses (Sensitive Data was Transmitted Across the Metwork)
(http_inzpact) HTTP RESPONSE GZIP ODECOMPRES 510K FAILED (Unknown Traffic])
EXPLOIT-KIT Redkit exploit kit java exploit request (4 Hetwork Trojan was Detected)

EXPLOIT-KIT Redkit exploit kit payload requested (4 Metwork Trojan was Detected)

EXPLOIT-KIT Redkit exploit kit abfuzcated portable execotable (4 Metwor: Trojan was Detected)
SERWER-WWEBAPP login htm aceess (Pocess to 3 Potentially Wlnerable ek Application)
ihttp_inspect) UMENDWN METHOD {Unknown Traffic)

OHS SPO0OF quary nesponze with TTL of 1 min. and no autharity (Potentially Bad Traffic)

conkazl

Figure 17. Snort IDS alerts

A Suricats alerts

ET CURREMNT_EWENTS Suspicious double HTTP Header possible botnet CnC (A Metwaork Trojan was Detected)
ET CURREWT_EWENTS M2/ Zhot ‘driant Fake b3 IEG.0 LA GA Hetwork Trojan was Detacted)

ET INFO J&4 - Java Archive Download By “lnerable Client (4 Metwor Trojan was Detected)

ET SWTP Abuszeat.org Block hdeszage (Hot Suzpicious Traffic)

ET SCAN Unusually Fast 400 Bmor hessages (Bad Request), Possible Mfeb Application Scan (Atempted Information Leak)
ET CURRENT_EwENTS Redkit Jar Naming Pattemn hdarch 03 2013 (& Network Trojan was Detected)

ET TROJAM Win32iKelihos . F Checkin 8 (A Metwork Trojan was Detected)

ET TROJAN Win32/Kelihos F Checkin & (A Network Trojan was Detected)

ET POLICY Reserwed Intemal |P Traffic (Potentially Bad Traffic)

ET CURREMT_EWENTS Redkit - Potential Payload Requested - £2Digit.htm| (Potentially Bad Traffic)

ET POLICY exe download wig HTTP - Informational (Potential Corporate Privacy olation)

GPL SMTF SMITP relaying denied (vizc activity)

ET INFO Esecutable Retriewed ith binimal HTTP Headers - Potertial Second Stage Download (Potentially Bad Traffic)
ET POLICY Java Ud Lib User Agent (&tempted Information Leak)

ET POLICY Inbound Frequent Emails - Pozsible Spambot Inbound (i activity)

ET POLICY exe downlead withowt Wzer Agent (Potential Corporate Privacy “dolation)

ET POLICY Poszible Spambot Host OMS b Query High Count (Potentially Bad Traffic)

ET OM% Standard query response, Name Bmor (Mot Suspicious Traffic)

ET USER_AGENTS Intemet Explorer f in use - Significant Security Rizk (Potential Corporate Privacy “Wolation)
ET INFO EXE Download Wiith Contert Type Specified fe Bmpty (4 Network Trojan was Detected)

ET POLICY PE EXE or OLL Windows file download (Potential Corporate Privacy ‘Jolation)

ET POLICY Java JAR file download (Mot Suspicious Traffic)

ET TROJAM “AlProtect Packed Binary Inbound via HTTP - Likely Hostile (&% Network Trojan was Detected)

ET POLICY Outdated Windows Flash “ersion |E (Potential Corporate Privacy “olation)

ET TROJAN StormAlfaledac 3.0 Checkin 1 (A Metwork Trojan was Detected)

ET POLICY %inerable Jawa wirzion 1.6.x Detected (Potentially Bad Traffic)

ET POLICY Outbound hduttiple Mon-SWTP Server Emails (viisc activity)

ET POLICY Java JAR Download Atempt (Potentially Bad Traffic)

ET POLICY Binary Download Smallerthan 1 WB Likely Hostile (Potential Corporate Privacy “olation)

ETPRO TROJAM Common Downloader Header Pattem UHCa (Potentially Bad Traffic)

Gonkac

Figure 18. Suricata IDS alerts

We can see the next interesting events from both, Suricata and Snort alerts.
ET POLICY Java JAR Download Attempt (Potentially Bad Traffic)
ET POLICY Vulnerable Java Version 1.6.x Detected (Potentially Bad Traffic)

EXPLOIT-KIT Redkit exploit kit java exploit request (A Network Trojan was Detected)

ET INFO EXE Download With Content Type Specified As Empty (A Network Trojan was Detected)

www.eForensicsMag.com @ \»)
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EXPLOIT-KIT Redkit exploit kit obfuscated portable executable (A Network Trojan was Detected)
ET CURRENT_EVENTS W32/Zbot.Variant Fake MSIE 6.0 UA (A Network Trojan was Detected)
ET POLICY Possible Spambot Host DNS MX Query High Count (Potentially Bad Traffic)

ET SMTP Abuseat.org Block Message (Not Suspicious Traffic)

ET CURRENT_EVENTS Suspicious double HTTP Header possible botnet CnC (A Network Trojan was
Detected)

ET SCAN Unusually Fast 400 Error Messages (Bad Request), Possible Web Application Scan (At-
tempted Information Leak)

It's totally necessary to review all the information with Wireshark, but in order to not extend a lot this
article; we are going to trust Virustotal. At this moment, we can say that our host in our network has been
searching on Google news about the Boston Marathon bombs and it visited a website (http:/heath-
awkheaters.com/vz1.jar) where there was an exploit which takes advantage of the CVE-2012-1723 vul-
nerability. Just the host was exploited, a Trojan horse was downloaded from another website and maybe
installed on the host. (http:/kolasoeg.ru/newbos3.exe). This type of attack is knows as Drive by Download
Attack. (http.//en.wikipedia.org/wiki/Drive-by_download).

Remember we have just seen some IDS events talking about Spam and a possible Botnet Command
and Control connections. We are going to inspect these events with Wireshark in the next part of the article.

Remember we saw the events below on the IDS alerts:
ET POLICY Possible Spambot Host DNS MX Query High Count (Potentially Bad Traffic)
ET SMTP Abuseat.org Block Message (Not Suspicious Traffic)
INSPECT THE PCAP FILE WITH WIRESHARK
:Qfg;i;:ﬁeocrt]i.on we are going to inspect the pcap file searching connections that Virustotal didn’t provide

Ok, let’s go.

First of all, we need to load the pcap file on Wireshark. Then, if we use a SMTP filter, we can see sev-
eral SMTP connections.

File Edit Wiew Go Capture Analvze Statistics Telephony Tools  Internals  Help

0@ 48 { BERAZS AT LR | EE QB EMEB X O

Filter: | smtp | Expression... Clear Save

Mo, Time Source Destination Protocol  (Length Info
25926 74. 6670910 A5.55.37. 88 152.168.78.152 SMTF 297 & 220 COLO-MCZ-F7.Cold. hotm
3335 TB.THOF3ZI0173.1594.67.26 152.168.78.132 SMTP 106 5: 220 mx.google.com ESMTP h
3342 7B E123200 8. 87.26.147 152.168.78.132 SMTP 214 5: 554 dmtaZg.westchester.pa
3344 TE.BL5723068,87.26.147 1%2.168.78.132 SMTP 214 5: 554 imtals.westchester.pa
3347 TB.B210580173.15%4.67.26 162.168.78.132 SMTP 105 S: 220 mx.google.com ESMTP j:
3348 7B.83204701%2.168. 78132 173.154.67. 26 SMTPR 115 <: HELO 128. red-NEE . -
3368 TB,BO71l650173.15%4.67. 26 192.168.78.132 SMTP 89 5: 250 mx.google.com at your
3381 7B.B89046201592.168.78.132 173.1594.67.26 SMTP 115 <: HELe 128, red- - -
3421 7B.9257600173.1594.67.26 162.168.78.132 SMTP 89 5: 250 mx.google.com at your
3432 78.94124401%92.168.78.132 173.1594.67.26 SMTP 79 C: MAIL FROM:<edp@mail.kzs
3468 78,9764 060 173,154, 67. 26 152,168, 78.132 SMTPR G5 5: 250 2.1.0 0K hiZsi3348010
3476 TB.O9852210 58,136, 216. 25 152.168.78.132 SMTP 117 5: 220 mtallss.mail.gol.yaho
3479 TB.OE70240 98,136, 216. 25 152.168.78.132 SMTP 117 5: 220 mtall36.mail.ggl. yaho
3484 7B.994238066.1596.118. 33 152.168.78.132 SMTP 117 5: 220 mtalos3.mail.bfl. yaho
3500 ?9.025?410 1598, 203. 1?4 9 192.168.?8 132 SMTR 82 5: 554 maill.corpmailswvcs.col

8260 173.1594. 26 192.168.78.132 SMTF 8% [TCP Retransmission] S: 250

Figure 19. SMTP filter in order to search mail delivering
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It's seems impossible that a simple user, can send so many emails in so little time. Maybe the computer
is sending Spam with the lack of user knowledge.

Some SMTP servers respond to the sender that they are denying the connections with their email serv-
ers because the sender is delivering SPAM or the sender is included in a blacklist for the same reason.

We can see if some SMTP refused the emails with this command:

“smtp contains spam”

smikp conkains spam ~ | Expression... Clear Save

Saurce Destination “ Protocol  Length  Info

11925

.B377670 635. 55, :?.88
E

: 550 1 “ 1n zen. 4pamhau* org i Access Denicd)
550 "JunkMail rejected - i
554 5.7.1 The message from (<freddy.dardenne@stroudenginee

220 payQ- mr:L F33 Bayo hotmaﬂ com Send'mg unsn'hr-'lted comm

022 84.4169570 67. 210. 98. 220 '192.'
109 84. 7734010 206.188.195. 64 192,
QldlB?D h5.54.188 ?2 162

i 15
661 90,898648065.54.185.126 192.168.78.132 SMTP
676G 90,.9951450 65, 54.188.126 192.1608.78.132 SMTP
812 01. 0286800 84.136.52.37 102.168.78.132 SMTP
935 93.0651000 206,188.198.64 192.168,78.132 sMiP

220 BAYQ-MC4 - F36 Bayo hotmail.com Sencl‘ing unsolicited comm
220 BATO-MC4-Fl4.Bay0. ho e er——re

550 1r I | zon. spamhaus org Mc:ess Denied
554 5.7.1 The message fr

Figure 20. SMTP connections denied

If we see the payload of some connections, we can see that Mircrosoft is rejecting these emails be-
cause they have the knowledge that these mails are Spam. See Figure 21 below.

computer network is prohibited. other restrictions are found at http://privacy. microsoft. com/an-us anti-spam. mspx.

'osoft’s computer network is prohibited. other restrictions are found at http://privacy.microsoft. comsen-us/anti-spa

Figure 21. Payload with details of connections refused

We saw next Snort Event “ET SMTP Abuseat.org Block Message (Not Suspicious Traffic)” This event
means some SMTP servers have rejected the email because the sender IP is blacklisted. Also, the pay-
load contains a link that redirects us to http://cbl.abuseat.org and it will give us more information about
the problem. We can use a similar filter in order to search these events in the capture data file on Wire-
shark with the command below:

“smtp contains Abuseat”

Filker: | smtp contains abuseat ~ | Expression.,, Clear £ Save
o, Time Source Destination Protocod  Length  /Info
G128 841.0500670 66.80.60.20 102.168. 78,132 SMTP 226 5: SO mpatel@magapathdsl.net your host [N

[, 736 hyres caprured C1RSR hirs) nn inrarface 0

|56:ed:59:1e), Dst: vmware_e0:7l:ch (00:0c:2%9:e0:71:ch)

lo.z20 (66.80.60.20), Dst: 192.168.78.122 (102.168.73.122)

smtp (25), Dst Port: facilitywiew (1561), Seqg: 223, ack: 142, Len: 182

|lur host [—128]"15 blacklisted by chl.abuseat.org. Blocked - see http://chl.abuseat.org/]ookup. cq"l?ir.l

Figure 22. Connection details from abuseat.org

We are going to continue looking for more SMPT packets to get more information... But it seems clear
that the goal of the attack is to send Spam and it was successful.

Now, we want to know the body of the Spam which has been sent.
One of the best options of Wireshark is the “Follow TCP” option. It is very helpful to see the payload

with TCP stream in the way that the application layer sees it. With this option we can see the body of the
Spam that our network user is delivering.
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You can use this option by right clicking on a line selecting “Follow TCP Stream”. See Figure 23.

TCP RETransmission)

Mark Packet (toggle)

SMTP 163 5@ 220 mtald.srv.hawlny. cv.l L ! g
SMTP 93 C: MAIL FROM:<jerkins@maill Ineke PackstLongle)

SMTR 214 S: 554 imtaz3. Fiestapag - et Time Reference (toggle) ]
SMTR 121 5: 220 m‘ta1012 "r'og maﬂ bf1 -:'3; Time Shift...

i Packet Comment... I

Manually Resolve Address

Apply as Filker 4 1
Prepare a Filker 4 I
= - = Conversation Filker HE
ytes captured (712 bits) on interface O "

Colorize C Jul
d:59:1el, Dst: vmware_el:7l:ch (00:0cC:29: D?Ee pht

26 (173.194.67.267, Dst: 152.168.78.132
(257, Dst POrt: peport (14487, seq: 52,

Copy »
Lmber
ence number)] Prokocol Preferences 4
number) 3% Decode As...
=, Print...

Show Packet in Mew Window

Figure 23. Follow TCP Stream option

And then, we can see the body of the Spam. Have an eye to Figure 21 and Figure 22.

. [0
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354 o ahead 1si171l07240wliv.66 - gsmtp
received: from unknown (HELO wZ7rral) (R 153] )
Loy 128, red W . customer. static. cogg. (R +ith CSMTR; Thu, 18 Apr
2013 10:38:23 +0100
Message-ID: <002701lce3c0rfadcBOL3089ad6a2cl@hanz0785663balw7rrals
From: “Lucy vates” =zjenkins@maill.stofanet.dk>
|To: <jmlee3258gmail. com:
|Subject: New sub Penny Alert Coming Soon
Date; Thu, 18 Apr 2013 10:30:12 +0100
MIME-version: 1.0
Content-Type: text/p'lam:
. format=fowed
. charset="4s0-i 8859—2";
.r'emy—t\;pe:clr‘lqma'l
cnntent-Transfer-Fncnding: 7hit
®-Priority: 3
*-m=mail-rriority: mormal
%-Mailar: Microsaft outlonk Express 6.00.2R800.1106
3-MimcOLE: Produced By Microsoft MimeoLE vé. 00. 2800.1106

welcome announcement tor P W E I watchers. Buy thousands of P W E I
|stock offered at the morning, since it's still bargained. Then see the
|pps spike to 35 cents - or maybe hit a 1! Prepare to make a fortune on
IP_w_E I starting Thursday. Apr 1B.

1250 2.0.0 0K 136062/4113 jlsi/107240wiv.00 - gsmtp
QuIT
1221 2.0.0 closing connection jlsi7107240wiv.66 - gsmtp

|Entire corversation {1392 bytes) ~
[ end J[ savess [ pit O ascn O EBCDIC O Hex Dump O € Arrays ® Raw
Help [ Fiker Ouk This Stream ] [ Cose

Figure 24. TCP Stream details

|welcome announcement for P_wW_E I watchers. Buy thousands of P_w_E I
[stock offered at the morning, since it's still bargained. Then see the
ipps spike to 55 cents - or maybe hit a 1! Prepare to make a fortune on
[P_W_E I starting Thursday, apr 18,

Figure 25. Body of the mail delivered

As you can see, this option is really interesting.
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Also, we have a suspicion that our computer is included as node in a Botnet.

Remember we saw the event below in the IDS alerts:

ET CURRENT EVENTS Suspicious double HTTP Header possible botnet CnC (A Network Trojan was Detected)

At the bottom of the traffic capture we can see a lot of requests like that: “GET /PXFAHN”

Filter: | http
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Figure 26. Connections suspicious to some possible C&C servers

Clear

SPHFAHM
SPREFAHM
S PHEAHN
SPRFAHM
SPREAHM
SPHFAHM
SPREFAHM
SPHEAHN
SPRFAHM
SPREAHM
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SPRFAHM
SPEEAHN
SPRFAHM
SPRFAHM
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SPRFAHM
SPREAHM
SPRFAHM

Save

HTTR/1.
HTTR/1.
HTTP1.
HTTR/1.
HTTR/1.
HTTR/1.
HTTR/1.
HTTP/1.
HTTR/1.
HTTR/1.
HTTR/1.
HTTR/1.
HTTP/1.
HTTR/1.
HTTR/1.
HTTR1.
HTTR/1.
HTTR/1.
HTTR/1.

R I S S =

It seems the host infected currently is a “Zombie” in a Botnet. The computer is connecting to sever-
al web servers using the IP addresses instead of the domain name and always to the same URL path
(PXFHN). In the traffic capture we can’t detect anything about the payload of the Command and Control
connections... The nodes of the Command and Control servers could be down.

Accept :
Accept
Accept

Accept:

Stream Content
GFT /PXFAHN HTTR/1.1
User-Agent: Mozillas5.0 (windows;
Firefoxs3.6.17

W S

u

w/u

w

GFT /PXFAHN HTTR/1.1
User-Agent: Mozillas5.0 (windows;
Firefox/3.6

W

<17

GFT /PXFAHN HTTE/1.1
User-Agent: Mozilla/s5.0 (windows;
Firefox/3.6.17

GFT /PXFAHN HTTR/1.1
uUser—Agent: Mozillas5.0 (windows;
Firefox/3.6.17

Entire conversation (692 bytes)

[ End

I

savess | pint

Help

Accept -Encoding: gzip, deflate

accept -Cncoding: gzip, deflate

accept-Encoding: gzip, deflate

accept-Encoding: gzip, deflate

u:

wWindows

U; windows

u:
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U; windows

| © ascn

NT
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() EBCDIC
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L B
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i i
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C‘. He:e Dump
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@ Raw

Close

Figure 27. Follow TCP stream details about possible C&C server connection
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HOW TO CREATE A MAP REPORTS WITH WIRESHARK
Sometimes, it’s really interesting to know how to create a report drawing the connections in an incident
handling on a map. Wireshark offers us this option.

Now, I'm going to show you how to configure this option.

 First of all you need to download the GeolP databases: GeolLite City, Country, and ASNum from the
lik below: http:/geolite.maxmind.com/download/geoip/database/ (free download)

* You need to put all of the databases in the same directory. You must tell Wireshark where the data-
bases are. You need to go to Edit -> Preferences -> Name Resolution and select GeolP database
directories. See Figure 28 below.

i GeolP Database Paths - Profile: Default e — : =HECIE| X

path

C\Users\sclemens\Downloads

Figure 28. GeolP Databae Paths

* Restart Wireshark.

» Load the pcap file again and select Statistics —> Endpoint and click on Map. In this example, | want
to show you where the spam has been sent printing the connections on a map. You notice in the pic-
ture below that I've created a SMTP filter and | have selected “Limit to display filter.”

=]
~

H Apply ][ Cancel

= —— Sy

Fier: | smtp ¥ | bxpression.., Clear Save

e Fthernet: 7 IPvdi 91 . TCP: 2A3

334 IPw4 Endpaints - Filber: smtp
334 Address 4 Packets 1 Bytes ¥ TxPackets ¥ TxBytes ¥ RxPackets ¥ RxBytes 1 Counkry 1 AS Number A ICity
336 65.55.37.66 54 47T 36 5271 18 4 206 Uriked States #55075 Microsoft Corp Redr
3381 | 192.168.76.132 1860 278412 616 125743 1264 149669 - - -
3428 | 1731946726 106 15332 70 6903 k] ©429 United States #515169 Google Inc. Mour
343 b8.87.26.147 21 4 240 20 4 28U u U Urited States #5742 Comcask Cable Commurscations, Lnc. -
146 Y, 136.216.5 4 b /it au 264U 17 4146 Uried States #53664 7 rahoo Sune
347 66.196.118..53 44 b /6 k74 ZFZ 17 4104 Uried States #526101 Yahoo! Sune
347 196, 2103.1/4.9 1 i) 1 [ u U Urited btates #51U6/9 Unitedhealthcare Plym
3484 | 167.206.4.59 4 Ybb s B/3 3 293 Uned States #9612 Cablevision Systems Lorp. Hicks
250 YH. 134714154 1A Z3m m N L 1410 [iraed Srares a=AR1N Yahont e
f5.55.92. 168 St f 704 k<] 4504 18 4700 lirited States ASANTS Microsnkt Corm Rerdr
351 A5.54. 188,176 43 A 944 7R 3IR43 15 3101 Uribed States ASANTS Microsnkt Coep Rerr Ma
351 £id.736.R4 776 n 1210 7 al 3 799 linited States 451RAR A0 Transk Data Nehanrk -
[ 171.159.137.178 q 1179 [ 79 3 3NN inided Stabes 45101784 Rank o Armesica e e
LEE 209.85.93.220 69 10110 45 6124 24 3986 Uniked States 4519029 Mews Edge Nebworks - ==
® Frdm 209.181.247.105 16 2103 10 678 [ 1425 United States 45209 NOYARTIS-DMZ-LIS Elkp ¥
® Ethe >
= Intg
vl [[] Mame resnlution Limit bn display Filker
Hes
o] T JCew ]
1o
LdenTiTication: Uxios7 (G3063)

Figure 29. Details to create map

* Then click on the map button. Now, we can see on the map the connections with the SMTP servers
by the Trojan when it was sending SPAM. See Figure 30.
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Figure 30. Map with the SMTP connections to send SPAM

INSPECT THE PCAP FILE WITH NETWORKMINER
NetworkMiner is a Network Forensic Analysis Tool for Windows. It could be run on Linux, MAC OS X or
FREEBSD but the mono’s help is necessary. (http://www.mono-project.com/Main_Page) It has fewer op-
tions than Wireshark but its GUI is really user-friendly.

| am going to load the pcap file in this software and | am going to show you some things that could help us.

In the “host” tab we can see all hosts that have been involved in the incident as you can see in Figure 31.

ENEMrI{Miner 1.5

| --- Select a network. adapter in the list -

Hosts [331] |Frames [1 0] || Filez [33] || Imagesz [3) || tMessages [82) || Credentials [3]|

Sort Hozts On: | IP Address [azcending)

Elil 4221

L-T—.Iﬁ‘ 5.106.75.42 [5.105.75.42] [wWindows)
Wl 8544

Wl 8888

EI 12102, 252,75 [aln-mailrelay. att.net]
L-T-_| 24217 2916 [mail. chartercom. com]
L-T—.I 32971100158 [e37 . couzibm.com]
EI 3870222822 [ltermail22. bighoot. net]
L-T-.I 38.113.116.194 [p.nzm.ctmaill. com)
EI 9 46119.212.23 [windows)
L-T-.I
L-T-.I
L-T-.I
L-T-.I

-8 80.62.232.103 Mwindows)]
B3.236.74. 20 [mailpro.ureach. com)
B BA.3 7115 [ fuse net] [windows)
E4.8.71.23 [mx.armstrong. spnacor. com]
EI ﬂ‘ £4.12.90.7 [mailin-01.mex. aol. com] [wfindows)
L-T-_Iﬂ!‘ B4.12.90.34 [mailin-04. re. aol. com] Pafindowsz)

" Cd A7 00 CF Temmilin T mens sl mmen 1

Figure 31. Hosts involved in the incident

In the “files” tab, we can see all files have been downloaded while the live capture was running and
where they were downloaded. See Figure 32.
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éil, Parameters (1937) | Keywords | Cleartest | Anomalies|

Qurc...
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73.1594...
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73194
73194
73194
73194
73194
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73194
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|21
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TCF 80
TCF 80
TCF 80
TCF 80
TCF 80
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TCF 80
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Destin...

192168,
192.168...
192.168...
192168
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192168
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192.168...
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HttplGet...
HitpGet...
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HitplGet...
HitplGet...
HitplGet...
HttplGet...
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HitplGet...
HttplGet...
HitpGet...
HitplGet...
HitpGet..
HitplGet...

0. port
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TCP 1242
TCP 1244
TCP124E
TCP 1242
TCP 1244
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TCP 1242
TCP 1244
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Filename Extens... Size Timest..
E.ipg ipa 2508 18/04/..
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checkmark2 png phg 186E 18/04/.
data=tyEGWEBech_..  gif 3E526E 18/04/.
2. 77AD4BDC json jzan 1830B 18/04/.
search.D338631C jzon  jzon 11018 18/04/..
re=AltRSTPIGeSMML..  javazcript 174B  18/04/..
+.B8248051 jzon jzon JEE1E  18/04/.
search. 7EBDEETE json  jzon 23508 18/04/..
data=DkDO_jloleMyd...  javascript J0EE 18704/
red_pins2.png phg 13848 18/04/..
bastan. html html S10B 18/04/.
HakxEqbgeMa.htral hitrnl 54728 18/04/.

Figure 32. Files downloaded in the incident

Detailz

news. google. es/news tbn/YER CCwaeluld /6.jpg
v, google.es/s ?hi=estas_m=9%gs_ri=psy-ab...
vy, google.es/complete/search?client=hpkhl...
z3l.gstatic. comAui 1 /menudcheckmark 2 prg
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wiw, google.es/s ?hi=estas_m=9%gs_ri=psy-ab...
wiany, google. ez/completeszearch?client=hpihl...
v, google. es/xjsd Asdshataldit=iMver=_n1hd0-.
v, google. es/s thl=estgs m=9%gs_ri=psy-ab...
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v, google.esfimages/ied_pinzZ.png
188.2.164.112/baston. html

wi, poutube. comdembed/H4mM x5qbgetla

Be careful, because NetworkMinner downloads all files to your hard drive and it reproduces all traffic
in the pcap. For example, we can see the webpage where the host was infected by right clicking on the
link. See Figure 33 below.

= O ks Do s aimd el gs) S istr gdur JEsuribur o MeLeor ke _1-5fdssenbledSiles/155.2, 164, 112 HTTP - TCP S0 Luslun ibnl
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GLOBE: TWO ‘PO
ARATHON SITE

B
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k-
WERFUL' EXPLOSIO!

NS

E
F-Secure gy

X

Sitio web dafino bloqueac

ttp: Aheathanknesters comar himl

Este sitio wab ha sido identificado como parjudicisl.
Le recomandamos que 0 visite sste =iic wek.

Figure 33. Infected HTML page download from the original web site

This tool downloads all files involved in the traffic capture including the malware and the exploits. | rec-
ommend you to run this program in a secure environment like a Virtual Machine.

Also, it downloads all images that have been seen. See Figure 34 below.
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@ Images (9] |Messages (321 Credentials [3) | Sessions
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Figure 34. Pictures downloaded thanks to NetworkMinner
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Also, we can see all the emails that have been sent easier than Wireshark. We can see From, To and
the body details of the emails. See Figure 35.

__Images[!él] Messages [52] .Eredent_ials_[S] Sessions[355] DNS['IESE_] Parametels_[193_?] K_e_l,"_nlords Elealtext'_ .t‘-‘momalies_

A | Attibute Yalue
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"Robert Hurt" < dleshana@myrealbo..  <judpi@atechecar com: Content-Type text/plain,test/plain
"Mance Mercado' <Jeremye@himpr...  {zagitkennelE@yahoo. coms charzet windows-1250 windows-1250
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Figure 35. Details about the Spam delivered

SUMMARY

In my opinion it’s really important to have a good network capture policy in an organization. In this article,
we have seen how a single user of our network was searching and watching videos about the Boston
Marathon bombs. In one of these searches the user visited a dangerous website which took an advan-
tage of a vulnerability of its computer with CVE-2012-1723 using the exploit vz7.jar. Thanks to this ex-
ploit, a Trojan horse named newbos3.exe was downloaded and installed with the lack of user knowledge.
We have seen that the Trojan horse began to send Spam and the public IP of the organization was in-
cluded in a blacklist. The company could have problems with their corporate email servers if the server
shares the public IP with the rest of the computers in the network. If this happen, the emails sent by the
workers in the company would be denied by the Anti Spam systems.

Also, we have serious suspicion that the computer was a node of a Botnet but we are not sure at all
because we have no evidences...

Thanks to a good data capture we can learn a lot about an incident. If you want to know more about
malware, it would be necessary to study the Trojan doing malware reversing. Maybe in my next article |
will talk about it.
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HUNTING FOR

MALICIOUS ACTIVITY IN
THE WINDOWS REGISTRY

by Timothy Yip

The windows registry is a known source for finding trace evidence
of malicious activity — from persistence mechanisms like auto-
start keys and dll auto-inject keys; to traces of malware execution
in the locations such as the muicache and the appcompatcache.
Such evidences makes analyzing the registry hives a critical step
in any intrusion analysis of windows machines. This article aims to
provide a guide to fundamental tools and techniques that can be
applied to intrusion investigations.

« |dentifying evidence of malware . . . . . . . .
persistence prehensive list of plugins to extract various keys for intrusion investi-

+ Identifying evidence of malicious gations. RegRipper can be used to analyze offline registry hives and
activity has a plugin framework that is easily extendable.

What you should know: AutoRuns? — Automated tool with a gui interface that is focused on extract-
+ Basic understanding of windows | ing autorun information from live/offline machines.
operating systems, the windows

registry RegExplorer® — Multi purpose gui browser for registry hives. Includes useful
regular expression search function.

R egRipper' — The swiss army knife for registry analysis, having a com-

Log2timeline* — Versatile timelining tool that is able to process a wide array
of artifacts (including registry hives) to produce forensic timelines.

FTK Imager® — Useful tool for extracting registry hives from a live system or
from a forensic image.

1 http.//code.google.com/p/regripperplugins/

2 http://technet.microsoft.com/en-us/sysinternals/bb963902.aspx

3 http://sourceforge.net/projects/regexplorer/

4 http://log2timeline.net/,  https.//code.google.com/p/log2timeline/,  https://code.google.com/p/plaso/,
http://log2timeline.kiddaland.net/

5 http://www.accessdata.com/support/product-downloads
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From a Live System — mount the physical drive in FTK Imager and click the “Obtain System Files” but-
ton on the main toolbar, in the “Obtain System Files” menu, select the option to obtain all registry files,
choose the destination folder for output and click “Ok”. The registry hives and some other system files for
password recovery will be forensically extracted and saved to the chosen output folder.

From a Forensic Image — mount the image using FTK Imager® and manually export the following reg-
istry hives:

[SystemRoot]\System32\Config\Sam - HKEY LOCAL MACHINE\SAM
[SystemRoot]\System32\Config\Security - HKEY LOCAL MACHINE\SECURITY
[SystemRoot]\System32\Config\Software - HKEY LOCAL MACHINE\SOFTWARE
[SystemRoot]\System32\Config\System - HKEY LOCAL MACHINE\SYSTEM
[UserProfile]\Ntuser.dat - HKEY USERS

IDENTIFYING EVIDENCE OF MALWARE PERSISTENCE

Auto execution of malicious executables — In order to continue malicious activity on a machine, malware
has to overcome obstacles like system restarts. This persistence is typically achieved via the windows
registry. The most common keys utilized for this purpose are the auto-start keys. Examples of auto-start
keys are the “Run” and “RunOnce” registry keys® — which cause programs to run each time that a user
logs on. There are other registry keys that achieve the same purpose®.

The following are techniques to extract the auto-start keys from Windows registry hives:

* Run regripper using the plugin “user_run” for each Ntuser.dat registry hive to extract the user specif-
ic auto-start keys. This will extract possible auto-start keys for malware that infects specific user pro-
files.

rip.exe -r [ntuser.dat hive path] -p user run >> report.txt

* Run regripper using the plugin “soft_run” for the Software registry hive to extract auto-start keys for
malware infections that are not user profile specific.

rip.exe -r [software hive path] -p soft run >> report.txt

* An alternative to regripper would be to run autoruns.exe'; navigate to the “Winlogon Tab” and the
“Logon Tab” to examine for possible auto-start keys.

Auto injection of malicious dlls — although less common that the auto-start keys, malware may achieve
persistence by adding to appinit_dlIl keys to have their malicious dll components automatically injected
into all user-mode processes. The appinit_dlls are loaded by using the “LoadLibrary” function during the
‘DLL_PROCSES_ATTACH? process of “User32.dlI”?. This is typical behavior for user-mode rootkits, that
will attempt to inject into all usermode processes in order to hook APIs to achieve process hiding, key
logging, web injects, API input/output sniffing and other rootkit functionality.

The following are techniques to extract the appinit_dll keys from Windows registry hives:

* Run regripper using the plugins “appinitdlls” and “init_dlls” for the Software registry hive to extract
the appinit_dIl keys.

rip.exe -r [software hive path] -p appinitdlls >> report.txt
rip.exe -r [software hive path] -p init dlls >> report.txt

* An alternative to regripper would be to run autoruns.exe; navigate to the “Applnit Tab” to examine for
possible appinit_dIl keys.

6 Using FTK Imager to perform the export ensures that the hives are forensically extracted

7 http://en.wikipedia.org/wiki/lWindows_Registry#File_locations

8 http://msdn.microsoft.com/en-us/library/aa376977%28v=vs.85%29.aspx

9 See Annex A for the full list of registry keys extracted by the “user_run” and “soft_run” RegRipper Plugins
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Auto start of malicious services and drivers —another common persistence technique by malware is to cre-
ate services or drivers that start automatically when the operating system starts. A service is loaded on start-
up by “svchost.exe” or by windows directly launching the application. Services loaded directly can be located
in the registry key “HKLM\System\CurrentControlSet\Services”. Malware that have driver components can
achieve persistence by setting the “HKLM\Software\Windows NT\CurrentVersion\Drivers32”'° registry key.
The following are techniques to extract the service and driver auto-start keys from Windows registry hives:

* Run regripper using the plugins “services” and “svcdll” for the System registry hive to extract the ser-
vice auto-start keys.

rip.exe -r [system hive path] -p services >> report.txt
rip.exe -r [system hive path] -p svcdll >> report.txt

* Run regripper using the plugin “drivers32” for the Software registry hive to extract the driver auto-
start keys.

rip.exe -r [software hive path] -p drivers32 >> report.txt

* An alternative to regripper would be to run autoruns.exe; navigate to the “Services Tab” and the
“Drivers Tab” to examine for possible service and driver auto-start keys.

Other methods — apart from the above described techniques, regripper and autoruns tools are able to
extract evidence of malware persistence from other locations, including — browser help objects, startup
folders, scheduled tasks, etc.

IDENTIFYING EVIDENCE OF MALICIOUS ACTIVITY

Evidence of malware execution — the locations of interest are the appcompatcache (Application Com-
patibility Cache) keys, the muicache (Multi-Language User Interface Cache) keys, the userassist (User
Assist) keys, and the compatassist (Compatibility Assistant) keys. The appcompatcache entries are gen-
erated by the Windows OS to handle compatibility issues that the application might have. This is useful
because it is another source of evidence that program execution has taken place, and useful metadata
such as paths and timestamps are also recorded. The muicache entries are generated by “explorer.exe”
when programs are executed. The entries in the muicache key are later used by the Windows OS for
other functionality (eg. title display when taskbar buttons are grouped, etc). This is also evidence of pro-
gram execution and can be used to trace if malware was executed on the machine. The userassist keys
are generated when gui-based programs are launched from the desktop and tracked in the launcher
on a Windows OS. It contains a list of programs that have been executed and useful metadata such as
paths and datetimes. The appcompat key, similar to the above described “evidence of execution” keys,
provides an indication of programs that have been executed, including useful metadata such as paths
and timestamps.

The following are techniques to extract the above mentioned registry keys:

* Run regripper using the plugin “appcompatcache” for the System registry hive to extract the ap-
pcompatcache keys.

rip.exe -r [system hive path] -p appcompatcache >> report.txt
* Run regripper using the plugins “muicache”, “userassist” and compatassist” for each of the Ntuser.
dat registry hives to extract the muicache, userassist and compatassist keys.

rip.exe -r [ntuser.dat hive path] -p muicache >> report.txt
rip.exe -r [ntuser.dat hive path] -p userassist >> report.txt
rip.exe -r [ntuser.dat hive path] -p compatassist >> report.txt

Timeline analysis — registry keys, when extracted and put on a timeline and analyzed together with other
file system, operating system and application artifacts can be extremely insightful in identifying evidence
of malicious activity and mapping the intrusion timeline.

10 http://technet.microsoft.com/en-us/library/cc722567.aspx
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* log2timeline has the option to process the “ntuser”, “sam”, “security”, “software” and “system” regis-
try hives along with its other input modules.

* The input format modules “win7”, “winxp” and “winsrv” processes the respective registry hives along
with other artifacts to produce an operating system timeline, see examples:

log2timeline -z local -o csv -f win7 -r -p [windows mount path] > timeline.csv
log2timeline -z local -o csv -f winxp -r -p [windows mount path] > timeline.csv
log2timeline -z local -o csv -f winsrv -r -p [windows mount path] > timeline.csv

OTHER TRACES OF MALICIOUS ACTIVITY IN THE REGISTRY

Malware sometimes makes use of the registry to store encryption keys, configuration data and stolen
data such as keylogs, stolen credentials, etc. This type of data is normally encoded or encrypted, but
through reverse engineering, you may be able to uncover locations in the registry that are being used by
the malware or even signatures of the encoded/encrypted data that the malware stored in the registry.

CONCLUSION

We have examined fundamental techniques to surfacing evidence of malicious activity from the Win-
dows registry. The techniques and the capabilities of the tools goes beyond what is described here and
further automation of the processing tasks is possible. Continue to explore the tools and techniques,
refine your internal processes and keep an open mind that the malware you are analyzing may leave
traces in unconventional areas.

ANNEX A - AUTO-START KEYS EXTRACTED BY THE “USER_RUN"” AND “SOFT_RUN" REGISTRYRIPPER
PLUGINS

user run keys

Software\\Microsoft\\Windows\\CurrentVersion\\Run
Software\\Wow6432Node\\Microsoft\\Windows\\CurrentVersion\\Run
Software\\Microsoft\\Windows\\CurrentVersion\\RunOnce
Software\\Microsoft\\Windows\\CurrentVersion\\RunServices
Software\\Microsoft\\Windows\\CurrentVersion\\RunServicesOnce
Software\\Microsoft\\Windows NT\\CurrentVersion\\Terminal Server\\Install
Software\\Microsoft\\Windows\\CurrentVersion\\Run

Software\\Microsoft\\Windows NT\\CurrentVersion\\Terminal Server\\Install
Software\\Microsoft\\Windows\\CurrentVersion\\RunOnce
Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\Explorer\\Run
Software\\Wow6432Node\\Microsoft\\Windows\\CurrentVersion\\Policies\\Explorer\\Run
soft run keys

Microsoft\\Windows\\CurrentVersion\\Run
Microsoft\\Windows\\CurrentVersion\\RunOnce
Microsoft\\Windows\\CurrentVersion\\RunServices

Wow6432Node\ \Microsoft\\Windows\\CurrentVersion\\Run
Wow6432Node\\Microsoft\\Windows\\CurrentVersion\\RunOnce
Microsoft\\Windows\\CurrentVersion\\Policies\\Explorer\\Run

Wow6432Node\ \Microsoft\\Windows\\CurrentVersion\\Policies\\Explorer\\Run
Microsoft\\Windows NT\\CurrentVersion\\Terminal Server\\Install\\Software\\Microsoft\\
Windows\\CurrentVersion\\Run

Microsoft\\Windows NT\\CurrentVersion\\Terminal Server\\Install\\Software\\Microsoft\\
Windows\\CurrentVersion\\RunOnce

ABOUT THE AUTHOR
Timothy is a security professional experienced in malware reverse engineering, digital forensics and soft-
ware engineering. He is currently employed as a security professional in a fortune 500 company and pas-
sionately works on malware related cases on a daily basis.

1 When analyzing offline registry hives, mount the forensic image using FTK Imager and specify the “system root”
and “user profile” paths using the menu option “File > Offline System”.
‘ 2 http://support.microsoft.com/kb/197571
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